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1. Introduction and Basic
Operations

About This Manual

Abbreviated Names of Options

In the manuals, the abbreviated names of options are used. The abbreviated names and
corresponding product names are as follows:

Options that can be attached to the machine differ depending on the machine type.
page 499 "Machine Options"

Abbreviated names of externally attached options

IM C2010/C2010A/C2510/C2510A/C2519J/GS4020c/GS4025¢

Abbreviated name Product name
@Resion A (mainly Asia) Platen Cover PN2010
Exposure glass cover
@ Region A (mainly Asia) SPDF DF3150
@Resion B (Taiwan)

One-pass duplex scanning

ADF?

@ region A (China) ARDF DF3140

ARDF?

Page keeper Page Keeper Type M52
Lower paper trays Paper Feed Unit PB3340
Lower paper tray Paper Feed Unit PB3310
Caster table Caster Table Type M52
Internal tray 2 1 Bin Tray BN3140
Internal shift tray Internal Shift Tray SH3090
External tray Side Tray Type M52
Bridge unit Bridge Unit BU3100
Booklet Finisher SR3330 Booklet Finisher SR3330




1. Introduction and Basic Operations

Abbreviated name

Product name

Punch unit

Punch Unit PU3080 EU

Punch Unit PU3080 SC™

Punch Unit PU3080 NA™

Internal Finisher SR3310

Internal Finisher SR3310

Punch unit

Punch Unit PU3100 EU

Punch Unit PU3100 SC™

Punch Unit PU3100 NA™

Internal Finisher SR3360

Internal Finisher SR3360

Internal multi-fold unit

Internal Multi-Fold Unit FD3020

Banner paper guide tray

Banner Paper Guide Tray Type M52

Optional counter interface unit

Optional Counter Interface Unit Type M12

NFC card reader

NFC Card Reader Type M52

Imageable area extension unit

Imageable Area Extension Unit Type M19

IM C3010/C3010A/C3510/C3510A/C3519J/GS4030c

Abbreviated name

Product name

@ region A (mainly Asia)

Exposure glass cover

Platen Cover PN2010

@hRegion A (China)
{1 Region A (Korea)

One-pass duplex scanning
ADF’?

SPDF DF3150™

@ Region A (mainly Asia)
@ resion B (Taiwan)

ARDF™?

ARDF DF3140

Page keeper

Page Keeper Type M52

Lower paper trays

Paper Feed Unit PB3320

Lower paper tray

Paper Feed Unit PB3310

Tray 3 (LCT)

LCIT PB3330




About This Manual

Abbreviated name

Product name

Large capacity tray

LCIT RT3050

Caster table

Caster Table Type M52

Internal tray 2

1 Bin Tray BN3140

Internal shift tray

Internal Shift Tray SH3090

External tray

Side Tray Type M52

Bridge unit

Bridge Unit BU3100

Finisher SR3320

Finisher SR3320

Booklet Finisher SR3330

Booklet Finisher SR3330

Punch unit

Punch Unit PU3080 EU

Punch Unit PU3080 SC™

Punch Unit PU3080 NA™

Internal Finisher SR3310

Internal Finisher SR3310

Punch unit

Punch Unit PU3100 EU

Punch Unit PU3100 SC™

Punch Unit PU3100 NA™

Internal Finisher SR3360

Internal Finisher SR3360

Internal multi-fold unit

Internal Multi-Fold Unit FD3020

Banner paper guide tray

Banner Paper Guide Tray Type M52

Optional counter interface unit

Optional Counter Interface Unit Type M12

NFC card reader

NFC Card Reader Type M52

Imageable area extension unit

Imageable Area Extension Unit Type M19

IM C4510/C4510A/C5510/C5510A/GS4045c¢

Abbreviated name

Product name

@hRegion A (China)

Exposure glass cover

Platen Cover PN2010

@RegionA(China)

SPDF DF3150
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Abbreviated name

Product name

ADF1

One-pass duplex scanning

@region A (China)
ARDF1

ARDF DF3140

Page keeper

Page Keeper Type M52

Lower paper trays

Paper Feed Unit PB3320

Lower paper tray

Paper Feed Unit PB3310

Tray 3 (LCT)

LCIT PB3330

Large capacity tray

LCIT RT3050

Caster table

Caster Table Type M52

Internal tray 2

1 Bin Tray BN3140

Internal shift tray

Internal Shift Tray SH3090

External tray

Side Tray Type M52

Bridge unit

Bridge Unit BU3100

Finisher SR3320

Finisher SR3320

Booklet Finisher SR3330

Booklet Finisher SR3330

Punch unit

Punch Unit PU3080 EU

Punch Unit PU3080 SC™

Punch Unit PU3080 NA™

Finisher SR3340

Finisher SR3340

Booklet Finisher SR3350

Booklet Finisher SR3350

Punch unit

Punch Unit PU3110 EU

Punch Unit PU3110 NA™

Punch Unit PU3110 SC

Output jogger unit

Output Jogger Unit Type M52

Stapleless Unit Type M58

Stapleless Unit Type M58

Stapleless Unit Type M52

Stapleless Unit Type M52

Internal Finisher SR3310

Internal Finisher SR3310
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Abbreviated name

Product name

Punch unit

Punch Unit PU3100 EU

Punch Unit PU3100 SC™

Punch Unit PU3100 NA™

Internal multi-fold unit

Internal Multi-Fold Unit FD3020

Banner paper guide tray

Banner Paper Guide Tray Type M52

Optional counter interface unit

Optional Counter Interface Unit Type M12

NFC card reader

NFC Card Reader Type M52

Imageable area extension unit

Imageable Area Extension Unit Type M19

IM C6010/GS4160c

Abbreviated name

Product name

Page keeper

Page Keeper Type M52

Lower paper trays

Paper Feed Unit PB3320

Lower paper tray

Paper Feed Unit PB3310

Tray 3 (LCT)

LCIT PB3330

Large capacity tray

LCIT RT3050

Caster table

Caster Table Type M52

Internal tray 2

1 Bin Tray BN3140

Internal shift tray

Internal Shift Tray SH3090

External tray

Side Tray Type M52

Bridge unit

Bridge Unit BU3100

Finisher SR3320

Finisher SR3320

Booklet Finisher SR3330

Booklet Finisher SR3330

Punch unit

Punch Unit PU3080 EU

Punch Unit PU3080 SC™

Punch Unit PU3080 NA™

Finisher SR3340

Finisher SR3340

Booklet Finisher SR3350

Booklet Finisher SR3350
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Abbreviated name Product name

Punch unit Punch Unit PU3110 EU

Punch Unit PU3110 NA™

Punch Unit PU3110 SC

Output jogger unit Output Jogger Unit Type M52

Stapleless Unit Type M58 Stapleless Unit Type M58

Stapleless Unit Type M52 Stapleless Unit Type M52

Internal multi-fold unit Internal Multi-Fold Unit FD3020

Banner paper guide tray Banner Paper Guide Tray Type M52

Optional counter interface unit | Optional Counter Interface Unit Type M12

12

NFC card reader

NFC Card Reader Type M52

Imageable area extension unit

Imageable Area Extension Unit Type M19

IM C7010

Abbreviated name

Product name

Finisher SR3320

Finisher SR3320

Booklet Finisher SR3330

Booklet Finisher SR3330

Punch unit

Punch Unit PU3080 EU

Punch Unit PU3080 SC™

Punch Unit PU3080 NA™

Finisher SR3340

Finisher SR3340

Booklet Finisher SR3350

Booklet Finisher SR3350

Punch unit

Punch Unit PU3110 EU

Punch Unit PU3110 NA™

Punch Unit PU3110 SC™

Output jogger unit

Output Jogger Unit Type M52

Stapleless Unit Type M58

Stapleless Unit Type M58

Internal Finisher SR3370

Internal Finisher SR3370

Punch unit

Punch Unit PU3120 EU
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Abbreviated name Product name

Punch Unit PU3120 SC™

Punch Unit PU3120 NA™

Internal multi - fold unit Internal Multi - Fold Unit FD3020
Page keeper Page Keeper Type M52

Internal tray 2 1 Bin Tray BN3150

Lower paper trays Paper Feed Unit PB3320

Tray 3 (LCT) LCIT PB3330

Caster table Caster Table Type M52

Large capacity tray LCIT RT3050

Bridge unit Bridge Unit BU3100

Optional counter interface unit | Optional Counter Interface Unit Type M12

NFC card reader NFC Card Reader Type M52

Imageable area extension unit | Imageable Area Extension Unit Type M19

Banner paper guide tray Banner Paper Guide Tray Type M52

Abbreviated names of internal options

IM
C2010/C2010A/C2510/C2510A/C2519)/GS4020c/GS4025¢/C3010/C3010A/C3510/C3510A/C
3519J/GS4030c¢/C4510/C4510A/C5510/C5510A/GS4045¢/C6010/GS4160c

Abbreviated name Product name
Fax unit Fax Option Type M52
G3 interface unit™3 G3 Interface Unit Type M52
File format converter File Format Converter Type M19
Fax connection unit Fax Connection Unit Type M52
Fax memory unit FAX memory Unit Type M52

@ region A (mainly Europe, Asia Device Server Option Type M52
and Korea)

@rFegen B(mainly North America)

Device server option

13
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Abbreviated name

Product name

OCR unit

OCR Unit Type M52

Enhanced security SSD

Enhanced Security SSD Option Type M52 256GB

IPDS unit 2

IPDS Unit Type M52

PostScript 3 unit

PostScript3 Unit Type M52

XPS direct print card

XPS Direct Print Option Type M52

Camera direct print card

Camera Direct Print Card Type M52

SSD Option

SSD Option Type M52 1TB

Wireless LAN board

IEEE 802.11 a/b/g/n/ac Interface Unit Type M52

HDD Option

HDD Option Type M52 320GB

*1 In this manual, "ADF" refers to the ARDF and the one-pass duplex scanning ADF.
"ADF" stands for "Auto Document Feeder", and "ARDF" stands for "Auto Reverse

Document Feeder".
*2 Only for IM

C3010/C3010A/C3010EX/C3510/C3510A/C3510EX/C4510/C4510A/C5510/C551

0A/C6010.

*3 Only for IM C2010/C2010A/C2010AEX/C2510/C2510A in @=esien B(mainly North

America).

*4 Except for China.

*5 Only for IM C3519J in @region A (Korea).

IM C7010

Abbreviated name

Product name

Fax unit

Fax Option Type M52

G3 interface unit

G3 Interface Unit Type M52

File format converter

File Format Converter Type M19

Fax connection unit

Fax Connection Unit Type M58

Fax memory unit

FAX memory Unit Type M52

Device server option

Device Server Option Type M52

OCR unit

OCR Unit Type M52

Enhanced security SSD

Enhanced Security SSD Option Type M52 256GB

IPDS unit

IPDS Unit Type M52




About This Manual

Abbreviated name Product name
PostScript 3 unit PostScript3 Unit Type M58
XPS direct print card XPS Direct Print Option Type M52
Camera direct print card Camera Direct Print Card Type M52
SSD Option SSD Option Type M52 1TB
Wireless LAN board IEEE 802.11 a/b/g/n/ac Interface Unit Type M52
HDD Option HDD Option Type M52 320GB

e The types of machine that are available differ depending on the country where
you live. You can use the following types of machines:

« @Region A (mainly Europe)

- IMC2010

« IMC2010A

- IMC2510

« IMC2510A

- IMC3010

« IMC3010A

« IMC3510

-« IMC3510A

« IMC4510

« IM C4510A

- IMC5510

-« IMC5510A

- IMC6010

- IMC7010

« @Region A (mainly Asia)/@Fegien B(mainly North America and Taiwan)

« IMC2010

- IMC2510

- IMC3010

- IMC3510

- IMC4510

- IMC6010

« IM C7010 (Except for Taiwan)

15
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o @region A (China)
-« IMC2010

IM C2510
- IMC3010
- IMC3510
-« IMC4510
- IMC6010
« GS4020c
« GS4025c
« GS4030c
« GS4045c
« GS4160c
- IMC7010

o @Rregion A (Korea)
- IMC2010
« IMC2510
« IMC2519J
- IMC3010
- IMC3510
« IMC3519J
- IMC4510
- IMC6010



Basic Operation of the Machine

Basic Operation of the Machine

Turning On and Off the Power

To turn the machine on and off, press the main power switch on the front right side of the
machine.

« When you are using the fax function on the machine, do not turn the power off
under normal operation. If the power is turned off, data stored in the fax
memory will be lost in about one hour after the machine is turned off. If you have
to turn the power off or unplug the power cord for some reason, make sure 100%
is shown as available memory on the screen for the fax function.

Turning On the Main Power

- Do not press the main power switch repeatedly. When you turn the power on or

off, wait at least 10 seconds after confirming that the main power indicator on
the right side of the control panel has turned on or off.

<

@

1. Make sure the power cord is firmly plugged into the wall outlet.

2. Open the cover of the main power switch on the front right side of the machine, and push
the switch.

1/Q

The main power indicator on the right side of the control panel turns on.

17
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« When the power is turned on, the screen may show that the machine is performing
an auto restart. Do not turn off the main power while the machine is processing. It

takes about 5 minutes until the machine restarts.
- If a file was deleted from memory, a Power Failure report is automatically printed as
soon as the power is restored. This report can be used to identify lost files.
See "Power Off Report", User Guide in English.

Turning Off the Main Power

Do not turn off the power while the machine is in operation. To turn the power
off, confirm that the operation is finished.

« Do not hold down the main power switch while turning off the main power.
Doing so forcibly turns off the machine's power and may damage the internal
storage or memory and cause malfunctions.

- Do not press the main power switch repeatedly. When you turn the power on or
off, wait at least 10 seconds after confirming that the main power indicator on
the right side of the control panel has turned on or off.

<

@

1. Open the cover of the main power switch on the front right side of the machine, and push
the switch.

The main power indicator on the right side of the control panel turns off. The main
power turns off automatically after the machine has shut down properly.

18



Basic Operation of the Machine

Energy Saving Mode

When the machine is not operated for a specified period of time, the machine enters the
"Energy Saving mode" automatically. "Energy Saving mode" has two modes, "Fusing Unit
Off mode" and "Sleep mode", and the machine enters the Fusing Unit Off mode first. In
the factory default, the machine is configured to use both modes.

Fusing Unit Off Mode

In this mode, the main power indicator is lit. Because the heater of the fusing unit is
turned off but the screen of the control panel is still displayed, the power
consumption decreases, but you can start operation promptly. If you do not operate
the machine for a specified period of time, the machine emits a clicking sound and
enters Fusing Unit Off mode.

« You can specify whether to enable the Fusing Unit Off mode and the time to
wait before the machine enters Fusing Unit Off mode under [Fusing Unit Off
Mode (Energy Saving) On/Off].

See "Date/Time/Timer", User Guide in English.

 In this mode, you can scan documents, send faxes, receive faxes into memory,
change the machine settings on the control panel, and perform other operations
that do not require printing.

Sleep Mode

In this mode, the display of the control panel turns off and the main power indicator
blinks slowly. Power consumption is minimized. When you do not operate the
machine for a specified period of time or press [Energy Save] (L), the machine
enters Sleep mode.

« You can specify the amount of time that the machine waits before entering
Sleep mode under [Sleep Mode Timer].

See "Date/Time/Timer", User Guide in English.
« The machine recovers from Sleep mode when you perform one of the following:
- Lift the ADF or exposure glass cover.
 Place an original in the ADF.
« Touch the display of the control panel.

« The energy saving functions are disabled when an error occurs or while an operation
is in progress.

« The energy saving functions will not operate in the following cases:
« When fixed warm-up is in progress
« When operations are suspended during printing

« When a warning message appears (The machine enters Fusing Unit Off mode
unless the cover is open.)
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« When paper is jammed (The machine enters Fusing Unit Off mode except when
the cover is open.)

« When the Data In indicator is lit or flashing (The machine enters Fusing Unit Off
mode except when the Data In indicator is lit or flashing due to receiving faxes
or storing documents.)

« The machine does not enter Sleep mode in the following cases:
e During communication with external equipment
« When the internal storage is active

« When the service call message appears

When the ADF, machine's cover, or ADF cover are opened

When the "Add Toner" message appears

When toner is being replenished

When one of the following screens is displayed:
« System Settings
« Counter
e Inquiry

Address Book

Tray/Paper Settings

« When data is being processed

- Ifafile is waiting to be transmitted within the next minute using the "Send Later"
facsimile function

« When arecipient is being registered in the address list or group dial list

« When the sample print, locked print, hold print, or stored print screen is displayed
« When the screen of a document that was stored under the printer function appears
« When the internal cooling fan is active

« When accessing the machine using Web Image Monitor

Guide to Names and Functions of Components

A CAUTION

- Do not obstruct the machine's vents. Doing so can result in fire as the internal
components are overheated.
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Front and Left View

1. Exposure glass cover/Auto Document Feeder (ADF)

Lower the cover over originals placed on the exposure glass.

If you load a stack of originals in the ADF, the ADF will automatically feed the
originals one by one.

The ARDF is the ADF that can scan both sides of an original one side at a time.

The one-pass duplex scanning ADF is the ADF that can scan both sides of an original
simultaneously.

page 69 "Placing an Original in the Auto Document Feeder (ADF)"
2. Exposure glass

Place originals face down here.

page 68 "Placing an Original on the Exposure Glass"
3. Control panel

page 26 "Names and Functions of the Control Panel"
4. Main power switch

To turn the power on and off, open the cover of the main power switch and press the
main power switch.

page 17 "Turning On and Off the Power"
5. Internaltray 1

Copied/printed paper and fax messages are delivered here. And the paper is output
under the paper holder attached inside the internal tray.
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1. Introduction and Basic Operations

See "Supported Output Trays" about the output tray for the printed paper.
6. Front cover

Open to replace the toner cartridge.

page 193 "Replacing the Toner"
7. Paper trays (Trays 1-2)

Standard paper trays. Load paper here.

page 75 "Loading Paper into the Paper Tray"
8. Lower paper trays

Optional paper trays. Load paper here.

page 75 "Loading Paper into the Paper Tray"
9. Front lower cover

Open to replace the waste toner bottle.

page 197 "Replacing the Waste Toner Bottle"

10. Vents
Prevent overheating.

After large-volume printing, the ventilation fan may continue to work to lower the
temperature inside the machine.

11. Internal tray guide
Open the guide to prevent the printed paper from falling off.
« When using paper holders, always follow the precautions below.

« Be sure not to place objects in front of the paper holders. Doing so may cause
paper jams.

 After pulling out copied/printed paper, do not put it back under the paper
holders. Doing so may result in malfunction and paper jams.
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Front and Right View

1. ADF tray extender

Pull this extender out to prevent originals larger than B4 JIS or 81/2 x 14 size from
falling.

2. Bypass tray

Use to copy or print on adhesive labels or paper that cannot be loaded in the paper
trays.

page 79 "Loading Paper into the Bypass Tray"
3. Paper guides

When loading paper in the bypass tray, align the paper guides flush against the
paper.

4. Extender
Pull this extender out when loading paper larger than A4?, 81/, x 11 in the bypass
tray.

5. Lower right cover

Open this cover to remove jammed paper.
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6. Right cover
Open this cover to remove jammed paper.
7. Vents

" Prevent overheating.

After large-volume printing, the ventilation fan may continue to work to lower the
temperature inside the machine.

Rear and Left View

IM
C2010/C2010A/C2510/C2510A/C2519J/GS4020c/GS4025¢/C3010/C3010A/C3510/C3510A/C3519)
/GS4030c/C4510/C4510A/C5510/C5510A/GS4045¢/C6010/GS4160c

1. USB2.0 Interface Type A
This interface is not used with this machine.
2. USB2.0 Interface Type B
Use the port to connect the machine and the computer with the USB cable.

3. Ethernet interface

Used the port to connect the machine to the network or to use the remote
management service (@Remote) over the Internet.

4. Vents
Prevent overheating.

After large-volume printing, the ventilation fan may continue to work to lower the
temperature inside the machine.
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IM C7010

LINE 3

Use s [

1. USB2.0 Interface Type A
This interface is not used with this machine.
2. USB Interface Type B
Use the port to connect the machine and the computer with the USB cable.
« @Region A (mainly Europe and Asia)/ @Feen B (mainly North America)
USB3.2 Genl Interface Type B is available. (Except for China.)
« @Region A (China)
USB2.0 Interface Type B is available.
3. Ethernet interface

Used the port to connect the machine to the network or to use the remote
management service (@Remote) over the Internet.

4. Vents
Prevent overheating.

After large-volume printing, the ventilation fan may continue to work to lower the
temperature inside the machine.

o @Region A (mainly Europe)

When touching the machine, you may experience a static shock which is harmless to
humans. For details, refer to the following:

https://www.ricoh-europe.com/support/health-safety/ricoh-static-shock.html
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Names and Functions of the Control Panel

The touch panel (Smart Operation Panel) that displays the operation screen of the
machine is referred to as the "Control Panel".

- On both sides of the control panel, interfaces for connecting external devices and
slots to insert an USB flash memory device are provided.

« Even when the screen is turned off, the LED indicators on the frame of the control
panel show the status of the machine.

Touch Panel/Interface

1

2 3

1. Media slots

Insert an USB flash memory device. You can store the scanned data or print the file
stored on the media.

Use the media formatted in FAT16 or FAT32.
Certain types of USB flash memory devices cannot be used in the machine.

USB extension cables, hubs, card readers, and USB flash memories with
encryption functions cannot be used.

If the power of the machine is turned off or the media is removed from the
machine while the machine is reading the data in the media, check the data in
the media.

Before removing the media from the slot, press the icon displayed on the screen
() to cancel the connection.



Basic Operation of the Machine

« Do not change the write protection switch of the USB flash memory device while
the USB flash memory device is inserted.

2. Touch Panel

Displays the Home screen, operation screen of applications, and messages. Operate
with the fingertips.

page 28 "How to Use the Home Screen"
page 31 "Intuitive Screen Operation Using Fingertips"
3. Touch mark

Used to connect the machine and a smart device with the RICOH Smart Device
Connector.

See "Using the Machine Functions from a Mobile Device", User Guide in English.
page 57 "Logging In Using a Mobile Device"

« You can adjust the angle of the control panel to improve visibility. When adjusting
the angle of the control panel, be careful not to pinch your fingers.

LED Indicators

27
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1. Fax indicator
Indicates the status of the fax function.
 Flashing: transmitting and receiving data
« Lit: receiving data (Substitute RX File/Memory Lock Reception/Personal Box)
2. DataIn indicator

Flashes when the machine is receiving data sent from the printer driver or LAN-Fax
driver.

3. Status indicator
Indicates the status of the system. Stays lit when an error occurs or toner runs out.
page 203 "Checking the Indicators, Icons, and Messages on the Control Panel"

4. Main power indicator

The main power indicator lights up when you turn on the main power switch. In
Sleep mode, it flickers slowly.

How to Use the Home Screen

Press [Home] (73)) at the bottom center of the screen to display the Home screen on
which icons for each function are shown. On the Home screen, you can register
frequently used shortcuts and widgets.

« Do not apply strong impact or force to the screen, or it may be damaged.
Maximum force allowable is approx. 30N (approx. 3 kgf). (N = Newton, kgf =
Kilogram force. 1 kgf = 9.8N.)

« Touch the Home screen to operate it.
page 31 "Intuitive Screen Operation Using Fingertips"
» You can add or delete icons and widgets, and change their order.
page 61 "Adding a Frequently Used Application or Widget to the Home Screen"
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& |Machine Administrator [ Loaged in: Machine Administrator

Copy Scanner Fax

Storage Device)

Substitute RX File i|
Documenl Server Application Site

614 1312 11 10 9

1. Loginicon

1 5 < Quick Print Release an'Scan (Memory >

& Information

There s no new
information about

the software. ‘—

This icon is displayed when users are logged in. When you press the icon, the names
of the users who are currently logged in are displayed.

2. System Message

Displays system and application messages. If there are two or more messages, they
will be displayed alternately.

If a message indicating that the toner has run out or an error has occurred is
displayed, press the message to display the system message list to check the
contents.

( & |Machine Administrator (osgedin: Mactine Adminisrator IS K

i System Message

Logged in: Machine Administrator

Check Status ~ F3™ <O
3. Help
When the machine is connected to the Internet and Help is available for the screen

that is displayed or the error that has occurred, press this icon to display a Help
screen.

Select the [Accept cookies] check box in the control panel browser to display Help
properly.
See "Browser Settings", User Guide in English.
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4. [Login]/[Logout]

10.

11.

These keys are displayed when user authentication or administrator authentication
is enabled. Press the keys to log in to or log out from the machine.

page 54 "Logging In from the Control Panel"

[Energy Save]

Press to enter or exit Sleep mode.

page 19 "Energy Saving Mode"

Switch Screens < »

Press to scroll the screens right and left. The Home screen has 5 screens.

& LONDON OFFICE [

C

CheckStatus _i#5™  ©

Check Status %™
- & @ St

I N ——
You can switch between the screens by flicking.
page 31 "Intuitive Screen Operation Using Fingertips"

You can hide the screen with no icons by setting [Home Screen Blank Pages] to [Do
not Display Blank Pages].

See "Display/Input", User Guide in English.

. Application list E

Press to display applications that are not displayed on the Home screen.

page 61 "Adding a Frequently Used Application or Widget to the Home Screen"
Current display position

Shows which of the five screens is currently displayed.

[Stop]

Press to stop scanning or printing.

You can change the setting to stop only a job in progress with [Stop Key to Suspend
Print Job].

See "Others (System Settings)", User Guide in English.
[Menu] E3
Displayed if a menu is available in the currently selected application.
On the Home screen, press to restore the icons to their factory default positions.
[Home]

Press to display the Home screen.
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12. [Back]
Press to return to the previous screen.
13. Date/Time and Toner remaining

The current date and time is displayed.

To display the information about Toner remaining, specify [Display Time/Remaining
Toner] of [System Bar Settings] to [Remaining Toner].

See "Display/Input", User Guide in English.
14. [Check Status]

Press to check the following system statuses of the machine. This lights up in red
when an error occurs.

e Machine's status
Indicates the error status and network status.
« Operational status of each function
Status of functions such as Copy or Scanner
« Current jobs
« Job history
« Machine's maintenance information
See "Checking the Machine Status from the Control Panel", User Guide in English.
15. Icon display area
Displays the icons and widgets.

» You can change the screen displayed when the power is turned on under [Function
Priority (Default Displayed Application)].

See "Displaying Frequently Used Functions on the First Screen", User Guide in
English.

« When you press [Menu] (E23) » [Reset Home Screen] with the Embedded Software
Architecture application being installed in the machine, the application icons are not
deleted.

Intuitive Screen Operation Using Fingertips

On the Home screen or application screen, you can perform the following operations by
touching the screen with your fingertips.
Flick (for switching between screens)

Touch and slide your finger on the screen quickly left or right to switch between the
screens.
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DzZB181

Drag (for moving an icon)

Press and hold an icon, and then slide your finger while pressing on the screen to
move the icon.

Dza182

Long tap (for displaying the available menu screen)
Press and hold on a blank area on the screen to display the menu screen.

On the Home screen you can add a folder or change the wallpaper from the menu.

DZB183

In some applications, you can also use the following actions to operate the screen:

Pinch-in (for zooming out the screen)

Touch the screen with your thumb and forefinger, and pinch them together. This
feature is useful when previewing files and images.
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Dze185

Pinch-out (for zooming in the screen)

Touch the screen with your thumb and forefinger, and spread them apart. You can
also zoom in the screen by tapping the screen twice quickly. When you quickly tap
the screen twice again, the screen returns to full display. This feature is useful when
previewing files and images.

7
o

DZB184

How to Use the "Settings"

Press [Settings] on the Home screen to change the settings of the machine, edit the
address book, or confirm various information.

The "Settings" screen consists of the menus shown below.

)
6
-

Machine Administrator y
{Q Search All —

& |Machine Administrator

I Copier / Document I - Change Language
%’ Server Settings o Language

1 — @ System Settings

Fax Settings i Inquiry T 8
2 — 2] eressoonk g inersetinas Y Martenance T 9
3 _DTray!Paner Settings f@ Scanner Settings Counter —1 0

‘ Basic Settinas
4 —— When Installing
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1. System Settings

Specify the operation panel display, machine operation settings, operation sounds,
timer, network settings and other settings.

For the list of setting items, see "System Settings Items", User Guide in English.
2. Address Book

[ & JMachine Administrator

Address Book

[ Logged in: Machine Administrator DI losout

3 15/2000

| View Al v I 2100

2. Register ‘

frea AB (D EF GH IK

LMN OPQ RST UVW XYZ

g

ABCD COMPANY
00001 i il o’

BEIJING OFFICE
00008 isi i i’

BERLIN OFFICE
00003 i il o'

Branch_01
00012

+4

Branch_02
00013

Folder01
00009 im s s

HONG KONG OFFICE
00011 sk X i

KYOTO OFFICE
00007 s = mi

LONDON OFFICE

LOS ANGELES

‘ﬂ&_ Create Group ‘

‘ Management ‘

00004 i i i 00006 i i mi’

27 Jun. 2022
09:11

Manage the destination for sending data from the fax or scanner or the
authentication information for logging in to the machine.

See "How to Use the Address Book", User Guide in English.

You can start operation by pressing [Address Book] on the Home screen.

Address Book

3. Tray/Paper Settings

d e Ad ato 0gged achine Ad ato Logout C
uTray/Paper Settings (Q Search All ) BacktoSettings Menu
Paper Size/Paper Type ‘ & ‘ Paper Size/Paper Type
Paver Tray Priority The paper size and type and whether to apply Duplex and Auto Paper Select or

Auto Tray Select can be set for each tray.
Common Settings/Others Paper Size/Paper Type
Copy
Printer
Fax
2 202
ok ) fa

Specify the size and type of paper set in the paper tray.
See "Tray/Paper Settings", User Guide in English.
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4. Basic Settings When Installing
(& JMachine Administrator (Losgedin: Mactine Administator )| 2 |G K

Basic Settings When Installing

Settings required when installing can be made easily.

‘ Installation Settings

‘ Firmware Update

:;82,2020 (3 /m\
You can configure the settings easily when installing the machine.

« On the "Installation Settings" screen, you can specify the settings for the items
shown below in Wizard format when the machine is moved to a different
location or the environment in which the machine is used changes. In [Cloud
Settings], you can register or unregister the machine with RICOH Smart
Integration. Also, you can change settings related to Cloud Services by using the
Cloud Settings.

 Basic Settings
e Network Settings
 Cloud Settings
- Fax Settings
« On the [Firmware Update] screen, you can update the firmware of the machine.

« On the "Scan to Folder Helper", you can easily specify the destination to send
the scanned data to a computer.

5. Application Settings

Change the settings for the Copier, Document Server, Fax, Printer, and Scanner
functions.

For the list of setting items, see Copier/Document Server Settings Items", "Fax
Settings Items", "Printer Settings Items", and "Scanner Settings Items", User Guide
in English.

6. Search All

You can search for a setting item by entering a keyword. Enter more than one
keyword to narrow down the search results.

7. Change Language

You can change the language displayed on the control panel.
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8. Inquiry
[ & ]Machine Administrator (Logsed in: Machine Admiisttr [ 2 |

Inquiry Close

Machine Maintenance/Repair

‘ Serial Number of Machine

‘ Contact

Sales Representative

‘ Contact

Aug. 01 2022
04:06AM

9. Maintenance

You can adjust the balance of each toner and the color registration.

10. Counter
( & |Machine Administrator ( Logged in: Machine Administrator R Looout |

Counter Close

Print Counter List
Print Counter

Color Copies | Black & White Copies | Color Prints | Black & White Prints |
3 60 4 116 ‘l

Color Total | Black & White Total |
199 ‘

26 May 2021
0.4 e A

Display and print the total number of sheets printed for each function.

See "Checking the Counter of the Machine for Each Color Category", User Guide in
English.

 If administrator authentication has been set, contact the administrator to change
the settings.

« When you are finished performing an operation, press [Home] ) to return to the
normal screen.

Changing the Display Language

You can change the language used on the display. Default language is set as follows.
@@ Rregion A (mainly Europe and Asia): English

@region A (China): Simplified Chinese

@Rresion B(mainly North America): English
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@resion B(Taiwan): Traditional Chinese

1. On the Home screen, press the change language widget.

Change Language

&}
Language

2. Select the language you want to display.
( & JLONDON OFFICE [ Loggedin: [LONDON OFFICE] J

Change Language (114
O Bx:sE @ English
O Francais O Deutsch
O Haliano O Espafiol

(O Nederlands O Norsk

Check Status P22

3. Press [OK].

Basic Operation of the Machine
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Basic Operation of Applications

Confirming the Functions that Are Added in RICOH Always Current
Technology

You can install the upgrade package for the machine's functions by RICOH Always
Current Technology. You can apply the latest functions developed after purchase and
security updates.

To install the latest version of RICOH Always Current Technology, access the Application
Site from the control panel of the machine.

& &
~Bun
.

 For details about installing RICOH Always Current Technology, see the Operating
Instructions for Application Site.

EDS004

Confirming the Version of RICOH Always Current Technology Implemented on
the Machine

1. Press [Machine Information] on the [Check Status] screen.
2. Press [Inquiry].

3. Check the version of the machine under the machine information.

How to Use the Copy Screen

You can select from one of two types for the Copy screen:

See page 39 "How to Use the Copy Screen (Standard)" or page 41 "How to Use the Copy
Screen (No Scrolling Screen)" for how to use functions, such as Job
History/Recommended Settings.



Basic Operation of Applications

Standard View

The basic functions that are used frequently are displayed with big keys. Scroll down
the screen to see the keys used to configure the functions for finishing or editing.

2 |LONDON OFFICE [ Logged in:[LONDON OFFICE] p] © C
& Cony L~ Reet |
L i .
% Auto Color Copy Ratio Quantity &8
@] = Select 100(% ‘I —
5
=
é’ ee Full Color
z 1
g 20
5| s Black & White 1L
z
g
gl Or, O O
-0 ("7 U
Z 1 sided->2 sided 2 sided-»2 sio. 15sided->Comb 2 orig
............... |

Check Status 2™ %

Full View

() Eod

You can see all the function keys on a single screen. You do not need to scroll
through the screens to select a function.

(& JLONDON OFFICE

< Copy L - Reet |
L | 2 ] =
Al r Auto Paper o
Q Sglté)ctC oo Selectpb A4D A3 Ao ay:1

] & a u .
S| ee Full Color Bypass Tray A4D O | m—
<
g Black & FlSize|  Fitto | Mk | AGsS
S| white 100% | Poersie | Beons | sops | 50 | 100%
3
S| [k (] (] [m]
B an A
,?-D- 1sided->2 sided 2 sided->2 sided | 1 sided->Comb 2 orig >
& | [TextPhoto = 5%
= | | Printed Photo S n’
3 | | AutoSize Detect 0
~ | Original Setting/ i

e Fristing | Edit/Color | 2390 copyato

Check Status &2 <

To switch the screen type, press [Menu] (EEX) » [Screen Settings] » [Switch
Screen Type] on the Copy screen.

You can use the same functions on either screen.

« When the administrator has configured user authentication and User's Own
Customization is enabled, each login user can change the screen type.

How to Use the Copy Screen (Standard)

You can customize the layout and how the keys are displayed on the Copy screen in
Standard. For details, see page 43 "Changing the Layout or Display of the Keys of the

Copy Function".
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\sau!ues PIPUBLIWOIY/AIOSIH 90f D /

1 2

& |LONDON OFFICE | i
& Copy = et |2 3
I 3 Auto Color Copy Ratio Quantity I'..:..
O sec 100% 1 — L4
= +
Z| | g9 Full Color
3 = Paper Select
21 7 WY
S| A Black& White | = Auto
2 [
2 OCh-2 "2 -2 [ - 3
L=/ 15ided=>2 sided 25ided->2 sided 1 sded->Camb 2 orig
| IO T
Check Status |

& |LONDON OFFICE

G et | 22
1UU /0 Y
oo Full Color -
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 1 Paper Select
| 2 o
& Bakavhte | 3 G Auto

-2 |"Z-0 |"He o

1sided>2 sided 2sided>25ded 15ided->Comb 20io
II OrgraSeis! | fingring | GdvCaor | 2Sded/Combine ]I

Check Status ~ Zn2=2 7

. Copy function keys

Press a key to select the function to assign to the key. Flick up and down on the
screen to display the keys out of the visible area. The keys with assigned functions
are displayed in yellow or with in the upper left corner. Depending on the
assigned function, the display of the key changes according to the specified setting.

. [Interrupt]

Interrupt a copy job in progress to copy a different original.

. [Reset]

Reset the settings configured on the Copy screen.

. Preview of the current setting status

Displays an image representing the settings configured on the Copy screen. Press
the image to display the list of the settings.
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( & ]LONDON OFFICE [Logged in: [LONDON OFFICE]

Settings List

General Settings

o Color ©(opy Ratio
Black & White 100%

Il ocout | C

®Quantity o Paper Tray
1 Auto

Original Setting/Store File

e Density o 0riginal Size
Auto InNEmEn Auto

o(riginal Type % eBatch

Text/Photo off

Check Status %W <

5. [Sample Copy]

Press to make a partial copy as a test before proceeding to copy the rest of the

original.

See "Making a Partial Copy as a Test and Copying the Rest of the Original", User

Guide in English.
6. [Start]
Press to perform copying.
7. Other keys for Copy function

Press to select the functions whose keys are out of the visible area of the screen.

The key of the function that is currently configured is displayed with

in the upper

left corner. By pressing [Original Setting/Store File] ® [Store File], you can store the

data scanned using the copy function.
8. [Job History/Recommended Settings]

You can see the preset settings in the machine or the job history. When user
authentication is configured, display the history of the executed jobs for each login
user. When selecting a job history, its settings are displayed on the current Copy
screen. You can use the same settings as a previous job by selecting the job history.

How to Use the Copy Screen (No Scrolling Screen)

2 |LONDON OFFICE Logged In: [LONDON OFFICE] | 7 |-
@ Copy = Interrupt ‘ % Resst G — 3
I/ .. Auto Color e, = |
le ) Mz tr]
< Select e e (o
) = & o - 2
S | |@w Full Color Bypass Tray ALD S — 4
_%—‘ Black & RulSize| Fitto | A3DA4 | A4A3 1
9 = e yhite 100% | pwersie | Bops | ssom 950 | 100%
g <A . = _'2 + A’I‘ a ‘z + z |_J [
2 |sided>2sided 2 sided->2 sided |1 sided->Comb 2 orig )
% Text/Photo a g\«h
= | | Printed Photo St
@ | | Auto Size Detect — 6
—_|_ Criginal Setting/ ) i
Store File | I Finishing |~ Edit/ Color !Eosr:fb&\\:e Capy Ratio ] |
T

Check Status
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. [Interrupt]

1. Introduction and Basic Operations

. Copy function keys

Press a key to select the function to assign to the key. The keys with assigned
functions are displayed in yellow.

To see the display area in the illustration below, press > or flick to the left or right.

DEJAE = A s [A DEj+|L|3|
1 sided—>2 sided 2 sided-»2 sided | 1 sided->Comb 2 orig >
oS
N3
Sort

Interrupt a copy job in progress to copy a different original.

. [Reset]

Reset the settings configured on the Copy screen.

. Preview of the current setting status

Displays an image representing the quantity and the settings configured on the Copy
screen. Press [Qty] to display the number keys. Press the image to display the list of
the settings.

. [Sample Copy]

Press to make a partial copy as a test before proceeding to copy the rest of the
original.

See "Making a Partial Copy as a Test and Copying the Rest of the Original", User
Guide in English.

. [Start]

Press to perform copying.

. Other keys for Copy function

Press to select the functions whose keys are out of the visible area of the screen.
The key of the function that is currently configured is displayed with in the upper
left corner.

. [Original Setting/Store File]

Press to configure the settings, such as the original type and original orientation.
Also, from [Store File], you can store the data scanned using the copy function.

. [Job History/Recommended Settings]

You can see the preset settings in the machine or the job history. When user
authentication is configured, display the history of the executed jobs for each
authenticated user. When selecting a job history, its settings are displayed on the
current Copy screen. You can use the same settings as a previous job by selecting
the job history.
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Changing the Layout or Display of the Keys of the Copy Function

You can customize the layout and how the Copy function keys are displayed on the Copy
screen in Standard mode (Arranging keys mode).

When the administrator has configured user authentication and User's Own
Customization is enabled, each login user can customize the layout.
Switching to change the key layout mode

On the Copy screen, press and hold one of the keys until the screen changes, and
then press [OK] to display the screen of the arranging keys mode.
(& JLONDON OFFICE ( Loggedin: [LONDON OFFICE] IR oot | (]

Starting the mode to change the key layout.

R

(an change the key layout. (Can switch the display

or non-display of keys.
Cancel

Check Status 242 <

Changing the key layout

Press and hold the key to move, drag it to the location to display, and then press
[OK].

DOCMIC1355

Hiding a key
Press and hold the key to hide, drag it to "Hide the Keys", and then press [OK].

DZX027
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Displaying a hidden key

Press "Hidden Key List" to display the hidden keys. Press and hold the key to
display, drag it to the location to display, and then press [OK].

DZX028

Confirming the initial placement of the keys

Press [Menu] 3) »™ [Screen Settings] ® [Temporarily Restore Initial Key Layout]
on the Copy screen. After confirming, press [Back].

Resetting the key layout to the default

Press [Menu] () » [Screen Settings] ® [Restore Initial Key Layout] ™ [Yes]on
the Copy screen.

How to Use the Fax Screen

There are five kinds of functions and settings on the Fax screen.

2 |LONDON OFFICE ||ﬁw

I;E Fax A1 ceccrere | o stausisop |

i+ i inati LN Preview
WCW LR Specify destination(s) (I TTEVEN
L Lot Memory Transmission

Standard [
Fr_eq AB | (D | EF | GH | 1K /LMN OPQ RST UVW' XYZ Auto: Same Size —3

153 ABCD COMPANY 15 BELJING OFFICE 1 Siced Orig
00001 03 Auto 00008 63 Auto

I BERLIN OFFICE iz Branch_01 Settings
00003 3 Auto 00012

AN0ISH BUMas Ty @

182 Branch_02 16 HONG KONG OFFICE Hemory. 3% |
00013 ooon (63 Auto

I KYOTO OFFICE I3 LONDON OFFICE 4
00007 3 Auto 00004 (3 Auto

fea LOSANGELES  ti NEW YORK OFFICE

Check Status 4% < A )

1. Destination type selection

Switch the destination type between [Fax] (including IP-Fax) and [Internet Fax]. The
items displayed in the address book and destination entry screen for manual entry
change also when you switch the destination type.
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2. Transmission/reception information confirmation

Browse and print the received documents that are stored in the memory or on the
internal storage of the machine. You can also browse and print the transmission and

reception history.
3. Transmission settings

You can specify the additional features to use when sending a fax, configure the

scan settings appropriately for the original to scan, and display a preview before

sending the fax. You can specify four commonly used settings, such as switching

transmission modes, that you can set from the shortcut keys without opening the

[Send Settings] screen. You can also check the settings that are currently specified

and the remaining amount of memory. You can send a document stored on the
machine as a fax by [Select Stored File].

4. Destination specification

You can select an address registered in the address book through one-touch
operation.

Press to perform the following operations:

« Specifying a destination by using various other methods such as by entering
manually or selecting from the history.

» Registering a destination in the address book.
 Editing the registered destination in the address book.
 Storing the fax transmission file on the machine.

5. Job history

Job history of the executed jobs is displayed. When user authentication is set, the
job history of each authenticated user is displayed. When you select a job history,
the setting will be applied on the current Fax screen. This feature is convenient when
you are using the same setting repeatedly.

Customizing the Send Settings Screen for Fax

Press and hold a key on the [Send Settings] screen to customize the layout of the keys.

When the administrator has enabled user authentication and User's Own Customization,
the screen can be customized for each user.

Switching to change the key layout mode

Long-press any key and press [OK] on the screen below to switch to the key sorting
mode and enable changing of the key layout.
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(& ]LONDON OFFICE ( Loggedin: [LONDON OFFICE] ER oot |

Starting the mode to change the key layout.

S
w

(an change the key layout. Can switch the display

or non—display of keys.
Cancel

Check Status ~ Z42® <

Changing the key layout

Long-press a key to change the layout, drag it to a new location, and then press [OK].

DOCMIC 1355

Hiding a key
Long-press a key to hide, drag it to [Hide the Keys] (Trash icon), and then press [OK].

DzXx027

Displaying a hidden key

Press "Hidden Key List" to display the hidden keys. Press and hold the key to
display, drag it to the location to display, and then press [OK].
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DZX028

Confirming the initial placement of the keys
Press [Menu] () ™ [Change Key Layout] ® [Check the key layout of the factory
defaults] on the Fax screen. After confirming, press [Back].

Resetting the key layout to the default

Press [Menu] (X)) ™ [Change Key Layout] » [Reset Layout] ® [Restore] on the
Fax screen.

How to Use the Scanner Screen

There are five kinds of functions and settings on the Scanner screen.

[ 2 |LONDON OFFICE | [
B

I Scan to Email

I Scan Files Status ‘
Preview
E.;) :t Specify destination(s)
4 Auto Color /0
£ [ —
5_.55 Freq AB (D EF  GH | LK LMN OPQ RST UVW XVZ zg; " | 3
£ | - ABCD COMPANY BELJING OFFICE :
% 00001 00008 | 1SidedOrio. 3
2 BERLIN OFFICE 4 Branch_01 Send Settings
a 00003 00012 —
2| - Branch 02 HONG KONG OFFIC... ‘
2 00013 00011
- KYOTO OFFICE LONDON OFFICE 4
00007 00004

LOC ANGELEC AP YORK NEEICE —

Check Status &% ©
1. Destination type selection

You can switch between [Scan to Email] and [Scan to Folder]. The items displayed in
the address book and destination entry screen for manual entry also change when
you switch the destination type.

2. Scan Files Status

You can browse the transmission history of the sent documents and cancel sending
of a document waiting in the queue. The transmission file status may not be
displayed depending on the security settings.
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3. Transmission settings

You can specify the scan settings according to the type of document to scan and the
purpose of the scanned data, and display a preview before sending the data. You can

specify four commonly used settings, such as selecting the type of the original, that
you can set from the shortcut keys without opening the [Send Settings] screen. You

can send a document stored on the machine by using the scanner function by
[Select Stored File].

4. Destination specification

You can select a destination registered in the address book through one-touch
operation.

Press to perform the following operations:

« Specifying a destination by using various other methods such as by entering
manually or selecting from the history.

» Registering a destination in the address book.

- Editing the registered destination in the address book.

« Using the scanner function to store scanned documents on the machine.
5. Job History/Recommended Settings

You can see the preset settings in the machine or the job history. When user
authentication is set, the job history of each authenticated user is displayed. When
you select a job history, the setting will be applied on the current Scanner screen.
This feature is convenient when you are using the same setting repeatedly.

Customizing the Send Settings Screen for Scanner

Press and hold a key on the [Send Settings] screen to customize the layout of the keys.

When the administrator has enabled user authentication and User's Own Customization,
the screen can be customized for each user.

Switching to change the key layout mode

Long-press any key and press [OK] on the screen below to switch to the key sorting
mode and enable changing of the key layout.
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(& ]LONDON OFFICE ( Loggedin: [LONDON OFFICE] ER oot |

Starting the mode to change the key layout.

S
w

(an change the key layout. Can switch the display

or non—display of keys.
Cancel

Check Status ~ Z42® <

Changing the key layout

Long-press a key to change the layout, drag it to a new location, and then press [OK].

DOCMIC1355

Hiding a key

Long-press a key to hide, drag it to [Hide the Keys] (Trash icon), and then press [OK].

DzZX027

Displaying a hidden key

Press "Hidden Key List" to display the hidden keys. Press and hold the key to
display, drag it to the location to display, and then press [OK].
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DZX028

Confirming the initial placement of the keys
Press [Menu] () ™ [Change Key Layout] ® [Check the key layout of the factory
defaults] on the Scanner screen. After confirming, press [Back].

Resetting the key layout to the default

Press [Menu] (X)) ™ [Change Key Layout] » [Reset Layout] ® [Restore] on the
Scanner screen.

How to Use the Document Server Screen

In the [Document Server] screen, you can store the documents in the machine by
scanning them.

Scanned documents are stored in a folder on the document server. You can print and
confirm the details of stored documents.

See "How to Use Document Server", User Guide in English.

« Documents stored in the document server are deleted after three days (72
hours) in the factory-default configuration. Change the settings in [Auto Delete
File in Document Server] to change the period until documents are deleted or to
specify not to delete documents automatically.

See "Changing the Storage Period of Document Server or Specifying an
Indefinite Period", User Guide in English.

Folder List Screen of Document Server

The scanned documents are stored in the document server, and they are organized in
folders.

To display a list of folders on screen, press [Edit Folder/File] on the [Document Server]
screen.
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12 3

' |LONDON OFFICE o ﬁ R o |
Edit Folder/File
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Memory: 99% Close

Q Search Folder > Create

* New Folder
IFolderNu, v 1 |

Shared Folder QOpen Change Fldr Namy
Folder1 Created Date/Time Change Passwor.”
® 24 ey, 1655 Open

'e) Folder2 Created Date/Time
I & 002 2% May. 16:56

I Open

Delete

L
—
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=
. |

Check Status %™

1. Sort keys
Press to sort the folders by [Folder No.], [Folder Name], or [Date/Time].
Press the same sort key again to switch between ascending and descending order.
2. Search key
Press to search for the folder.
3. Status of the document server
Shows the amount of memory available on the document server.
4. [Close]
Press to close the [Edit Folder/File] screen.
5. [Create New Folder]
Press to create a new folder.
6. [Change Fldr Name]
Press to rename a folder.
7. [Change Password]
Press to set or change the password for the folder.
8. [Open]
Press to display the documents stored in the folder.
9. [Delete]
Press to delete a folder. The documents stored in the folder are deleted.
10. Folders in the document server
Shows a list of folders registered in the document server.

@ indicates folders that are protected by a password.
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File List Screen of Document Server

o o
Edit F | der/File Men | ry: 99%
Selected: 01 Q Search File
. | 1] H
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9%0- R_COPY0003 Date/Time Delete Date Page h Fle Namy =
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<« 2, R_FAX0002 Date/Time Delele Date page | _Access Privieses =2
3
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Delete

I
©

Check Status  Z'o@ <

10

1. [Selected:]
Shows the number of selected documents.
2. Sort keys
Press to sort the documents by [Date/Time], [User Name], or [File Name].
Press the same sort key again to switch between ascending and descending order.
3. Search key
Press to search for the document.
4. Display selector
Press to switch between the list and thumbnail displays.
5. [Preview/Details]
Press to preview the document or confirm details, such as file size.
6. [Change File Name]
Press to rename the document.
7. [Change Password]
Press to set or change the password for the document.
8. [Access Privileges]

Press to set or change the access privilege for the document. Depending on the user
authentication settings, [Change User Name] is displayed here. In this case, you can
set or change the user name for the document by pressing [Change User Name].

9. [Delete]
Press to delete the document.
10. Documents in the folder
Shows a list of files that are stored in the folder.

@ indicates folders that are protected by a password.
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The icons have the meanings below.

Icon Meaning

% Document scanned on the copier screen or document server screen

. | Document sent by the printer

& | Document sent by the fax

Document scanned by specifying the color mode to [Full Color]

Document scanned by specifying the color mode to [Black & White]

ﬂ Document protected by a password

11. [Back] key
Press to go back to the folder list screen.
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User Authentication

Logging In from the Control Panel

When the machine is configured by the administrator to restrict use by unauthorized
users, you must authenticate your login information before starting the operation.

The authentication methods are described below.

« When Basic Authentication, Windows Authentication, or LDAP Authentication is
configured on the machine, enter the user name and password for authentication to
log in to the machine before starting operation.

Enter user name and password to log in.

User Name | Login
Password |

| BBpioraieee Change Language

Check Status X577 < S

e Depending on the machine settings, you can use an IC card or mobile device for

authentication.

To log in hold smart device over control panel or IC card over reader.

%

Login Using Keyboard

&8 eneeage Change Language

Check Status %22 < 2 Eo

- If user code authentication is specified, you may need to enter the user code to
operate the restricted application.




User Authentication

To use the following function(s), enter user code, then press
[OKI.

User Code

Color Black & White

Check Status 218,07/

To prevent use of the machine by an unauthorized person, always log out when you have
finished using the machine. While a user is logged in, the name of the user is displayed in
the system message.

 If the machine is not used for a specified period, the user is automatically logged out
(Auto Logout). The default setting for Auto Logout is 3 minutes. The period of Auto
Logout can be changed by [Auto Logout Timer] of [System Settings] or the Auto
Logout setting can be disabled.

See "Date/Time/Timer", User Guide in English.

« When the machine availability time specified in [Time Settings Allowing Operating
Machine by Logging in] has passed, the user is automatically logged out even if the
period of Auto Logout specified in [Auto Logout Timer] has not passed yet.

« Ask the administrator, or the custom-privileges administrator that has equal
privileges, for a login user name, login password, and user code.

page 311 "Verifying Users to Operate the Machine (User Authentication)"

Logging In by Entering the User Name and Password

Enter the authentication information using the keyboard displayed on the control panel.

1. Press [Login] at the top right on the screen.

S | |
“ P4

4

Copy Scanner

< Quick Print Release )

PrinttéScan (Memory

Storage Device)
= & Information
Substitute RX File g;; El I
There is o new
(15| Document Server Aeplication Site . E

Check Status 55"
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2. Press [User Name].

Fntar ncar nama gnd password to log in.
-— T

,User Name )
\ - o ) Login
Password

B2 aresse Change Language

Check Status 25,7
DZC191

. Enter the login user name, and then press [Done].

3
4. Press [Password].
5. Enter the login password, and then press [Done].
6. Press [Login].

 Ifanincorrect password is entered a specified number of times, login with the same
name is disabled (Lockout Function). The default setting for unsuccessful attempts
before a user is locked out is five. If the user is locked out, the administrator must
release the lockout.

page 333 "Specifying the Policy on Login/Logout"

« To log out from the machine, press [Logout] at the top right on the screen, and then
press [OK].

Logging In Using an IC Card

Hold an IC card over the IC card reader to the right of the control panel. If the card is not
registered on the machine, enter the authentication information and register the card.

1. Hold an IC card over the IC card reader.

A S

« When the card is registered on the machine, login operation finishes.

« When the card is not registered, the registration screen is displayed. Proceed to
the next step to register the card.



User Authentication

2. Enter the Login User Name and Login Password, and then press [Register].
3. Hold the IC card over the IC card reader again.

» To log out, hold the IC card over the IC card reader or press [Logout] at the top right
on the screen.

 If another user holds the IC card over the IC card reader while you are still logged in,
you are automatically logged out and the new user logs in.

Logging In Using a Mobile Device

Log in to the machine using the RICOH Smart Device Connector app on your mobile
device. You need a mobile device that supports Bluetooth Low Energy (BLE).

1. Enable the Bluetooth function on your mobile device.

2. Start the RICOH Smart Device Connector application on the mobile device, and then flick left
or right to display the login screen.

)

Login to MFP

¥

By holding the smart device near the operation panel
you can login to and logout from the MFP.

T

If the login screen is not displayed, press [Settings] ® [Navigation Display Item],
and then enable the display of [Login to MFP] on RICOH Smart Device Connector.
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3. Press [NEXT].

4. Display the login screen on the control panel of the machine, and hold the mobile device
over the touch mark.

To log in hold your smart device over the operation panel.

e

" Login Using Keyboard

| B usnausee Change Language \

Check Status | %.%'® <

« To log out from the machine, hold the mobile device over the touch mark on the
control panel or press [Logout] at the top right on the screen.

 If another user holds a mobile device over the touch mark while you are still logged
in, you are automatically logged out and the new user logs in.

Authenticating Using the User Code

When User Code Authentication is specified as the authentication method on the
machine, enter the user code before operating an application.

1. Enter the user code, and then press [OK].

o To use the following function(s), enter user code, then press
[0K].

T TmEmETEETEEEA

User Code

—----——————I

Color Black & White >

Conmn
\N o = /

Check Status %™

« When you finish the operation of the application, press [Energy Save] (L)) or press
and hold [Reset] to release the authentication status.

DzZC183
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Changing the Login Password by Using the Control Panel

When Basic Authentication, Windows Authentication, or LDAP Authentication is
configured on the machine, change the password periodically to prevent use of the
machine by an unauthorized person.

Passwords can contain the following characters. Make the password difficult to guess.
« Uppercase letters: Ato Z (26 characters)
« Lowercase letters: a to z (26 characters)
« Numbers: 0 to 9 (10 characters)
« Symbols: (space) ! “#$% & ()*+,—-./:;<=>2@[\]1~_ " {|}~ (33 characters)
1. Log in to the machine.

2. Press [Address Book] on the Home screen.

Address Book

3. Select the login user from the address book, and then press [Edit].
| & 'Machine Administrator Logged in: Machine Administrator J? \

s ok

View Al v x 30 i
i 3100 | 2 Register

| ABCO CoMPANY BELING OFFICE I, cetecow
00001 v i e 00008 el i el
I eerum oFFicE Branch_01
00003  oimif i=d o 00012
I Branch_02 Folder01
I 00013 00009 sl i o
HONG KONG OFFICE KYOTO OFFICE
0001 vl i e 00007 v il il
LONDON OFFICE L0S ANGELES
I 00004 v =i e 00006 vl i e

AR ARFSE Fa ARFIeE

L"'"'--------------

4. Press the [User Management / Other] tab ® [User Management].

5. Enter the new password in [Login Password], and then re-enter the password in [Confirm
Login Password] for confirmation.

& |Machine Administrator

User Management : LONDON OFFiCE

Login User Name
,-—-------—-

Login Password Touch to Enter <0/128>

Confirm Login Password Touch to re-enter <0/128>

- CGED TED TED T TGS GBS G G T T
LUAF AulErIULa U N SllTIE dS AUITITISU ALUE S SELUNYS

Restrict Use

DOCMPC8371

You can enter up to 128 characters.
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6. Press [OK] twice.
7. After completing the procedure, press [Home] (f2Y).

- If a message prompting you to contact the administrator to back up the address
book appears on the screen, ask the administrator to back up the address book.

« If you select [Close], you can close the address book without backing up and go
back to the Home screen.When a message prompting you to back up the
address book appears on the screen, press [Go to Backup] to back up the
address book.

See "Making a Backup or Restoring the Address Book", User Guide in English.
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Customization of the Machine Settings

Adding a Frequently Used Application or Widget to the Home Screen

You can use a frequently used icon or widget easily by adding it to the Home screen. You
can organize the icons on the Home screen as you like by changing their order or using
folders.

« Add anicon or widget from the application list screen.

« Each page of the Home screen can display up to 12 icons, widgets or folders, for a
total of 60 items. A folder can hold up to 80 icons.

« You can add the following items to the Home screen: shortcuts of bookmarks in the
browser on the screen and programs registered in the Copy, Fax or Scanner.

& |Machine Administrator Logoed i: Machine Administrator [

& |Machine Administrator

Logged in: Machine Administrator J 7 Logout

Copy Scanner Fan m
PR ) Address Book Adminsstrator Mode
< E. - | = &
Quick Print Release Print/Scan (Memory Sl

=
Substitute RX File e"} & | —— —
Thete & i nevi (Gal) a
1B Document Server | | Aselication Site fo s @ =7
# Y ¢ Galery Print/Scan (Memary

Storage Device)
Check Status ~ 5'5™

Check Status &

e You cannot add a shortcut of a program registered by the document server function
to the Home screen.

- When you have set user authentication, log in and customize it. Each user can
register their own Home screen.

A shortcut, folder, or widget cannot be created or moved if there is no space on the
Home screen. In this case, delete one of the registered items, and then perform the
same operation.

- The names of icons and widgets are displayed up to 20 double-byte or 30 single-
byte characters. Names composed of 21 or more double-byte characters are
displayed with "...", indicating the 20th and later characters.
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Adding an Icon/Widget to the Home Screen

1. Press the application list icon on the Home screen.

=\
_____ &,

DZC187

2. Press and hold the icon or widget to be added to the application list screen.

[ & JMachine Administrator [ Logged in: Machine Administrator DI Losout

APPS APPS (LARGD) WIDGET PROGRAM

al &
Address Book Administrator Mode Application Site Cloud Settings

/”\
Gallery Pnnt/Scan (Memory Pnnter
Storage Device) Authent|cat|0n Conﬂg

Check Status (&) © Stop

« Select the [WIDGET] tab to add a widget, or select the [PROGRAM] tab to add a

program.

3. After the screen changes to the Home screen, move the icon or widget to the desired

position and release it.

To add a classic application or program, select the type of application or program

from the displayed menu.
[ & JMachine Administrator [ Logged in: Machine Administrator ]

Select Classic Application
§ Copier (Classic)

@ Document Server (Classic)

Printer (Classic)
Fax (Classic)
@ Scanner (Classic)
=

Check Status %M <



Customization of the Machine Settings

Moving or Deleting Icons and Widgets
« To move an icon or widget, press and hold the icon and move it to the desired
position, and then release it.

« To delete an icon or widget, press and hold the icon and move it to the trash icon,
and then release it.

« When you delete a shortcut icon of a function or program from the Home screen, the
function or program is not deleted.

e To reset the Home screen, perform the following procedure.
1. Press [Menu] (E=3) on the bottom center of the Home screen.

2. Press [Reset Home Screen], and then press [OK].

Creating a Folder to Organize Icons

1. Press and hold a spot on the Home screen where you want to create a folder.
2. When the "Add to Home Screen" screen is displayed, press [Folder].

(2 ]LONDON OFFICE (Logged n: [LONDON OFFICE A oot ]

Add to Home Screen
r -_— ‘

I L

Wallpaper

Check Status %™

DZC188

3. Open the created folder, press and hold its title, and then change the folder name.
You can enter up to 30 characters for a folder name.

4. Drag the icon and release it over the folder.

Registering/Changing/Deleting a Program that is Component of
Frequently Used Settings

You can register a "program" made of a combination of the functions used in the Copy,
Fax, Scanner, or Document Server, such as the scan setting, output setting, and address.

» You can load the registered program easily from the application screen.
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« When you press the icon of a program on the Home screen, the machine applies the
settings and performs the function registered in the program automatically.

« You can register the following number of items as programs.
« Copy: 25 items
- Fax:100 items
e Scanner: 100 items
« Document Server: 25 items

You can prohibit users other than the machine administrator, or a custom-privileges
administrator that has equal privileges, from registering a program.

See "Specifying Menu Protect", User Guide in English.
« You cannot register the following settings as a program:
« Copy
Orientation of [2 Sided/Combine]
« Fax
[Subject], [Sender]
e Scanner
[Sender], [PDF Security Settings], Start Number
e Document Server
[Print Specified Page] settings
« When you register a program that includes a destination, set [Program Setting for
Destinations] of [Scanner Settings] to [Include Destinations].
See "Address Book Settings", User Guide in English.

« When [Program Setting for Destinations] of [Scanner Settings] is set to [Exclude
Destinations], the destination registered on the recalled program in the scanner
function is not displayed.

- Afolder destination with a destination protection code cannot be registered on a
program of the scanner function.



Customization of the Machine Settings

Registering Settings as a Program

First, configure the settings to be registered on the Copy, Fax, Scanner, or Document
Server screen, and then register them.

1. On the Home screen, press [Copy], [Fax], [Scanner] or [Document Server].

If the icon is not displayed on the Home screen, add the icon from the application
list screen.

page 61 "Adding a Frequently Used Application or Widget to the Home Screen"

2. Specify scan and output settings to be registered as a program.

[ & JMachine Administrator [ Logged in: Machine Administrator DI  Looout
@ Copy Zinterupt | NG
@ Auto Color Copy Ratio Quantity ' S
(C) Select OOO
: 100% 1 _
= +
Z | |@e Full Color
2 Paper Select
z 2o Aut
S| & Backswhte | 3 uto
"t "E-F "o
} 1 sided->2 sided 2 sided->2 sided 1 sided->Comb 2 orig
Y P~ | | | 1
Check Status  &%™ < oy Lo @ Stop

When using the Document Server, specify the settings on the [Print Settings] screen.
To display the [Print Settings] screen, select the document to print on the [Print File]
screen, and then press [Print Settings].

3. Press [Menu] (E3).

4. Press [Set Current Settings to Program].
[ & |Machine Administrator Logged n: Machine Administrator S oot [ (]

& Copy L~ Reset |

5 Auto Color Copy Ratio Quantity |

CET100% 1

____ Screen Settings

(C]

2

=

Z | ee Full Color

= Far 8 N N BN 8 B |
g fde i
3 . — Set Current Settings to Program

3| e Black & White e |
= I Recall Program l
&

210 % @ | |z7 Ej I Edit / Delete Program I
5 d 2 2 = 2

2 Tent Settins f

|24 1sided>2sided 2sked>zsied | [] SESCUenESetimsas Detautt =

Check Status 2%°2 <

5. Press a program number to register the settings.
6. Enter a program name and select an icon.
7. Press [OK].
If you selected [Document Server] in Step 1, proceed to Step 9 after pressing [OK].
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8. Press [OK].

The selected icon is displayed on the Home screen.

[ & |Machine Administrator (Losgedin: Machine Adminisvaor [ 2 |INTESU O NG
- L N ] -

- & i
Copy Scanner Fax 25ded :
L N N -
< Quick Print Release PrlntJScan (Memory )
Storage Device)
= & Information
Substitute RX File '“* “'

| There is no new

(1o | Ducument Server Application Site gg’;rgﬁai%?;"*’”‘ E

Check Status 7% < A o

Even if you select [Cancel], you can add shortcuts to the program to the Home
screen after the program registration is complete.

Shortcuts to programs stored in Document Server mode cannot be registered to the
[Home] screen.

9. Press [Exit].

Changing the Contents of the Program

You can change a part of the program and overwrite it or change the contents and
register them as a new program.

1. On the Home screen, press [Copy], [Fax], [Scanner], or [Document Server].

% & “§ 4

Copy Scanner Fax Document Server

If the icon is not displayed on the Home screen, add the icon from the application
list screen.

page 61 "Adding a Frequently Used Application or Widget to the Home Screen"

When using the Document Server, select the document to print on the [Print File]
screen, and then press [Print Settings] to display the [Print Settings] screen.



Customization of the Machine Settings

2. Press [Menu] (EEJl), and then press [Recall Program].
[ & 'Machine Administrator Logged in: Machine Administrator 2 \
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Press the program number to be changed.
Change the scan and output settings.
Press [Menu] (EEJ), and then press [Set Current Settings to Program].

o o v

Select a program number to register the changed settings.

« To overwrite the program, select the number of the loaded program, and then
press [Program] on the message appears.

- Toregister the contents as a new program, select a number that is not
programmed.

7. Enter a program name and select an icon.
8. Press [OK].

If you selected [Document Server] in Step 1, proceed to Step 10 after pressing [OK].
9. Press [OK].

Even if you select [Cancel], you can add shortcuts to the program to the Home
screen after changing the settings of the program is complete.

Shortcuts to programs stored in Document Server mode cannot be registered to the
[Home] screen.

10. Press [Exit].

- To change the icon or program name or to delete the program, press [Menu] (E3)
and operate from [Edit / Delete Program].
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Placing an Original and Loading Paper

Placing an Original on the Exposure Glass

Use the exposure glass to scan originals that cannot be placed in the auto document
feeder (ADF), such as books and license cards.

A CAUTION

« When lowering the ADF, do not place your hands on the hinges and exposure
glass. Your hands or fingers are caught, which can result in injury.

« Do not lift the ADF forcefully. The cover of the ADF might open and cause injury.
The ADF, or its hinges may also become damaged.

—

. Lift the ADF or the exposure glass cover.

Lift the ADF or the exposure glass cover by more than 30 degrees to detect the
document size automatically when placing an original on the exposure glass.

»

Place the original face down and aligned to the mark on the upper left corner of the scan
area.

W

v@,&

page 409 "Recommended Original Size and Weight"

page 411 "Sizes Detectable with Auto Paper Select"
3. Lower the ADF or the exposure glass cover.

« When you place a thick book or three-dimensional original on the exposure glass
and lower the ADF, the back side of the ADF rises up to accommodate the original.

t

iisf
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Placing an Original and Loading Paper

« Do not open or close the ADF with your hands placed in the space between the ADF
and exposure glass.

\-----------J

M A\

Placing an Original in the Auto Document Feeder (ADF)

The ADF automatically scans multiple sheets of originals or two-sided originals at one
time.

There are two types of ADF as follows:

Auto Reverse Document Feeder (ARDF)

When scanning a two-sided original, the machine scans the front side of the original
first, and then turns it over to scan the back side.

One-pass duplex scanning ADF

When scanning a two-sided original, the machine scans the front and back sides of
the two-sided original at one time.

- For details about the sizes of originals that you can place in the ADF, see the
following:

69



1. Introduction and Basic Operations

page 409 "Recommended Original Size and Weight"

page 411 "Sizes Detectable with Auto Paper Select"

 Ifthe originals described below are placed in the ADF, it may cause misfeeds, white
lines, or black lines, or result in damage to the originals. Place these originals on the
exposure glass.

Stapled or clipped originals

Perforated or torn originals

Curled, folded, or creased originals

Pasted originals

Originals with adhesive tape, glue or paste stuck to them

Originals with any kind of coating, such as thermal paper, art paper, aluminum
foil, carbon paper, or conductive paper

Originals with perforated lines

Originals with indexes, tags, or other projecting parts

Sticky originals such as translucent paper

Thin or highly flexible originals

Bound originals such as books

Transparent originals such as transparencies or translucent paper

page 68 "Placing an Original on the Exposure Glass"

« When loading an original written by pencil on the ADF, the original may be dirty from
by being scraped.

 Correct an original that tends to curl before setting on the machine.

« Fan sheets before loading so that multiple originals do not stick to each other and
are not fed at the same time. If the edge of the paper is not cut well, the edges of the
paper curl back, forming what are called burrs. Before you set originals with burrs,
fan the originals carefully.

DOCMIC1421

« Do not set an original that is wet with correcting fluid or ink. The scanning glass will
be stained and the stain will be scanned with the original.

« When the page keeper is attached, the machine detects originals that double-feed.
However, the following types of originals may not be scanned correctly.
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- Folded, damaged, or torn originals

 Perforated originals

« Completely stuck originals

« Originals with perforated lines

« Originals that are partially divided in two

« Originals with sticky notes, paper tape, or other things, on them

Placing Originals in the ARDF

A CAUTION

« Do not directly touch the parts illustrated below. Doing so might cause a
malfunction.

« Do not block the sensors with your hand. Be sure to load the originals neatly and
do not push them into the ADF forcibly. It may cause paper misfeeds or paper
size error.
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1. Adjust the original guide to the original size.

1

2. Place the aligned originals squarely face up in the ARDF.

Place the originals with the first page facing up.

Fan sheets before loading so that multiple papers do not stick to each other and are
not fed at once.

Do not stack the originals beyond the limit mark.

IR
=

« When you place originals that have different widths at the same time (Mixed

Sizes), adjust the original guide to the largest original, and place the smaller
originals to align to the fence on the back side.

- To scan originals larger than B4 JIS or 8%/2 x 14 size, raise the ADF's extender
on the ADF output tray.

»/

- When using the ARDF to scan originals with a paper weight less than 40.7 g/m?
(approx. 11 lb. Bond), move the slide tray on the original output tray to the left
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side. When the slide tray of the Auto Reversible Document Feeder (ARDF) is in
the left, the amount of output paper will be low. After scanning a thin original,
return the slide tray to the previous position.

Placing Originals in the One-pass Duplex Scanning ADF

« Do not block the sensors with your hand. Be sure to load the originals neatly and

do not push them into the ADF forcibly. It may cause paper misfeeds or paper
size error.

- Do not add originals while other originals are being fed.

- If you want to add the originals to the bottom of the original stack on the ADF,
remove the originals temporarily to add the new originals, and then reload the
combined stack of originals.

1. Adjust the paper guides to the size of the originals.

[
2. Place the aligned originals squarely face up and place them all the way straight into the one-
pass duplex scanning ADF.

Place the originals with the first page facing up.
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Fan sheets before loading so that multiple originals do not stick to each other and
are not fed at once. If the edge of the paper is not cut well, the edges of the paper
curl back, forming what are called burrs. Before you set originals with burrs, fan the

originals carefully.
Do not stack the originals beyond the limit mark.

R

« When you place originals that have different widths at the same time (Mixed Sizes),
adjust the original guide to the largest original, and place the smaller originals to
align to the fence on the back side.

- To scan originals larger than B4 JIS or 81/2 x 14 size, pull out the ADF's extender on
the original output tray, and then raise the stopper.

-t\
=

« When you place an original that has a side that is shorter than 128 mm (5.04
inches), place the original in landscape (&) orientation.

« When using the one-pass duplex scanning ADF to scan originals with a paper weight
of less than 40.7g/m (approx. 11 lb. Bond) ,move the slide tray on the original
output tray to the left side. When the slide tray of the one-pass duplex scanning ADF
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is set to the left, the amount of output paper will be low. After scanning the thin
originals, return the slide tray to the previous position.

Loading Paper into the Paper Tray

The method of loading paper varies for each tray type.

A CAUTION

« When replacing paper or removing jammed paper, make sure not to trap or injure
your fingers.

= =
= Tray 2 — =
| 1
I 1
| 1
I 1
1

————1] Tl"ay 3 — % - -
Ty 4 —
v U
Tray 3 Large Capacity Tray  Tray 3 (LCT) Large Capacity Tray
(LCT) (LCT)

 Before loading paper into a tray, check the paper size and type that can be loaded in
the tray, and confirm the paper size that is automatically detected.

page 393 "Recommended Paper Sizes and Types"

« When loading paper of a size that is not automatically detected, specify the paper
size in [Tray/Paper Settings] of [Settings].

page 87 "Specifying the Paper Size That Is Not Automatically Detected"

« To load thin paper, thick paper, or other special paper, specify the paper type or
thickness in [Tray/Paper Settings] of [Settings].

See "Tray/Paper Settings", User Guide in English.
page 90 "Specifying Paper Type and Thickness Settings"
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e Check the paper setting before printing. If the paper differs from the paper setting, a
mismatch error will occur when you print.

« Straighten curled or warped paper before loading.

« When loading paper on a tray which has a few sheets of paper, multiple sheets of
paper may be fed at once from the tray. Take out all sheets, fan the sheets, and then
load them again.

- If a paper tray is pushed vigorously when putting it back into place, the position of
the tray's side fences may slip out of place.

« When loading a low number of sheets, be sure not to squeeze the side fences in too
tightly. If the side fences are squeezed too tightly against the paper, the edges may
crease, thin paper may wrinkle, or the paper may misfeed.

e You may hear the sound of rubbing paper. This is not a malfunction.

« Do not stack paper over the limit mark.

Loading Paper into Tray 1 to 4

Adjust the side and end fences according to the paper size. When loading paper larger
than A3 or 11 x 17 to tray 2-4, also change the position of the auxiliary side fence.

@ region A (mainly Europe and Asia)/ @Fesien B(mainly Taiwan)

Tray 1 can hold A4 portrait paper only. If you want to print on A5, B5 JIS, or 8%/2 x 11
portrait paper from Tray 1, contact your service representative.

@resion B(mainly North America)

Tray 1 can hold 81/2 x 11 portrait paper only. If you want to print on A4, A5, or B5 JIS
portrait paper from Tray 1, contact your service representative.

- Tray 1 does not have the auto detect function for the paper size. On the control
panel, specify the paper size to use.

page 87 "Specifying the Paper Size That Is Not Automatically Detected"

« Do not stack paper over the limit mark. If you load paper over the limit mark, the
printed images may become slanted or a paper jam may occur.

Paper Envelope

\@7\ %@»%

Load paper into every tray in the same way. In the following example procedure, Tray 2 is
used.

DZX185
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1. Check that paper in the paper tray is not being used, and then pull the tray out carefully.

==

2. Remove paper if loaded.

3. While pressing the release lever of the side fence, slide the side fences outward.

4. To load paper larger than A3 or 11 x 17, pull the tray out completely and then change the
positions of the auxiliary side fence.

Place the tray on a flat surface.
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2. Put the auxiliary side fence into the groove for the paper size to use.

If the end fence is fixed with the stopper, rotate the fixing screw of the stopper 90
degrees counterclockwise with a coin or similar object and remove the stopper.

6. Square the paper and load it with the print side facing up.

Fan sheets before loading so that multiple sheets of paper do not stick to each other
and are not fed at once.

Check the paper edges are aligned at the right side.
Do not stack paper over the limit mark.
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7. While pressing the release lever, adjust the side and end fences to the paper size.

Do not leave spaces between the paper and fences.

To fix the end fence, engage the two projections of the stopper with the holes on the
end fence, and then tighten the fixing screw by rotating it 90 degrees clockwise with
a coin or similar object.
- If you will not fix the end fence, put the stopper in the position as shown in the
illustration, and then rotate the fixing screw 90 degrees clockwise with a coin or
similar object.

8. Push the tray in the original position carefully.

To return the completely pulled out tray to the original position, push the tray
straight in. If the paper tray is damaged, it may cause a paper jam. Also, if you push
the tray forcibly, the side fence of the tray may be moved.

« You can load envelopes into Tray 2 to 4.
page 404 "Envelope Orientation and Recommended Status"

Loading Paper into the Bypass Tray

Use the bypass tray to load paper of a size that cannot be loaded into Tray 1 to 4, such as
label paper (adhesive labels).

The maximum number of sheets you can load at the same time depends on paper type.

page 393 "Recommended Paper Sizes and Types"
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« Do not stack paper over the limit mark. If you load paper over the limit mark, the
print image may be slanted or the paper may be jammed.

Left: Plain Paper
Right: Thick Paper

QX

1. Open the bypass tray.

&

Make sure that the bypass tray is fully opened.

When loading paper larger than the bypass tray (longer than A4 or 8 1/2 x 11 paper
in landscape orientation), pull out the extender.

2. Load the paper with the print side down, and push it in lightly until you hear a beep.

Fan sheets before loading so that multiple sheets of paper do not stick to each other
and are not fed at once.

When loading envelopes or letterhead paper, confirm the orientation, face and back,
or location of flaps.

page 404 "Envelope Orientation and Recommended Status"
page 406 "Loading Orientation-fixed Paper or Two-sided Paper"
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3. Align the paper guides to the paper size.

|

« To load paper on the bypass tray, it is better to orient it in the direction of 2.

Loading paper into the banner paper guide tray
You can load banner paper when the banner paper guide tray is attached.
1. Turn the knob clockwise until its triangle mark stops at the unlock mark.

Be careful that your hand does not hit the banner paper guide tray when turning
the knob.

If you cannot turn the knob, turn it while pushing the banner paper guide tray
toward the machine.

e
2. Hold the handle in one hand while supporting the back of the bypass tray with the other
hand, and then open the bypass tray slowly.
Open the bypass tray until it is parallel to the floor.

When loading paper that has a horizontal width of 148-457.2 mm (5.83-18.00
inches), proceed to Step 4.
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3. Raise the banner paper guide tray, and then insert it into the bypass tray until it
becomes stable.

4. Load the paper face down until you hear the beep.

5. Align the paper guides to the paper size.
If the guides are not flush against the paper, images might be skewed or paper
misfeeds might occur.
When loading paper that has a horizontal width of 148-899 mm (5.83-35.4
inches), proceed to Step 7.

7. Set the leading edge of the paper according to the paper size.
« When using paper that has a horizontal width of 966-1,260 mm (38.1-49.6
inches), curl the paper so that its leading edge touches the minor banner

paper guide tray.
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When using paper that has a horizontal width of 900-965 mm (35.5-38.0
inches), curl the paper so that its leading edge touches the side of the
machine.

TR,

When using paper that has a horizontal width of 457.2-900 mm (18.00—
35.5inches), set the paper so that its leading edge protrudes from the
banner paper guide tray.
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« If you cannot load a certain type of paper as shown in the illustrations above, refer

to the loading method for a different length of paper to load that paper. If you still
cannot load the paper, support the paper to keep it straight so it does not the fold.

 You can load up to 10 sheets of recommended paper (297 - 1200 mm (11.7 - 47.3
inches)) into the banner paper guide tray. When loading multiple sheets of paper
into the banner paper guide tray, be sure to separate them one by one before
loading them.

« When [Notification Sound] is set to [No Sound], it does not sound if you load paper
into the banner paper guide tray.

« Remove the sheets of printed banner paper one by one after every printing.

« When you output banner paper, support the printed paper gently so it does not fall
from the output tray.

Closing the banner paper guide tray

1. Remove any paper that is loaded.

2. Fold the subtray up.

3. Slide the paper guides outward to the maximum width.
4. Fold up the banner paper guide tray.
5

. Hold the handle in one hand while supporting the back of the bypass tray with the other
hand, and then close the bypass tray slowly.

6. Turn the knob counter-clockwise until its triangle mark stops at the lock mark.

Loading Paper into Tray 3 (LCT)
@ regien A (mainly Europe and Asia)/ @FesenB (Taiwan)
Tray 3 (LCT) can hold A4 portrait paper only. If you want to print on 8%/2 x 11 portrait
paper from Tray 3 (LCT), contact your service representative.
@reson B (mainly North America)
Tray 3 (LCT) can hold 81/2 x 11 portrait paper only. If you want to print on A4 portrait
paper from Tray 3 (LCT), contact your service representative.
e You can load paper in both the left and right sides of the tray.

« The paper in the right side of Tray 3 (LCT) is fed to the machine. When the paper
loaded in the right side of Tray 3 (LCT) runs out, paper on the left side is
automatically shifted to the right, and the tray continues to feed the paper.

« While printing from Tray 3 (LCT), you can pull out the left side of the tray and load
new paper.
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« When the paper loaded in the right side of Tray 3 (LCT) runs out, paper on the
left is automatically shifted to the right. Do not pull out Tray 3 (LCT) while you

hear the sound of moving paper. u

2. Square the paper and load it with the print side facing up.

Fan sheets before loading so that multiple sheets of paper do not stick to each other
and are not fed at once.

For the right stack, align the right edge of the paper with the right edge of the tray.
For the left stack, align the left edge of the paper with the left edge of the tray.

Do not stack paper over the limit mark.

When the whole tray can be pulled out

DZw140

When half of the tray can be pulled out

Load 30 or more sheets of paper in the left half of the tray.
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DZwi41

3. Carefully push Tray 3 (LCT) fully in.

Loading Paper into the Large Capacity Tray

@yRegion A (mainly Europe and Asia)/ @Fegion B(Taiwan)

The large capacity tray can hold A4 portrait paper only. If you want to print on 81/2 x 11
or B5 JIS portrait paper from the large capacity tray, contact your service representative.
@resion B (mainly North America)

The large capacity tray can hold 8/2 x 11 portrait paper only. If you want to print on A4
or B5 JIS portrait paper from the large capacity tray, contact your service representative.

1. Open the cover of the large capacity tray.

R
A \\
\\
\
\
N N
\
N\
. \
A \\
\ N

2. Square the paper and load it with the print side facing down.

Fan sheets before loading so that multiple sheets of paper do not stick to each other
and are not fed at once.

Check the paper edges are aligned at the left side.
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3. Close the cover of the large capacity tray.

Specifying the Paper Size That Is Not Automatically Detected

1. Press [Settings] on the Home screen.

Settings

2. Press [Tray/Paper Settings].

| Logged in: Machine Administrator J 7 Logout C
Settings Q Search All
Copier / Document m- Change Language
4 Server Settings o Language
E System Settinos
£ Fax Settings i Inouiry
Bﬁddress Book EPrinterSenings ¥ Maintenance
A 2 B B N BN N |
' DTranyaper Settings ' ' Scanner Settings Counter
‘ L8 B B B _§ N J
Basic Settings
When Installing

DOBLPM6319
3. Press [Paper Size/Paper Type].

4. Press one tray to set.
( & JMachine Administrator [ Logged in: Machine Administrator PR Looout | (]

Paper Size/Paper Type

® Bypass Tray ® Tray 1
M -

Plain Paper
60 - 74 gsm (Plain Paper 1)

Plain Paper
60 - 74 gsm (Plain Paper 1)

® Tray2 e
AL 7

Plain Paper
60 - 74 gsm (Plain Paper 1)

®Tray3

Auto Detect
Plain Paper
60 - 74.gsm (Plain Paper 1)

® Tray 4 =
Auto Detect

26 May 2021
14:52
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5. Press [Paper Size].
J7 I
Tray 2 Cancel 0K

4l Il INN NN BN DN DN DN DN DEN DD DD DN DN B B -

[ & |Machine Administrator [ Logoed in: Machine Administrator

s - 60 - 74 asm (Plain Paper 1)

Auto Detect

I Paper Size

[ Apely Duplex

W Apely Auto Paper Select/Auto Tray Select

14 Oct. 2020
16: 00

DOCHPAS5111
To specify for the bypass tray, press [Paper Size: Printer].

The size of the paperin Tray 1, Tray 3 (LCT), and the large capacity tray is fixed and
cannot be changed.

6. Choose one paper size from the list shown, and then press [OK].
7. Press [OK].
8. After completing the configuration, press [Home] (7).

To use paper that can be detected automatically after using paper that cannot be
detected automatically, restore the setting of Auto Detect. To restore the setting of
Auto Detect, load the paper again, operate steps 1 to 5, select [Auto Detect], and
then press [OK].

Specifying a Custom Size Paper Using the Control Panel

1. Press [Settings] on the Home screen.

Settings

2. Press [Tray/Paper Settings].

m System Settings
B Address Book

D Tray/Paver Settings

f
‘-------

Basic Settings
When Installing

Sep. 04 2019

———----\

| Logged in: Machine Administrator

Copier / Document
& Server Settings

Q Search All

I Lot | ¢

(Change Language
[ ol
o= Language

&4 Fax Settings

g Printer Settings
' EScanner Settings

=)

i Inguiry
¥ Maintenance

Counter

01:57PM

DOBLPM6319
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3. Press [Paper Size/Paper Type].

4. Press one tray to set.
J 7 ETE

[ Logged in: Maching Administrator

[ & JMachine Administrator

Paper Size/Paper Type

® Bypass Tray

NP
Plain Paper
60 - 74.gsm (Plain Paper 1)

® Tray1

Plain Paper
60 - 74.gsm (Plain Paper 1)

® Tray?2 (SN
AP

Plain Paper
60 - 74.gsm (Plain Paper 1)

® Tray3

Auto Detect
Plain Paper
60 - 74 asm (Plain Paper 1)

® Tray 4 =
Auto Detect

26 May 2021
14:5
5. Press [Paper Size].
[ & |Machine Administrator

JL2)
Tray 2 Cancel | ok |

4l HII INN NN BN DD DN DN DD DN DD DD DN DN B B -

| Logged in: Machine Administrator

I Paper Size Auto Detect

60 - 74 gsm (Plain Paper 1)

[ Apply Duplex

W Apply Auto Paper Select/Auto Tray Select

DOCHPA5111
To specify for the bypass tray, press [Paper Size: Printer].

The size of the paper in Tray 1, Tray 3 (LCT), and the large capacity tray is fixed and
cannot be changed.

6. Press [Custom] from the list shown.

[ & |Machine Administrator

J7 I

| Logged in: Machine Administrator

Paper Size

OAII

) Thx10%
O 5484

) 8x10
O mx0%
O &%x9% ) 4hx9%
Q 3uxT% IC- 8K
—--—--——---------‘

I ) Custom T A1000m &> B 1680m

i
-----------------’

26 May 2021
1454 (D

DODXPA5110

7. Pressthe value in the "A" or "B" field, and then enter the new value.

Specify the values within the numbers of "< >", and then press [Done].
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(& JMachine Administrator (Loscedin: Machive Administator ) 2 | RS
* 11 A exceeds tne specitied Vale then the range of varues of B WITl DE Changed, and VICE Versa.
Check the range of values which are displayed.

Ta 2970 m

<90.0-320.0>

B

UMy 201
19:30

8. Press [OK] three times.
9. After completing the configuration, press [Home] (7).

Specifying Paper Type and Thickness Settings

If the print settings and the loaded paper that are used for a print job do not match, a
mismatch error occurs.

Check and specify the paper settings before you start printing.

- Before you change the settings, confirm the priority of the paper settings for
printing (priority to the printer driver or to the control panel).

[Settings] » [Printer Settings] » [System] » [PaperIn/Out] » [Tray
Setting Priority]

On the printer driver
Check the settings of paper tray and paper type on the printer driver and make sure

the settings match the loaded paper.

On the control panel

1. Press [Settings] on the Home screen.

Settings
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Placing an Original and Loading Paper

2. Press [Tray/Paper Settings].

| Logged in: Machine Administrato J? [§
Settings Q Search All
Copier / Document m- Change Language
b Server Settings o= Language
‘:h System Settings
&4 Fax Settings i Inauiry
BAddress Book gPrinterSeninqs ¥ Maintenance
A B B B B _§ | \
‘ DTray!Paper Settings 'EScanner Settings Counter
‘ LB &8 _§ N N _§_ J
Basic Settings
when Installing

20 04 2019
01:57PM <D

DOBLPMB319
3. Press [Paper Size/Paper Type].

4. Press one tray to set.
[ & JMachine Administrator [ Logged in: Machine Administrator DI Losout | (]

Paper Size/Paper Type

® Bypass Tray ®Tray 1

NP -
Plain Paper Plain Paper
60 - 74.gsm (Plain Paper 1) 60 - 74 gsm (Plain Paper 1)

® Tray2 = ®Tray3 =)

M Auto Detect
Plain Paper Plain Paper
60 - 74.gsm (Plain Paper 1) 60 - 74 gsm (Plain Paper 1)

® Tray 4 B
Auto Detect

26 May 2021
14:52
5. Press [Paper Type/Thickness].
[ & |Machine Administrator [ Loaged in: Machine Administrator P oot | C |

Tray 2

" Plain Paper
Paper Type/Thickness 60 - 74 gsm (Plain Paper 1) I

W Aply Auto Paer Select/Auta Tray Select

DOCHPAS5113
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6. Choose one paper type and paper thickness from the list shown, and then press [OK].
[ & JMachine Administrator [Logged in: Machine Administrator .Hz‘

Paper Type/Thickness Cancel “

Paper Type Paper Thickness

; 60 - 74.gsm
@) Plain Paper © Pl paser

O Recycled Paper @) (731;;;? ;agsg: 2
(© Color Paper @) ?ﬁléJlgsTﬁfc"%
QO Letterhead o 2$hG|cI< Lf;?)grs r1r)|
(O Preprinted Paper o gﬁ&zpza?,:fg

221-256gsm
(© Bond Paper O {Thick paver

i e
7. Press [OK].

8. After completing the configuration, press [Home] (7).



Address Book

Address Book

Registering/Changing/Deleting Fax Numbers in the Address Book

By registering the destinations to which you frequently send faxes together with the send
conditions in the address book, you can easily send faxes.

Registering a Fax Number and Send Conditions

1. Press [Address Book] on the Home screen.

Address Book

2. Press [Register] on the Address Book screen.
| & 'Machine Administrator Logged in: Machine Administrator )

Address Book

'----ﬂ

: 3 152000
View Al r i MOCY | &, Register |

frea AB (D EF GH LK LMN OPQ RST UVW XYZ = I mm e s

ABCD COMPANY BELIING OFFICE % Mralcuip
00001 usk i 00008 ued ¥

BERLIN OFFICE Branch_01 4+

00003 s 5 00012

Branch_02 Folder01

00073 00009 1 i

HONG KONG OFFICE KYOTO OFFICE

00011 i o 00007 el ¥ i

LONDON OFFICE LOS ANGELES

00004 i i 00006 el i Management

s AR ARELaE Arrice

09:11

3. Enter the information of the destination on the [Name] tab, and then select a title to classify
it.

( & JMachine Administrator [ Logged in: Maching Administrator DI  Logout

Register: Cancel “

’ Name i Destinations User Management / Other

Name  * Required Touch to Enter <0/20>

Display Name Touch to Enter <0/16>

Select title to display.
Title 1

R B H o H £F H 6H H 1K H LMN H 0PQ H RST H W H x|

Title 2

304 202
07:06 =)
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4. Press [Destinations] tab ® [Fax].

5. Specify the Fax Destinations and send conditions.
(& ]Machine Administrator ( Logged i Machine Administrator PR locout | (]

Fax:

Select Line

Fax Destination  * Required

Others

The transmission speed is slowed to ensure reliability.
‘ off

International Transmission Mode

Tt S o
Select Line: Select the line to use.
Fax Destination: Register the fax destination.

International Transmission Mode: Specify whether to reduce errors occurring
when sending abroad.

Fax Header: Select the name of the sender printed on the reception sheet of the
destination. Register the fax header in advance.

See "Printing the Destination Name, Fax Header, and Standard Message on the
Fax Received at the Destination", User Guide in English.

Label Insertion: Specify the name (title + name) and fixed phrase printed on the
reception sheet of the destination.

See "Printing the Destination Name, Fax Header, and Standard Message on the
Fax Received at the Destination", User Guide in English.

Advanced Feature: Register SUB code or SEP code.

6. Press the [User Management / Other] tab as necessary, and specify the settings.

User Management: Enter the authentication information to login and use the
machine.

Add to Group: Select a group to which this destination belongs as necessary.
Register the group in advance.

See "Registering/Changing/Deleting Groups in the Address Book", User Guide in
English.

Display Priority: When the destinations are sorted in the order of priority, a
destination with higher priority is displayed prior to that with lower priority. The
destinations with the same priority are displayed in the order of registration.

Destination Protection: Select this check box to require entering of the
protection code to select the destination.

See "Using the Protection Function to Prevent the Misuse of Addresses", User
Guide in English.



Address Book

7. Press [OK].
8. After completing the procedure, press [Home] (f2Y).

9. When a message prompting you to back up the address book appears on the screen, press
[Go to Backup] to back up the address book.

- If a message prompting you to contact the administrator to back up the address
book appears on the screen, ask the administrator to back up the address book.

« If you select [Close], you can close the address book without backing up and go
back to the Home screen.

See "Making a Backup or Restoring the Address Book", User Guide in English.

Changing/Deleting the Registered Data Such as Fax Number

If you delete the destination used for the personal box, file transmission will fail. Exclude
the destination from the personal box before deleting it.

See "Receiving Faxes to Personal Boxes", User Guide in English.

1. Press [Address Book] on the Home screen.

Address Book

2. Select the destination to change or delete on the Address Book screen.
[ & |Machine Administrator Logged in: Machine Adminis trator S oot [ (]

s ok

View Al v 0o
m 2100 | 2 Register

~ ABCD COMPANY BELIING OFFICE i, Create Group
00001 ol = 00008 vl ol i
BERLIN OFFICE Branch_01 m
00003 v i o 00012
Branch_02 Falder01
00013 00009 sl i e
HONG KONG OFFICE KYOTO OFFICE
00011 ued o 00007 ued o
LONDON OFFICE LOS ANGELES
00004 wei i 00006 ued ¥ Management

AR Arree

- e e e e o

You can delete multiple destinations at one time.
3. Press [Edit] or [Delete] to change or delete the destination information.
4. When changing or deleting is complete, press [Home] (7).

5. When a message prompting you to back up the address book appears on the screen, press
[Go to Backup] to back up the address book.

- If a message prompting you to contact the administrator to back up the address
book appears on the screen, ask the administrator to back up the address book.

« If you select [Close], you can close the address book without backing up and go
back to the Home screen.

See "Making a Backup or Restoring the Address Book", User Guide in English.
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Operating or Configuring the Machine
from Computer (Web Image Monitor)

Web Image Monitor is a tool that can check the machine status and configure machine
settings from your computer.

If the machine and your computer are ready to connect to the network, you can access
Web Image Monitor just by entering the IP address or host name of the machine in the
address bar of your web browser.

The settings that can be set by using the control panel can also be set by using the Web
Image Monitor, except for some functions.

For example, you can also view documents on the document server by using your
computer. As mentioned above, it is recommended that you use Web Image Monitor if
you want to operate the machine from your own desk.

Also, downloading of documents on the document server can be performed only by using
Web Image Monitor.

<=
Se |

L
|

Y/
T

Useful functions available by using Web Image Monitor
To check the help of Web Image Monitor, see to the procedure below.

page 102 "Specifying Web Image Monitor Help"

Recommended functions for administrators

Function summary Procedure and reference
Registration of the address book See "Registering User Information from
Web Image Monitor", User Guide in

You can add login users or destinations to

the address book. English.

You can enter characters by using the
keyboard of your computer, which is
useful for registering a large amount of
information.

You can also import and export the
information in a CSV format.




Operating or Configuring the Machine from Computer (Web Image Monitor)

Function summary

Procedure and reference

Displaying list/history of print jobs, and
canceling print jobs
You can check the printing status and

print history of the machine from your
computer.

Also, you can cancel stored print jobs in
batches from your computer.

« Job list

Displayed by going to
[Status/Information] in Web Image
Monitor ® [Job] ™ [Job List] »
[Current/Waiting Jobs].

« Job history

Displayed by going to
[Status/Information] in Web Image
Monitor ® [Job] ™ [Job List] »
[Job History].

« Canceling job

Cancel a job by going to
[Status/Information] in Web Image
Monitor » [Job] ® [Job List] »
[Current/Waiting Jobs].

Managing output quantity

You can check and reset the total counter
and counters per user from your
computer.

See [Status/Information] in Web Image
Monitor help ® [Counter per User] for
details.

Settings for sending/receiving email

You can configure the settings needed for
sending emails and sending to folders
from your computer.

See [Device Management] in Web Image
Monitor help ® [Configuration] ®
[Device Settings] ® [Email] for details.

Settings for receiving faxes

You can configure the settings for
receiving and rejecting faxes from your
computer.

See [Device Management] in Web Image
Monitor help ® [Configuration] ® [Fax]
» [Program Special Sender] for details.

Synchronize with time server

You can synchronize with a time server
when you want to adjust the clock in the
machine.

See [Device Management] in Web Image
Monitor help ® [Configuration] ®
[Device Settings] ® [Date/Time] ™
[SNTP Server Name] for details.

Setting the time to enter sleep mode

You can configure the time settings for the
"Sleep mode" function that automatically
turns the display of the control panel off if
there is no operation within a specified
period of time.

See [Device Management] in Web Image
Monitor help ® [Configuration] ®
[Device Settings] » [Timer] ® [Sleep
Mode Timer] for detalils.
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Function summary

Procedure and reference

Setting auto email notification

You can configure the machine to send
emails to notify you about the machine's
status, such as when paper has run out or
a paper jam has occurred. This is useful
when managing multiple printers.

See "Machine Status Notification by E-
mail", User Guide in English.

Monitoring, viewing/operating the
control panel screen

You can monitor the control panel of the
machine from your computer. An
administrator can check errors, operate
the machine as a user, and change
settings, to smoothly perform support
operations and manage the machine.

« Monitoring control panel screen

See [Device Management] in Web
Image Monitor help ® [Screen
Monitoring] for details.

« Viewing/Operating the control panel

See [Device Management] in Web
Image Monitor help » [Remote
Panel Operation] for details.

Configuring/changing security/network
settings

You can configure/change the IP address
that can access the machine and
configure the settings of the DNS server,
and so on.

« Security settings
page 339 "Access Control"
e Network settings

See "Configuring Network Settings
from a Computer Using Web Image
Monitor", User Guide in English.

Recommended functions for user

To use the functions below, users must be registered to the machine and logged in to

Web Image Monitor.

Function summary

Procedure and reference

Document operations on the document
server

You can view, edit, and download
documents on the document server.

See "Accessing Documents in Document
Server from a Web Browser", User Guide
in English.

Operation of received and stored faxes

You can view or download received and
stored faxes.

The user must be given the privilege to
manage stored documents by the
administrator beforehand.

See the procedure below.

See "Viewing/Operating the Stored
Documents from Web Image Monitor",
User Guide in English.




Operating or Configuring the Machine from Computer (Web Image Monitor)

Function summary Procedure and reference

See "Restricting the Users Who Can
Access the Stored Reception Files", User
Guide in English.

Registration of the address book See "Registering User Information from

You can add login users or destinations to | V&b Image Monitor”, User Guide in

the address book. English.
You can enter characters by using the
keyboard of your computer, which is
useful when you register a large amount
of information.
Recommended Web Browser
Windows macO0S
Firefox 52 or later Safari 3.0 or later
Google Chrome version 50 or later Firefox 52 or later
Microsoft Edge 79 or later Google Chrome version 50 or later

» You can use the screen reader software JAWS 2018.0 or later on Windows 10 and
JAWS 2021 or later on Windows 11.

What You Can Do on the Web Image Monitor

Items displayed on the Web Image Monitor and settings depend whether the machine is
logged in.

« When not logged in

The machine status, settings, and job status are displayed. You can browse the
settings of the machine but cannot change them.

« When logged in (as a user)

Log in as a user registered in the Address Book. The users can operate the jobs that
they executed and change a part of settings of the machine.

« When logged in (as an Administrator)

The administrator can change all settings of the machine.
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What you can do

Function Not logged in User | Administrator
Machine status v v v
Machine settings v v v
Machine setting change - v v
Job list v v v
Job history v v v
Access to Address Book - v v
File operation in Document Server - v v
Network settings - v v
Network settings change - v v
Cancel printing - - v
Security settings - - v

v': Available -: Not available

*1 Depending on the Administrator settings

Accessing to Web Image Monitor

1. Enter the IP address of the machine in the address bar of the Web browser.

& https://192.168.1.10/ ~va->

Example: when the IP address of the machine is "192.168.1.10"
- If SSL is specified
https://192.168.1.10/
- If SSL is not specified
http://192.168.1.10/

When you do not know whether SSL is specified on the machine, enter the address
starting with https. When you fail the connection, enter the address starting with
http.

When entering the IPv4 address, do not enter "0" for each segment. If
"192.168.001.010" is entered, you cannot access the machine.

100



Operating or Configuring the Machine from Computer (Web Image Monitor)

2. Confirming the machine status or settings on the top page of Web Image Monitor.

Bwten] (e (7)

The machine status and remaining amount of consumables are displayed.

You can access Web Image Monitor more quickly by registering the machine's URL
as a bookmark. Note that the URL you register must be the URL of the top page,
which is the page that appears before login. If you register the URL of a page that
appears after login, Web Image Monitor will not open properly from the bookmark.

To change the settings, click [Login] at the top right on the screen and enter the User
Name and Password

Web Image Monitor Screen

nnnnnnnnnnnnnnnn

1. Menu
Menu items described below are displayed.

 Status/Information: Displays the machine status, option configuration, counter,
and job status.
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« Device Management: Manages the machine settings and Address Book.

« Print Job/Stored File: Operates the files stored in the printer driver or document
server.

« Convenient Links: Displays the link to the Favorite URL.
2. Header

Anicon to link to the Login screen is placed at the top right on the screen. The Help,
Version Information, and Keyword Search buttons are also displayed.

3. Refresh/Help
©) (Refresh): Update the information in the work area.
@ (Help): View or download Help file contents.

4. Main Area
The machine status and settings are displayed.

Specifying Web Image Monitor Help

Web Image Monitor has Help to describe the function of setting items. When you use
Help for the first time, you can select to read online Help or to download Help File.

View Online Help Now

You can view the latest Web Image Monitor Help on the Internet.

Download Help File

You can download Web Image Monitor Help to the computer and view it. When you
store the downloaded Help file in the Web server and assign to the Help button (ldll
@), you can view the Help without connecting to the Internet.

To assign the downloaded Help file to the Help button (ldlll @), specify the path to the
Help file following the procedure below.

1. Log in to Web Image Monitor as a network administrator.

When custom-privileges administrators are registered, you can log in to the machine
as a custom-privileges administrator with the Network/Interface privilege as well.
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2. Click [Configuration] on the "Device Management" menu on Web Image Monitor.

Web Image Monitor
4 Home

S N 1
I i Status/Information » I W Device Name :
I W Location B
l @ Beyiee Hapacement L I m Control Panel : Smart Operation Panel
I E Print Job/Stored File » I
I ‘ WA Convenient Links :
-e—— e e o

Alert

m Alert

B Messages (Oitem(s))

3. Click [Webpage] under the "Webpage" category.

4. In "Download Help File", select the operating system and displayed language, and then click
[Download].

5. Unzip the downloaded zip file and store it in the Web server.

6. Enter the path to the Help file stored in the Web server in "URL" under "Set Help URL
Target".

For example, when URL of the Help File is "http://a.b.c.d/HELP/JA/index.html",
enter "http://a.b.c.d/HELP/".

7. Click [OK].

8. After completing the procedure, log out and finish Web Image Monitor.
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2. Copy

Basic Copying

Basic Procedure for Copying Documents u

Set the original on the exposure glass or auto document feeder (ADF) to make a copy.

- If the previous setting is still active, press [Reset] before copying.

1. Press [Copy] on the Home screen.

Copy

2. Place the original.

The reference position for placing originals differs depending on the type of ADF you
are using.

page 68 "Placing an Original on the Exposure Glass"
page 69 "Placing an Original in the Auto Document Feeder (ADF)"

To copy both sides of the paper, to staple, or to punch holes, confirm the orientation
of the original according to how you want the printout to appear.

Basic Original Orientation

Place Orientation

Exposure Glass Place the original [
face downin a
readable R ’

orientation.

\

DzZB208

ADF Place the original
faceupina

readable >
orientation.

\

g

|

DZB209

If the Readable Orientation Is Not Vertical

When you copy a portrait original larger than A4 or 8 /2" x 11" (LT) (A3 or 11" x
17"), place it as shown below, and then specify [Original Orientation].
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Place

Orientation

Exposure Glass

Rotate the
original clockwise
or counter-
clockwise 90
degrees and
place it face
down.

\

DzZB210

ADF

Rotate the
original clockwise
or counter-
clockwise 90
degrees and
place it face up.

When the top position is specified by the staple and punch functions

Place an original as shown below, and then specify [Original Orientation].

Place

Orientation

Exposure glass

Place the original
face downin a
readable
orientation.

LS - L) =

..\'
>
S
it

-
\
I

EDM218

ADF

Place the original
faceupina
readable
orientation.

1

I

EDOM2Z18

3. Press [Original Orientation] on the Copy screen.

QOriginal Orientation

4R]

Readable Direction

If the key is not displayed, select it from [Original Setting/Store File].

When you place the original face up in a readable orientation, this setting is not
necessary if [Readable Direction] is displayed on the key. Placing of the original is

completed.




Basic Copying

4. Specify the Original Orientation.

(&) ( Loaged in: [LONDON OFFICE] DI Losout
& Original Orientation =interrwot | 2L
Select the original’s orientation. @ 8
Using Auto Document Feeder Using Exposure Glass
|
(® Readable Direction © 90 Dearees Counterclockwise
=l
© 90 Degrees Clockwise © 180 Degreas
" Check the orientation of the original every time after pressing [Start] @

Check Status #4222 < A o © Stop

If the display of this screen is not necessary when you press [Start], clear the [Check
the orientation of the original every time after pressing [Start]] check box.

Placing of the original is completed.
5. Press [Original Thickness] to specify the original thickness as necessary.

Original Thickness

Standard

« If the key is not displayed, select it from [Original Setting/Store File].

 If you specify an original thickness, originals will be scanned at the speed and
setting suitable for that thickness. This setting can be used only when the One-
pass duplex scanning ADF is attached.

6. Select the color mode.

Auto Color
@ Select

oo Full Color

= Black & White

7. Press [T] or [~] in [Quantity] to specify the number of copies.

Quantity

L )

DZC207

You can enter this using the keyboard after pressing [Quantity] or a number.
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8. Press the paper tray select key and select the paper to use as necessary.

N ro —

Paper Select

= Auto

CCCC

When you select [Auto Paper Select], the paper suitable for the original is
selected automatically. When the orientations of the original and paper in the
paper tray do not match, the machine rotates the copied image 90 degrees
automatically. However, the copied image may not be rotated depending on the
settings or types of Finishing, staple or punch, for example.

If the size of the original is not detected properly or when you make a copy on
paper of a special size, specify the paper tray in which the paper to use is
loaded.

9. Press [Start].

The confirmation screen for the original orientation may be displayed depending
on the settings. Select the original orientation as necessary. If you do not need
to select this each time, clear the [Check the orientation of the original every
time after pressing [Start]] check box.

When you place the original on the ADF, the process of copying the original
starts.

When you place the original on the exposure glass, the copy process starts
according to the setting contents. To make a copy of the second page or back
side of the original, place the original accordingly on the exposure glass, and
then press [Start]. Press [Finish Scn] after scanning all originals if necessary
according to the setting contents.

When you place an original on the one-pass duplex scanning ADF and select
paper tray manually, if the orientation or size of the original and the selected
tray are different, a warning screen may be displayed after you press [Start].
Select or change the setting by following the instructions on the screen.

« Originals scanned when no paper is loaded or when an error has occurred will be
copied automatically when the machine is ready to execute copying.

Specifying a Custom Size for the Original

To copy a custom size original, specify the horizontal and vertical sizes of the original in
numeric values.



Basic Copying

1. Measure the vertical (Y) and horizontal (X) lengths of the original.

; s e X

Y Y
- of

2. Press [Copy] on the Home screen.
<

Copy

3. Place the original.
page 105 "Basic Procedure for Copying Documents"
For details about the sizes of originals that you can place, see the following section:
page 409 "Recommended Original Size and Weight"

4. Press [Original Size].

Original Size

Auto

If the key is not displayed, select it from [Original Setting/Store File].
5. Press [Custom Size].

6. Enter the values of X and Y that you measured in Step 1, and then proceed to the next
screen.

[ & JLONDON OFFICE [ Logged in: [LONDON OFFICE] Logout

(1) Custom Size @ Check Doc. Orientation X

Check the upper and lower limits for scanning an original and then input the size of the original.

ADF  <89-1260mn>

X Exposure Glass <89 - 432 mn>
| L
N X mm
Y ADF <51=-297 mm >
Exposure Glass <51-297 mm >
) Y  mm
Check Status  25%™ © A ] © Stop

7. Check that the orientation of the original is specified correctly, and then press [OK].
8. Press the paper tray select key and select the paper to use as necessary.

Paper Select

= Auto

o —
CCCC
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9. Press [Start].

Reserving a Copy Job While Executing Another Copy Job

When [Reserve] is displayed on the execution screen of the current copy job, you can
scan the original of another copy job to execute after the current job is completed (Job
Preset).

You can make reservations for up to eight jobs each in the Copier and Document Server
functions.

1. Press [Reserve] on the execution screen of a copy job.
( & JLONDON OFFICE ¥ Printing2min | Looout

Copying.. Reserve = Interrupt

No. of Original
sheets

1

Copy

35

Quantity 50

Check Status ~ Z'n =
2. Place a new original to scan on the machine.
page 105 "Basic Procedure for Copying Documents"
3. Specify 2 sided, Combine, Sort, and other copy settings if necessary.
page 116 "Duplex Copying"

page 119 "Combining and Copying a Multi-page Original onto a Single Sheet of
Paper"

page 125 "Copying in Page Order or for Each Page Number"
4. Press [Reserve Start].
The machine starts scanning the placed original.
After the current copy job is completed, the reserved copy job starts automatically.

» To cancel the last reserved job or confirm the content of the current job, press [Job
Confirmation].

» You can confirm and cancel reserved contents on the [Check Status] screen. For
details, see the following section:

See "Deleting an Unnecessary Job from the Print Queue", User Guide in English.
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Interrupting the Current Copy to Copy Another Original

When [Interrupt] is displayed on the copy processing screen, you can pause the current
copy to scan and copy another original (Interrupt mode).

1. Press [Interrupt] on the execution screen of a copy job.
( & JLONDON OFFICE S Printing:2min. | Logout

Copying.. Reserve = Interrupt

No. of Original
Sheets

1

Copy

55

Quantity 50

Check Status %=
2. When the scanning stops, remove the original being copied.
3. Place a new original to scan on the machine.
page 105 "Basic Procedure for Copying Documents"
4. Specify 2 sided, Combine, Sort, and other copy settings if necessary.
page 116 "Duplex Copying"

page 119 "Combining and Copying a Multi-page Original onto a Single Sheet of
Paper"

page 125 "Copying in Page Order or for Each Page Number"
Press [Interrupt Start].
When the Interrupt mode is finished, remove the original and copied paper.

Press [Cancel Interrupt].

® N o o

If the scanning of the original was interrupted in Step 2, reset the rest of the original onto the
machine, and press [Start].

The previous copy job settings are restored. Simply press [Start] to continue copying
from where it left off.

 You cannot use the Interrupt mode while scanning a fax original.

« You cannot use the Interrupt mode with the staple mode while copying in the staple
mode.

« When the Booklet Finisher SR3330 or Booklet Finisher SR3350 is installed in the
machine, you cannot use the Interrupt mode while [Center Folding] is set when
copying using [Center Folding].

« When the internal multi-fold unit is installed in the machine, you cannot use the
Interrupt mode with the fold mode while copying in the multi-sheet fold mode.
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2. Copy

Making Enlarged or Reduced Copies

You can enlarge or reduce the original when copying with the following methods:

« Enlarging or reducing at a specified reduction ratio or into a specified size
(Zoom/Reduce/Enlarge/Size Magnification/Directional Magnification (%)/Directional
Size Magnification)

 Enlarging or reducing according to the paper size (Auto Reduce/Enlarge)
« Reducing slightly (Create Margin)

Specifying a Copy Ratio or Size

1. Press [Copy] on the Home screen.
<

Copy

2. Place the original.
page 105 "Basic Procedure for Copying Documents"

The base point of reduce/enlarge is different for the exposure glass and Auto
Document Feeder (ADF) as shown in the following table:

Setting Base point Enlarge Reduce
position
Exposure Enlarged or reduced from the

glass top left. R

DZB224 DZB225

DzBz22

ADF Enlarged or reduced from the
bottom left

£

DZB223

When you place two-sided originals in the One-pass duplex scanning ADF, the top
right corner of the original will be the base point for the enlargement/reduction of
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Basic Copying

the reverse side. To enlarge or reduce from the same point, set the original on the
exposure glass and perform 2-sided copy.

. Press [Copy Ratio] and select a copy ratio or size.

Copy Ratio

100%

To specify a copy ratio or size other than the displayed setting, press [Others] and
perform the following procedure.

Specifying a copy ratio (Zoom/Reduce/Enlarge)

Enter a value or select the copy ratio.

& |LONDON OFFICE Logged in: (LONDON OFFICE] IR losout | L
< Copy Ratio Zinterupt | [
_’ Il N BN I D DD DD B BN B .
AN
D _ L]
11100% + 11 _

\------------I
() H1to Paper Size ‘

E= Talalvy
S EEN EEN BN EEN NN EEN BN EEE BN B .y,

115%

1o won O % [

I 122% 82% I

‘ O A-EH;& AS>B5 O Eb-i?ﬂ& B5-»A5 @

T T rrTr YTy

Specifying a size (Size Magnification)

Scroll down the [Copy Ratio] screen to press [Specify Copy Size], and then enter
the length of the original and copied image, and then press [OK].

(2 JLONDON OFFICE (Logged i: [LONDON OFFICE] IER oot | C
Specify Copy Size Cncel U
Al 2 ]
B 100% B
<25% - 400%>
Length of Image in Original Length of Image in Copy
! mm | mm

Check Status %2

Specify the vertical and horizontal magnification individually
(Directional Magnification(%))

Scroll down the [Copy Ratio] screen to press [Directional Magnification(%)], and
then enter the vertical and horizontal magnification, and then press [OK]. You
can separately enlarge or reduce the vertical length and horizontal length of the
image.
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2. Copy

(& JLONDON OFFICE (Logged in: [LONDON OFFICE] A oot | C
Directional Magnification (%) Cncel |
Specify the horizontal and vertical magnification.
<25% - 400% >
< Horizontal ~ 100%
-+
——l
I T Vertical  100%
- .
-+
Check Status 7122 S L © Stop

Specify the vertical and horizontal lengths (Directional Size
Maghnification)

Scroll down the [Copy Ratio] screen to press [Directional Mag.(mm)] or
[Directional Mag.(inch)], and then enter the length of the original and copied
image, and then press [OK]. You can separately enlarge or reduce the vertical
length and horizontal length of the image.

(& JLONDON OFFICE ( Logged n: [LONDON OFFICE] R oo | C
Directional Magnification (mm) cncel |
Specify the size of the original and the copy.
— —
Al > LAl
Original Copy
< X1 mm = X2 mm < Horizontal: 100%
| mm 1Y2 mm 2 Vertical 100%
<25% - 400% >
Check Status DA™ o o) ® Stop
4. Press [Start].

« You can change the options of the copy ratio that is displayed on the Copy screen
when pressing [Copy Ratio]. You can also change the enlargement and reduction
ratios that appear when [Copy Ratio] ® [Others]is pressed on the Copy screen.

100%

Fit to
Paper Size

N% s
141% ism
93%

Others

See "Reduce / Enlarge", User Guide in English.
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Enlarging or Reducing According to the Paper Size

The original is enlarged or reduced to fit on the specified paper size (Scale to Paper Size).

DzB238

To copy a document whose size cannot be detected, specify [Original Size] on the Copy
screen.

For the original size detected on the exposure glass or in the ADF automatically, see the
following section:

page 411 "Sizes Detectable with Auto Paper Select"
1. Press [Copy] on the Home screen.
<

Copy

2. Place the original.
page 105 "Basic Procedure for Copying Documents"
3. On the Copy screen, press [Copy Ratio] and [Fit to Paper Size].

__100% _
I Rt )
| Paper Size ,'

N% ks

141% Isom

DZC237

4. Select the tray loaded with the paper to use.

[ Logged in: [LONDON OFFICE] P Logout

& Fit to Paper Size Zinterwet | (L
0 o] @M A pe | *

1 = Plain Paper 2 75-819/m2

2 &8y

3 = O Tray2 A4 LE

4 =
O Tray3 A4 L E @
O Tray 4 Ab [JE

Check Status |&=*2 < A o © Stop
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2. Copy

When the orientations of the original and paper in the paper tray do not match, the
machine rotates the copied image automatically. To reduce an original of A4 (81/2 x
11) size to A5 (8/2 x 5%/2) size, for example, you can select either A5 (8/2 x 5%/2)F7
or A5 (81/, x 51/,)D.

—)

—

DZB240

5. Press [Start].

Reducing Slightly to Increase the Margins

The original is reduced to 93% in size and printed in the center of the paper. This setting
is useful if you want to copy an original to a paper of the same size without the edges
being slightly cropped when copied in full size or to increase the margins.

1. Press [Copy] on the Home screen.

%

Copy

2. Place the original.
page 105 "Basic Procedure for Copying Documents"
3. On the Copy screen, press [Create Margin].

L]
Create Margin

If the key is not displayed, register [Create Margin], by using [Customize Function:
Copy (Standard Mode)] or [Customize Function: Copy (All View Mode)].

See "Customize Function", User Guide in English.
4. Press [Start].
» You can change the copy ratio of [Create Margin] to a value other than 93%.

See "Reduce / Enlarge", User Guide in English.

Duplex Copying

You can copy two 1-sided pages or one 2-sided page onto the front and back sides of a
single sheet of paper.



Basic Copying

DZB251

When you scan the original with the ADF, the size of the original that can be copied
differs from that of the 1-sided copy.

page 409 "Recommended Original Size and Weight"

For details about the sizes, orientations, and weights of paper that can be used in the
duplex function, see the following section:

page 416 "Specifications for the Main Unit"
page 460 "Specifications for One-pass Duplex Scanning ADF"
page 461 "Specifications for Auto Reverse Document Feeder (ARDF)"

1. Press [Copy] on the Home screen.

Copy

2. Press [1 sided->2 sided] or [2 sided—>2 sided] on the Copy screen.

a0 |"E -

1sided->2 sided 2 sided->2 sided

Duplex Copying with the Settings Other Than Those Displayed on the
Keys

1. Press [2 Sided/Combine].

2. Press [2 Sided/Combine].
2 Sided/Combine

(]

Off

3. Specify the original side and print side settings.
« Original Direction: Specify the orientation to place the originals.

« Original Side Setting: Specify the condition of the originals to copy (1
sided/2 sided (Page Opening Direction)).

 Print Side Setting: Select the finish from [Open to Right/Left] or [Open
to Top].
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2. Copy

[ & JLONDON OFFICE [ogsedinovoonorica ) 7 | K
2 Sided/Combine ok
Original Direction
1
= x_ — 9 : Combine Settings
Original Side Setting Print Side Setting o
@1 Sided (1 Sided 2 Originals
(O Open to Right/Left (® Open to Rioht/Left 4 Originals
(O 0pen to Top (© 0pen to Top 8 Originals

Check Status ~ [§/ k202
4. Press [OK].
3. Place the original.
page 105 "Basic Procedure for Copying Documents"
4. Press [Start].

When placing the originals on the exposure glass, press [Finish Scn] after scanning
all of the originals if necessary according to the setting contents and number of
originals.

« You can specify the margins in [Settings] ®» [Copier / Document Server Settings] »
[Edit / Stamp] » [Margin].

See "Margin", User Guide in English.
« You cannot perform Duplex Copy onto the following paper types:
 Label paper (adhesive labels)

« Envelopes

« Thick Paper 4:257-300g/m? (Approx. 140 lb. Index—110 Lb. Cover)?
« Coated paper
*1 @resion A (mainly Europe)

When using IM C2010/C2010A/C2510/C2510A, you cannot perform Duplex Copy onto
Thick Paper 2-Thick Paper 4.

*1 @Region A (mainly Asia)/ @=resien B(mainly North America and Taiwan)

When using IM C2010/C2510/C25193/GS4020c/GS4025c¢, you cannot perform Duplex
Copy onto Thick Paper 2-Thick Paper 4.

« You can change the setting contents of the two-sided copy key on the Copy screen.
See "Customize Function", User Guide in English.

« Use the [Series] function to copy the front and back sides of a two-sided original
onto one side of a sheet page by page.

See "Copying Facing Pages of a Book Type Original or Two-sided Original", User
Guide in English.
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Combining and Copying a Multi-page Original onto a Single Sheet of

Paper

You can copy multiple sheets in an original onto one side or both sides of a sheet of

paper to save paper.

1l

(2]

The arrangement of copied pages and copy ratio varies depending on the original
orientation and combined pages.

Original Orientation | Combine 2 pages

Combine 4 pages

Combine 8 pages

(A
*
| &)
iy

N
Il

' “

DZB257

o
g

Dze255%

III‘
S
Il

DZB25%

NI

DZB260

1. Press [Copy] on the Home screen.

%

Copy

2. On the Copy screen, press [1 sided>Comb 2 orig].

D%_}

1 sided->Comb 2 orig

To combine with the settings other than those displayed on the keys
1. Press [2 Sided/Combine].
2. Press [2 Sided/Combine].

2 Sided/Combine

(]

off

3. Specify about the original side, print side, and combining.

« Original Direction: Specify the orientation to place the originals.
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2. Copy

« Original Side Setting: Specify the condition of the originals to copy (1
sided/2 sided (page opening direction)).

« Print Side Setting: Specify the condition of the copied sheet (1 sided/2
sided (page opening direction)).

« Combine Settings: Specify the number of pages to combine on one side

of a sheet.
[ & JLONDON OFFICE [ogsedinovoonorica ) 7 | K
2 Sided/Combine ok
Original Direction
1
= x_i 9 : Combine Settings
Original Side Setting Print Side Setting o
@1 Sided O1Sided 2 riginals
(O Open to Right/Left (® Open to Right/Left 4 Originals
(O 0Open to Top (©Open to Top 8 Originals

Check Status ~ [§ 422

4. Press [OK].
3. Press the paper tray select key and select the paper to copy onto.

Tray 1

2. A4 @

2

4. Place an original.
page 105 "Basic Procedure for Copying Documents"

To position the right-page first and then the left page when copying an original
written longitudinally, place the original upside down in the ADF.

Example: Combining 2 Pages

Orientation Results

abh

MG
| (2] (1]
Mol G

DzB263

DzB262

5. Press [Start].

When placing the originals on the exposure glass, press [Finish Scn] after scanning
all of the originals if necessary according to the number of originals.

« The minimum copy ratio in the Combine function is 25%. For example, if you copy an
A4 (8Y/2 x 11)-size original onto A5 (5%/2 x 8'/2)-size paper with [1 sided—Comb 4
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orig], the copy ratio becomes less than 25% and parts of the image might not be
copied.

« You can configure the following settings in [Settings] ® [Copier / Document Server
Settings] P [2 Sided/Combine] ® [Combine]:

 [Copy Order in Combine]: The order of combined images

 [Separation Line in Combine]: The separation line between combined pages

See "Combine", User Guide in English.

« You can configure the following settings in [Settings] ® [Copier / Document Server
Settings] ™ [Edit/ Stamp] ® [Erase]:

« [Erase Original Shadow in Combine]: Determine whether to erase the boundary
margin around each original to maintain the margin

See "Erase", User Guide in English.
» You can change the setting contents of the Combine key on the Copy screen.

See "Customize Function", User Guide in English.

Copying onto Envelopes

To copy onto envelopes that are not usually used, set them in the bypass tray.

If you copy onto envelopes frequently, set them in the paper tray.

Copying onto Envelopes in the Bypass Tray

« The Duplex Copy function cannot be used for envelopes. If Duplex Copy is
specified, press one of the following keys to cancel the setting.

a2 | -2

1 sided->2 sided 2 sided->2 sided

1. Press [Copy] on the Home screen.

Copy

2. Set the envelope in the bypass tray with the copying side face down.
page 404 "Envelope Orientation and Recommended Status"

The "Bypass Tray Paper Settings" screen is displayed.
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2. Copy

(& ]LONDON OFFICE ( Loggedin: [LONDON OFFICE R oot |

Bypass Tray Paper Settings Cancel

Please check if the paper set matches the paper setting.
Auto Detect

" Size A4 : Horiz. .2
” \\ (297.0 x 210.0mm)
\ Type Plain Paper

T 6074 gsm (Plain Paper 1)
Print Side: Face Down

|@ Paper Orientation | Recall /Program # Change Setting

Check Status a2 <
3. Press [Change Setting].

When the paper type is set to [Envelope], the envelope size is detected
automatically. If the displayed envelope size is not the same as the actual size,
manually select the correct envelope size.

When the paper type is not set to [Envelope], manually select the type and size.
4. Select [Envelope], and then proceed to the next screen.

[ 2 |LONDON OFFICE [ Loaged i- [LONDON OFFICE] PR losout | C]

© Paper Type v © Paper Size
Select the paper type.

' Label Paper
() phin Danar O FSed Uravatanie

(== ———

® Envelope ‘ ) Coated: Matte
l 170~2209/m2 ' 25ided Unavailable
\ &“m Next

ChnaThickness

O 25ided Unavailzble © Thick Paper

() Rarvrlad Paner () _Color Paper

Check Status |7 ™®

DZC265
To change the envelope weight, press [ChngThickness] to specify the weight.

5. Check that the selected envelope size is correct, and then press [OK].
(& JLONDON OFFICE ( Logged in: [LONDON OFFICE] PN oot | (]

@ Paper Type » @ Paper Size

The following paper size is detected.
Check the paper guide fits the paper.

Auto Detected Size Custom Size

Other Possible Size

® 3’4‘0_*57162&4 )
X
Back 3Sided Unevailable

© Select from Other Sizes ~ {ustom 3ize

Check Status ~ Z/4™®

- If the selected envelope size is not the same as the actual size, select the
correct envelope size.
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« When you select [Custom Size], enter the envelope size. When the envelope is
set with the flap opened, be sure to include the width of the flap.

R —

6. Press [OK].

7. Place the original on the exposure glass.

page 404 "Envelope Orientation and Recommended Status"
8. Press [Start].

Copying onto Envelopes in the Paper Tray

« The Duplex Copy function cannot be used for envelopes. If Duplex Copy is
specified, press one of the following keys to cancel the setting.

"0y.7 [ - 2

1sided->2 sided 2 sided->2 sided

1. Set the envelopes in the paper tray.
page 404 "Envelope Orientation and Recommended Status"
You can load envelopes into Trays 2-4.
page 393 "Recommended Paper Sizes and Types"
2. Press [Copy] on the Home screen.
%

Copy

3. Press the paper tray select key on the Copy screen.

Paper Select

= Auto

BN —
CCCrC
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2. Copy

4. Select the paper tray in which the envelopes are set.

[ & ]LONDON OFFICE [ Logged in: [LONDON OFFICE] |
< Paper Select
() Auto Paper Select %
-_—
-5
S O Tray1 A4 EIE|
38 _
L i
l Thick Paper 2 170 - 220 g/m2 l
G aGED G G oG e e o
() Tray3 Ab rl=|

Check Status ~ Bu™ < 4 o]

DZC270
When you change settings for paper type or thickness, see the following section:
page 90 "Specifying Paper Type and Thickness Settings"
5. Place the original on the exposure glass.

page 404 "Envelope Orientation and Recommended Status"
6. Press [Start].
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Special Copying

Copying in Page Order or for Each Page Number

When copying two or more copies of multi-page originals, you can specify the page order
as described below. u

Sort

Copies in the order of the original.

Y

'O

=

Sl

|
®
L

=0

Stack

Groups together copies of each page in a multi-page original.

)

=

—0

le'
[ 11—

=)

Rotate Sort

Copies in the order of the original and outputs by rotating each copy set. Each copy
set is output lengthwise and breadthwise alternately to identify each set.

=0

To specify Rotate Sort, use two paper trays and set the same size and type of paper
in the trays in different orientations, vertically () and horizontally (7). When the
paper cannot be set in vertical (IJ) orientation, you cannot specify Rotate Sort.

- The optional equipment such as the internal shift tray or finisher is required to
use this function.

page 506 "Functions Requiring Optional Configurations"
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2. Copy

1. Press [Copy] on the Home screen.

Copy

2. Place the original.
page 105 "Basic Procedure for Copying Documents"
3. Press [T] or [—] under [Quantity] on the Copy screen to specify the number of copies.

Quantity

) 1)

DzC207

You can enter this using the keyboard after pressing [Quantity] or a number.

4. Press [Sort/Stack] on the Copy screen.

Sort/Stack

e
>

off

If the key is not displayed, select it from [Finishing].

If the optional equipment that can stack the copied sheets is not attached to the
machine, only [Sort] is displayed on the key.

5. Select the function to specify.

(& JLONDON OFFICE [ Logged i: [LONDON OFFICE] R Lot | C
<« Sort/Stack  Interrupt
off :2 e
® z —_
O st
X S
O stac 5
O Rotate Sort 35 @

Check Status 2% < S L © Stop
6. Press [Start].

When selecting [Sort] or [Rotate Sort] and placing an original on the exposure glass,
a single set of copies is made. After scanning all of the originals, press [Finish Scn] to
copy the rest of the sets.

- If you specify sort or stack with the finisher or internal shift tray installed, the output
sheets will be shifted by each set.

« You can change the action to perform when paper or memory runs out during sorting
under [Rotate Sort: Auto Paper Continue] or [Memory Full Auto Scan Restart].

See "Sort", User Guide in English.
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Saving Documents

Saving Documents in Document Server

You can save documents scanned by the machine in the document server.

You can also save them using the printer driver. u

See "Storing Documents to Print in the Machine", User Guide in English.

« Documents saved in the document server are deleted after three days (72 hours)
in the factory-default configuration. You can change the period until documents
are deleted or specify not to delete documents automatically in [Auto Delete File
in Document Server].

See "Changing the Storage Period of Document Server or Specifying an
Indefinite Period", User Guide in English.

1. On the Home screen, press [Document Server].

Document Server

2. Onthe document server screen, press [Save Original].

el C |

Document Server

=\ Edit Folder/File
Create New Folder

~

Save Original Print File

Auto Delete Stored File: 3 day(s) after storage
[Auto Delete File in Document Server] is active in System Settings.

Check Status R4 € oy © Stop
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3. Document Server

3. Specify the folder to save documents, the file name, and other settings.

3] «
< Save Original
~ Auto Color Density Origiiampe
“ Select . |_glJ
N ] = -
Text/Photo
ea Full Color
Original Size 2 Sided/Combine
4, Bodk & A4 [ ]
Whhita

I Folder Shared Folder User Name ‘
\ File Name DOCO009 Password '

— L L FE N r r r rrr.

Check Status 5™ L) 4 o

« Folder: Select the "Shared Folder" created in the factory default configuration or
a user folder created by a user to save the document. To select a user folder,
create it in advance. If you select a password-protected folder, enter the
password, and then press [OK].

See "Organizing Document Server Using Folders", User Guide in English.

« User Name: Specify the user name displayed as the owner of the document.
Select a user from the address book or enter the name. Depending on the user
authentication settings, [Access Privileges] is displayed. For details about
access privileges settings, see the following section:

Specifying Access Privileges for Documents Stored in Document Server

« File Name: Specify the name of the scanned document. If you do not specify the
file name, a name such as "DOC0001" or "DOC0002" is assigned automatically.

- Password: Specify the password required for printing the document. You can
specify a number of 4 to 8 digits as the password.

4. Place the original.
Place the original in the same way as in the Copy function.
page 105 "Basic Procedure for Copying Documents"
5. Specify the scanning conditions such as original size or color mode.
6. Press [Start].

« When you place the original on the exposure glass, press [Finish Scn] after
scanning all originals to save document.

« When you place an original on the one-pass duplex scanning ADF and select a
paper tray manually, if the orientation or size of the original and the selected
tray are different, a warning screen may be displayed after you press [Start].
Select or change the setting by following the instructions on the screen.

« When you scan a document whose size is not detected automatically, the scanned
document may be saved with a size that differs from the original.

« You can specify whether to allow other users to read or edit the saved document.



Saving Documents

See "Specifying Access Privileges for Documents Saved in Document Server", User
Guide in English.

To prevent documents from being deleted automatically, set [Auto Delete File in
Document Server] to [Off], and then save the documents.

Even if you change the settings to [Specify Days] or [Specify Hours] after documents
have been saved with [Auto Delete File in Document Server] set to [Off], the
documents will not be deleted automatically. Only the documents saved after a
setting change are deleted automatically.

See "Changing the Storage Period of Document Server or Specifying an Indefinite
Period", User Guide in English.
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Printing Documents

Printing Documents in Document Server

You can print the documents saved in the document server with the same settings, paper
size, color mode, and other settings specified when the documents were scanned. You
can also change the print settings or specify a page to print.

u
« You can also use Web Image Monitor to print a document in the document server.

See "Accessing Documents in Document Server from a Web Browser", User Guide in
English.

Printing a Document with the Settings Specified When Scanned

« When printing two or more documents at a time, the print settings specified for
the first document are applied to all the remaining documents.

- Some of the selected documents may not be printed due to the difference in the
size or resolution.

1. On the Home screen, press [Document Server].

Document Server

2. On the document server screen, press [Print File].

] ¢ |
Document Server

= Edit Folder/File
Create New Folder

~

Save Original Print File

Auto Delete Stored File: 3 day(s) after storage
[Auto Delete File in Document Server] is active in System Settings.

Check Status  H%® < “ © Stop
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Printing Documents

3. Se

’--s

4. Se

lect a folder.

Print File

Q Search Folder

————

Back to Menu

o - -

Shared Folder 1
New Folder 001 Created Date/Time |
001 17 May. 20:42 I
New Folder 002 Created Date/Time
002 01 Jun. 19:59 I
New Folder 003 Created Date/Time

& 003 01Jun. 20:05 '

‘-—-—----—-—-,

01 Jun 2021
20: 06

Check Status

DODXPA5324

« Press [Search Folder] to search for a folder by folder name or number.

« If you select a password-protected folder, enter the password, and then press

[OK].

lect the document to print.

[4

1
1
i
1
\

BacktoMenu  Print File Q Search File
%  DOCO004 Date/Time Delete Date Page ‘
3 Jan. 13 04:06PM Jan.16 2
& DOC0OO3 Date/Tme Delete Date Page |
3 Jan. 13 04:03PM Jan. 16 I
% D0C0002 Date/Time Delete Date Page
E Jan.13 04:02PM Jan. 16 3 |
%  DOCO0O1 Date/Time Delete Date Page
3 Jan.13 09:21 AM Jan. 16 ,

ﬁ------------,

Check Status

4% Reset

Jan. 13 2023 (3
04 07PM

» Press [Search File] to search for a document by document name or user name.

 If the document is password protected, enter the password and press [OK].

« To print two or more copies, press [Quantity], and then enter the quantity using

the number keys.

« To print multiple documents at once, select the documents to print in the
printing order. You can select up to 30 documents.
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3. Document Server

« When you select [Printing Order] in the menu to the right of the folder name
after selecting multiple documents, the selected documents are displayed in
the order they are print.

[7 ¢
BacktoMeru  Print File Q  Searchfile
& Shared Folder DateTime  v| 4= | | m@& i Preview/Details
% DOC0003 Date; Date/Time  ste Date Page ) )
as 26 D¢ Jec. 3 Print Settings
User Name
9$ DOCO002 Date te Date Page  Order
L Fy L . 1 i

- == .- Quantity :
v %  DOCO0O1
' a

D ) \ + Daf
3 I prining0rder o 2 1 Selecedfie . 2
- - - Pages : 2

Check Status X% <

» Press [Selected File:] to display only the documents that you have selected.

» Press W/E to change the type of display to thumbnails or a list.
5. Press [Start].

» To stop printing, press the [Stop], and then press [Cancel Printing].

« You can change the number of sets during printing. This function can be used only
when the Sort function is selected in the printing conditions. To change the quantity
while printing is in progress, press [Stop], enter the quantity, and then press
[Resume Printing]. The quantity you can enter differs depending on when you press
[Stop].

Printing a Document with Settings Changed

« When you select two or more documents to change the print settings, the first
document keeps the changed contents after printing. The second document and
later documents do not keep the changed contents and instead keep the settings
of when they were saved.

1. On the Home screen, press [Document Server].

Document Server
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Printing Documents

2. On the document server screen, press [Print File].

3. Select a folder.

sokioers Prnt File
’ I I S B S S B B S S .- \
I Shared Folder 1
New Folder 001 Created Date/Time |
| 17 May, 20:42 I
| New Folder 002 Created Date/Time
i 002 01 Jun. 19:59 |

New Folder 003 Created Date/Time
\ a 003 01 Jun. 20:05
~ I N N N N T T T B e . .- ,

Check Status 2™

DODXPA5324
« Press [Search Folder] to search for a folder by folder name or number.

« If you select a password-protected folder, enter the password, and then press
[OK].

4. Select the document to print, and then press [Print Settings].
« Press [Search File] to search for a document by document name or user name.
« If the document is password protected, enter the password and press [OK].

- To print two or more copies, press [Quantity], and then enter the quantity using
the number keys.

5. Change the print settings.

2] ¢
& Print Settings
Paper Select Quantity ‘ Preview/Details ‘
= B
18« Auto 1 Y-
+
Print Specified Page 2 Sided Book
Not Set l’ i_l

Selected File: 1
Off Not Set Pages . 1

I Finishing | Edit/Stamp | @

Check Status |3%*2 < A~ o ) Stop

- When specifying Sort/Rotate Sort, you can make a set of prints as a test and
print the rest by pressing [Preview/Details] ® [Sample Copy].

e Press < toreturntothe screen for selecting documents.
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6. Press [Start].

Specifying a Page to Print

1. On the Home screen, press [Document Server].

Document Server

2. Onthe document server screen, press [Print File].

3. Select a folder.

gacktoMeru  Print File Q SearchFolder 4 Reset |
o Il I I INN I I BN BN B S - \
I Shared Folder 1
New Folder 001 Created Date/Time |
I 001 17 May. 20:42 I
| New Folder 002 Created Date/Time
002 01 Jun. 19:59 I
I New Folder 003 Created Date/Time
\ a 003 01 Jun. 20:05 ,
ﬁ I N N N N N T T S e . - ,

Check Status & Xn?

DODXPA5324
« Press [Search Folder] to search for a folder by folder name or number.

- If you select a password-protected folder, enter the password, and then press
[OK].

4. Select the document to print, and then press [Print Settings].
» Press [Search File] to search for a document by document name or user name.
 If the document is password protected, enter the password and press [OK].

« To print two or more copies, press [Quantity], and then enter the quantity using
the number keys.

5. Press [Print Specified Page].

e ¢
< Print Settings
Paper Select Quantity Preview/Details
1 ®
28 '+ AUtO 1 PO
-—— +
I Print Seecified Page ‘ 2 Sided Book
Not Set
| I v ] SelectedFle . 1
\ ’ Off Not Set Pages - 1

L L L
risiing ‘

Edit/Stamp I

Check Status | &%*2



Printing Documents

6. Specify the page to print.
« Specify Page: Enter the page to print.

- Specify Range: Enter the page printing starts in "Start Page" and the page
printing ends in "End Page".

« Select Tray: Select a paper tray to use for printing.
7. Press [Start].

« In Print Specified Page, print settings other than the paper tray are automatically
canceled. u
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Fax Transmission

Basic Procedure for Transmitting Faxes

The machine scans an original to transmit it by fax into the machine's memory before
establishing a communication with the destination (Memory Transmission).

You can also transmit a fax while confirming the status of the fax destination.

See "Sending a Fax While Scanning the Original", User Guide in English.

You can specify a destination easily by registering the destination in the address book. u
page 93 "Registering/Changing/Deleting Fax Numbers in the Address Book"

- Itis recommended that you call the receivers and confirm with them when
sending important documents.

1. Press [Fax] on the Home screen.

2. Check that [Fax] and [Memory Transmission] are displayed on the fax screen.

——— - —
" I Fax M Check R File | Job Status/Stop
NN EEE N N S S . . |. .
e Specify destinations) ~ ===,
2N On Hook ‘ Memory Transmission
% - - .-
S| Frea AB (D EF | GH LK LMN OPQ|RST UVW XVZ At Same Size
% [ ABCD COMPANY I BEVING OFFICE 15idedOrig. L
g 00001 63 Auto 00008 63 Auto —_—
=/ 1= BERLIN OFFICE I Branch_01 Settings
00003 63 Auto 00012
i Branch_02 I HONG KONG OFFICE Memon.  97%
00013 00on 63 Auto
I KYOTO OFFICE Iga LONDON OFFICE
00007 63 Auto (00004
I LOS ANGELES I NEW YORK OFFICE

Check Status %™ © A

Press an item on the fax screen to select [Memory Transmission] if [Immed.
Transmission] is selected.

3. Place the original in the ADF or on the exposure glass.
See "Setting an Original to Send by Fax on the Scanner", User Guide in English.
4. Press [Settings], and then specify the scan settings.

See "Sending a Fax at the Image Quality Suitable for the Original", User Guide in
English.
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5. Specify the destination.

[z «
IF-; Il I I N I - -ﬂ“:nvﬁ _'ﬁatu—ﬂstﬂp —.
| l . Preview
1 + Specify destination(s) .
A On Hook Memory Transmission |
I I Standard =
I Fn:q AB (D EF  GH 1K LMN OPQ RST UVW XYZ I Auta: Same Siza
I ABCD COMPANY I BELING OFFICE 1Sided Orie. b
I 00001 63 Auto 00008 63 Auto l —_—
R I Iea BERLIN OFFICE I Branch_01 I Settings
00003 G3 Auto 00012 R ——
Iég Branch_02 I HONG KONG OFFICE Memory. 87
[ 00013 00011 TV |
Iea KYOTO OFFICE I'ema LONDON OFFICE
I 00007 63 Auto 00004 63 Auto
\ (B LOSANGEES | re NEWYORKOFRKE ,

k_-----------

« To enter the fax number manually, select the destination from the destination
history, or search for the destination in the machine address book and

registered LDAP server, press , and specify the destination. You can also

enter the fax number manually by pressing .

J 7] [§
,;-_ — o \Checka File | Job Status/Stop
I £ Enter with Number Keys ‘ . Preview
i (® Select from History I On Hook Memory Transmission
o . Standard =]
Specify by Reg. No.
| frea 78 o v Auto: Same Size
f ABCD(Q Q Seachiddressbook e I FicE 150ed0ris. L
N 00001 63 Auto _
pE TR B R ’_U] Settinas
ti Banch (] AUESABESSBK 6 o -
I'E%?OSFO B Remaining Memory Info _JON OFFICE 54
00007 G Auto 00004 63 Auto
I LOS ANGELES I NEW YORK OFFICE

Check Status 557" <

You can select only the destination entered using the numeric keypad from the

history.
« To specify the destination again, press ®.
(= C
v Check RXFile | Job Status/Stop | [Z2NLCL
+ ] | 113556?;‘39 N I Preview
— KYOTO OFFICE I — -
I& 13056789 Memory Transmission |
‘ - . J Standard =
freq  AB | CD | EF | GH | LK |LMN OPQ RST UVW) xte T ——
- 1@ ABCD COMPANY I BELING OFFICE 1Sided O
00001 (3 Auto 00008 03 Auto —_—
d1 BERLIN OFFICE gy 1 BENCO1 et >
3 0omz2 .
I Branch_02 T2 HONG KONG OFFICE M 7%
00013 0001 3 Auto
I KYOTO OFFICE I LONDON OFFICE
00007 63 Auto 00004 63 Auto
I LOS ANGELES | I NEW YORK OFFICE

Check Status  54%2 <
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« If you want to change the registered contents of the specified destination or

register a new destination, press p and then select [Add/Edit Address Book]
to change or newly register the destination on the address book screen.

page 93 "Registering/Changing/Deleting Fax Numbers in the Address Book"

? | [
b Fo \ v CheckRXFlle | JobStatus/stor | Z2NMET 0N
e) I L l 1 Enter with Number Keys " Preview
g I Al I Select from History On Hook Memory Transmission
w . Standard Ed
%’ . ﬂe“ "T 4 SeecybrRes o [/ RST [ UVW | Xvz Auto: Same Size
vf- [ f‘BqC,D cc{ Q, Search Address Book NG OFFICE - 1Sided Oria. Ok
=] 00001 0
}- I BERL' om = mm mm mm = my ] Settings
00003
+ i 4 M C 9T
I Branc l | ] Add/Edit Address Book ’J NG OFFICE emory
0003 dagy o mm mmm mmm 63 Aut
I KYOTO u_— »UN OFFICE
00007 3 Auto 00004 63 Auto
I LOS ANGELES & NEW YORK OFFICE

CheckStatus 152 © @& &

When you select [Add/Edit Address Book], the settings you have made will be
reset. Close the address book screen, and then specify the destination again on
the fax screen.

6. On the [Settings] screen, specify [Sender] as necessary.

« You can select a sender from the users for which the [Use as Sender] check box
was selected when they were being registered to the address book.

See "Registering/Changing/Deleting E-mail Addresses in the Address Book",
User Guide in English.

« When a login user is operating the machine, the login user becomes the sender.
« Toreceive a transmission result by e-mail, select [Notification of Result].

e To print the sender's name on the page received at the destination, select
[Stamp Sender Name].

7. Press [Start].

After scanning the originals, you can check and operate the originals waiting to be
sent that are stored in the memory until the transmission is complete.

See "Confirming and Handling a Document in the Fax Queue", User Guide in English.

Press [Job Status/Stop] ® [Transmission Result] to confirm if the fax document
was sent correctly.

page 143 "Confirming the Transmission Result on the Fax Screen"

- If the telephone line you are connected to requires time to connect to the public line
after you dial the external number, enter a [Pause] after entering the number to
specify the time to wait before dialing the number. The machine pauses for about
two seconds for each single [Pause] entered.
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« To use tone-dialing in a pulse-dialing environment, press [Tone]. A tone signal is
generated for every number you enter afterward.

 You can perform immediate transmission only when the total number of
destinations specified for all documents exceeds the maximum value.

« The communication that has been initiated first is displayed on the screen when
performing three simultaneous communications.

« When searching for a destination in the machine address book and registered LDAP
server, if the search takes too long, you can press [Cancel] to stop the search. Also, if
there are too many search results to find the desired destination, you can change the
search character string and search again by pressing the character input field on the
search result display screen.
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Fax Transmission (Application)

Confirming the Scanned Image Before Sending a Fax

You can display the preview of the scanned document on the display of the machine to
check if it is scanned as specified.

This function cannot be used when sending a fax while using any of the following:
« Immediate Transmission
e On-hook dialing
e Manual dialing

See "Speaking with a Person at the Destination Before Sending a Fax (Manual
Dialing)", User Guide in English.

To display the preview in the correct orientation, specify [Original Orientation] in
[Settings] correctly.

1. Press [Fax] on the Home screen.

2. Place the original in the Auto Document Feeder (ADF) or on the exposure glass.
See "Setting an Original to Send by Fax on the Scanner", User Guide in English.

3. On the fax screen, press [Settings] P [Original Orientation] to specify the orientation of the
original, and then press [Preview].

(7]
€ Original Orientation | CheckRXFile | JobStatus/Stop |
Select the original's orientation. \ W Preview \
Using Auto Document Feeder Using Exposure Glass
(® Readable Direction (© 90 Degrees Counterclockwise
|
i \
Check Status  [a™ € oy ] © Stop

4. Configure the scan settings.

See "Sending a Fax at the Image Quality Suitable for the Original", User Guide in
English.
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5. Specify the destination on the fax screen, and then press [Start].
6. Check the preview.

[ Processing...

\ Cancel ‘

Check Status 5™ & ®  Stop
" « Flick the image left or right to switch between the pages.

« Pinchin or out on the image to zoom in or out.
7. Press [Transmit].

To cancel transmission and perform the procedure from scanning the original again,
press [Cancel].
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Confirmation of the Transmission
Information

Viewing the Transmission Result of Sent Faxes

You can check the result of a fax transmission on the fax screen, in various reports, or on
the screen of a computer.

The following reports are printed according to the transmission result or the settings:
« Communication Result Report: The result of Memory Transmission is printed.
- Immediate TX Result Report: The result of Immediate Transmission is printed.

« Communication Failure Report: This report is printed when a fax could not be sent to
all specified destinations by Memory Transmission.

 Error Report: This report is printed when sending a fax by Immediate Transmission
failed.

e Memory Storage Report: This report is printed when the document to send by
Memory Transmission is stored in the memory.

« The fax transmission results can also be confirmed in Records.
See "Viewing the History of Sent and Received Faxes", User Guide in English.

« Specify [Notification of Results] when sending a fax to receive the transmission
result by e-mail.

page 146 "Checking by E-mail"

Confirming the Transmission Result on the Fax Screen

Press [Job Status/Stop] ® [Transmission Result] on the fax screen to view the
information.

1. Press [Fax] on the Home screen.
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2. Press [Job Status/Stop] on the fax screen.

' | -‘\ t
I Fax v Check RXFile = | JobStatus/Stop | [N
k N . - J
1 Preview
Ci + Specify destination(s) .
g & On Hook Memory Transmission
% Standard =
g Freq. AB (D EF  GH 1K 'LMN OPQ RST UVW XYZ Auto: Same Size
% Ima ABCD COMPANY I BEIJING OFFICE 1Sided Orig. 2
g 00001 63 Auto 00008 63 Auto
_ @ BERLIN OFFICE Iz Branch_01 Settings
00003 Auto 00012 .
I Branch_02 i HONG KONG OFFICE -
00013 00011 63 Auto
I KYOTO OFFICE I LONDON OFFICE
00007 3 Auto 00004
(7] VLQSVANGELES i a NE}A{YORK OFFICE o
Check Status )3 © A [ @  Stop
3. Press [Transmission Result], and select the transmission result to display.
(2] ¢
& Transmission File Status
Display All
Display all transmission file status.
Display per User
Display the transmission file status specified by the user.
Display Specified Period
Display the transmission file status specified by the period.
Check Status 7™ © A © Stop

- Display All
Displays the transmission results from among the total number of both
transmission and reception results, which cannot exceed 1,000.
 Display per User

Press this to display the result of transmissions performed by a specific user.
Select the user to display the results and press [Display].

- Display Specified Period
Press this to display the result of transmissions performed in the specified

period. Specify the period by entering the start and end dates or selecting from
the calendar displayed on the screen, and press [Display].

4. Check the transmission results and press [Exit].

« "--LAN-Fax -->"is shown as the result of transmission to the machine when you
send a fax from your computer. For the result of transmission to the destination,
refer to the transmission result of the same document number.

« The destination may be displayed as "*" depending on the security settings.

- Inafield for an e-mail that was encrypted and distributed or forwarded, the
encryption icon (@) is displayed.

144



Confirmation of the Transmission Information

e Todisplay the result of the transmission that is completed while displaying the
transmission results, close the transmission result screen and open it again.

« You cannot confirm or change an outgoing document in LAN-Fax, document waiting,
or document whose status is "Trnsmtg.".

Checking the Result in Communication Result Report

When [Print] is selected in "Communication Result" under [Fax Settings] ® [Others] ™
[Report Output Settings] ® [Report Auto Print Settings], the report is printed every time
you send a document by Memory Transmission.

See "Others (Fax Settings)", User Guide in English. u

Checking the Result in Immediate TX Result Report

When [Print] is selected in "Immediate Transmission Result" under [Fax Settings] »
[Others] ® [Report Output Settings] ® [Report Auto Print Settings], the report is
printed every time you send a document by Immediate Transmission.

See "Others (Fax Settings)", User Guide in English.

- If the page was sent successfully, the Page column gives the total number of pages
sent successfully.

Checking the Result in Communication Failure Report

When [Do not Print] is selected in "Communication Result" under [Fax Settings] ™
[Others] P [Report Output Settings] ® [Report Auto Print Settings], this report is
printed if the fax could not be sent to all specified destinations by Memory Transmission.

See "Others (Fax Settings)", User Guide in English.

Checking the Result in Error Report

This report is printed in the following cases:

« When [Do not Print] is selected in "Immediate Transmission Result" under [Fax
Settings] ® [Others] ® [Report Output Settings] ® [Report Auto Print Settings]
and an error has occurred during Immediate Transmission.

« When an error has occurred while receiving a document or an e-mail.
An error report is not printed if the error occurs while receiving an SEP code.
See "Others (Fax Settings)", User Guide in English.
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Viewing Memory Storage Report

This report is printed when [Print] is selected in "Memory Storage Report" under [Fax
Settings] » [Others] ® [Report Output Settings] ® [Report Auto Print Settings] and a
document to be sent by Memory Transmission is stored in the memory.

See "Others (Fax Settings)", User Guide in English.

« Even if the machine is set up not to print this report, it is still printed if an original
could not be stored.

 Itis not printed when you are using Parallel Memory Transmission.

m Checking by E-mail

You can check the fax transmission result on your computer by sending an e-mail to the
sender or the e-mail address specified when sending the fax. The image of the original
sent by fax, along with the destination, date and time, and transmission result is included
in the e-mail.

- To view the report without text disruption, select a font of even character width in
your e-mail application's settings.

1. Press [Fax] on the Home screen.

2. Place the original in the Auto Document Feeder (ADF) or on the exposure glass.

See "Setting an Original to Send by Fax on the Scanner", User Guide in English.

3. To send a notification e-mail to the sender, press [Settings] ® [Sender], and then specify
the sender.

« You can select a sender from the users for which the [Use as Sender] check box
was selected when they were being registered to the address book.

See "Registering/Changing/Deleting E-mail Addresses in the Address Book",
User Guide in English.

- When a login user is operating the machine, the login user becomes the sender.
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4. Select the [Notification of Result] check box, and then press [OK].

? | (8
Sender Cancel “
Freq. AB ' (D ' EF GH 1)K LMN OPQ RST UVW XYZ lﬁsgggrﬂflm
&%(.ED COMPANY BEIJING OFFICE ABCD COMPANY
1 00008
BERLIN OFFICE HONG KONG OFFICE o
00003 00011 I noification of Result
KYOTO OFFICE LONDON OFFICE .
00007 00004 L
LOS ANGELES NEW YORK QFFICE i e e
00006 00005
[C:)OSUﬁKA OFFICE [%ID.?\DNGHA\ OFFICE Specily by Rea. Na

YOKOHAMA OFFICE
00002 Q, Search Address Book

Check Status 2% 2

5. To send a notification e-mail to a destination other than the sender, press [Notification of
Result] on the [Settings] screen, and then specify the destination of the e-mail.

. J=) C

Notification of Results Cancel |

Frea. AB | (D | EF | GH | 1K LMN OPQ RST UVW XYZ Selected Destination:

ABCD COMPANY BEIJING OFFICE

00001 00008

BERLIN OFFICE Branch_01 4

00003 00012

Branch_02 4 HONG KONG OFFICE

00013 00011

KYOTO OFFICE LONDON OFFICE

00007 00004

%90%6ANGELES yoEo\Sé YORK OFFICE Specify by Rea. No.

0SAKA OFFICE SHANGHAI OFFICE

00014 00010 Q, Search Address Book

YOKOHAMA OFFICE —_—

00002

Check Status (422 “~ [ © Stop

6. Configure the scan settings.

See "Sending a Fax at the Image Quality Suitable for the Original", User Guide in
English.

7. After configuring the send settings, specify the destination on the fax screen, and send the
fax.

page 137 "Basic Procedure for Transmitting Faxes"
See "Basic Procedure for Sending Internet Faxes", User Guide in English.
See "Basic Procedure for Sending IP-Faxes", User Guide in English.
« The file type for notification of e-mail transmission results can be selected from

[TIFF], [PDF], or [PDF/A] in [Fax Settings] ™ [Detailed Initial Settings] ® [Email
Transmission Results Settings] ® [File Format of Transmission Results Email].

Confirming the Transmission Result in Web Image Monitor

In Web Image Monitor, you can view up to 200 of the latest total results of the
transmission and reception history.
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1. Log in to Web Image Monitor as the machine administrator.

When administrators with custom privileges are registered, an administrator with
privileges to operate jobs can also log in to the machine and change settings.

See "Logging in to Web Image Monitor", User Guide in English.
2. From the "Status/Information" menu, click [Job].
3. Click [Transmission] under [Fax History].
4. Confirm the transmission history.
« Click (@, the Details icon to view the details.

« To save the history as a list to a file in the CSV format, click [Download
Transmission List].

" 5. Click [Logout] and then close the Web browser.
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Basic Printing

Basic Procedure for Printing Documents

Specify the printer driver and configure the Document Size, Paper Type, and other
settings to print a document.

To print a document on the computer, you must install the printer driver on the
computer.

Selecting the Printer Driver Installation Method

L. ¢ Important

- Duplex printing is selected as the default setting. If you want to print on only
one side, select [Off] for the two-sided printing setting.

- If you send a print job via USB while the machine is in Sleep mode, an error
message may appear after the print job is completed. In this case, check
whether the document was printed.

- If you set [On] for [Prohibit Printing PS/PDF], you cannot print a data that is
PS/PDF format.

See "Data Management/Maintenance", User Guide in English.

Printing a Document in Windows

1. Open a document to print on the computer, and display the setting screen of the printer
driver from the print menu in the application.
The procedure to display a document varies depending on the applications.

For example in Microsoft Word/Excel, click [Print] on the [File] menu, select the
device to use, and then click [Printer Properties].
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Print
Printer
< your printer name
Read}' SN GED TED Ty

‘ Printer Properties )

E---

Settings

”—E—_' Print All Pages
E -

The whole thing

DZCA420

2. Specify the Document Size, Paper Type, Input Tray, and other settings.

You can configure the basic settings just by using the [Basic] tab.

= your printer name Printing Preferences X
One Click Presets Basic  Input/Output Finishing Layout/Edit Text/Watermark Cover/Chapter Image Quality Others
Current Setting O N N N EE EE N BN BN BN B Em B B Em
I Job Type: I
I ‘Ncrmal Print ‘ Modify User Code Setting... I
1 Document Size: Copies:(1 to 999) 1
I etergsmx) - 1 2 1
| Orientation 1
Same as Original Size v
I 2 c @ Portrait I
1 = (O Landscape 1
I Custom Paper Size... I
I Input Tray: Paper Type: I
' @ |Auto Tray Select v ® |Plain & Recydled ~
Document Size: == m = -——---———J
Letter (8.5 x 11")
8 Color Mode: 2 sided:
Print On: I
Same as Original Size @6 Color i ‘E],EEI Long Edge Bind: Left/Top ~
Reduce/Enlarge: l
Fit to Paper Size - -
Layout: Booklet
L or W ol e
Register Current Settings...
Confirm Tray Settings
Settings Summary Reset Al Settings Reset Settings in This Tab
oK Cancel Apply Help

« Job Type: Select [Normal Print] to execute printing immediately.

You can make a partial print as a test and proceed to print the rest of the
document (Sample Print).

See "Making a Partial Print as a Test and Printing the Rest of the Document”,
User Guide in English.

You can store documents in the machine (Locked Print, Hold Print, or Stored
Print).

See "Storing Documents to Print in the Machine", User Guide in English.
« Document Size: Select the size of the document to print.

 Print On: Select the size of the paper to print on.



Basic Printing

« Copies: Enter the print quantity.

« Orientation: Specify the orientation of the document. Select Portrait or
Landscape.

« Input Tray: Select the tray loaded with the paper to use. When you select [Auto
Tray Select], a suitable paper tray is selected automatically according to the
specified [Print On] and [Paper Typel].

« If you do not want to use particular trays when [Auto Tray Select] is
specified, set the machine so it does not automatically select those trays.

« To prevent the machine from selecting other trays automatically, disable
auto tray switching.

See "Tray/Paper Settings", User Guide in English.
« Paper Type: Select the type of paper to use.
« Color Mode: Select the print color.

You can print in universal color by using the following settings:

 [Image Quality] tab ™ [Barrier-free Color Management:] » [On]

You can configure some advanced settings using the [Input/Output] to [Image
Quality] tabs.

#9 your printer name Prrnertice X
o

one clck presets 8 | mpuoutput Finishing Layout/Edit Text/Watermark Cover/Chapter Image Qualty _ iers
D e ———
Input Tray Paper Type:
@ |Auto Tray Select ~| ® Plain & Recycled ~

Current Setting

e Output Tray: Letterhead Setting:
| @ |Printer Default v Printer Default ~

[[JRotate by 180 Degrees [] Apply [Letterhead Setting] to 1 sided print

= ["JDo not Print Blank Pages []Reverse Order Printing

Document Size:
Letter (8.5" x 11")
int On:

Register Current Setings...
Confirm Tray Settings

Settings Summary Reset All Settings Reset Settings in This Tab

cancel Help

DODXDA5608

The caution icon (@) indicates that there are disabled items. Click the icon to check
the cause.

To set each function in details, click the detail settings button ().
3. After completing the configuration, click [OK] to print.

» On the [Devices and Printers] screen, right-click the printer icon of the machine, and
then click [Printing preferences] to change the default values of the printer settings.
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« When "Staple" or "Punch" is disabled on the setting screen, check that the option
configuration of the machine is specified correctly.

Specifying the Option Configuration or Paper Settings Manually

« When you use the driver distributed from the print server, [Standard settings]
specified in the print server are displayed as the default.

Printing a Document in macOS

In the following example procedure, macOS 12.2 is used. The procedure may vary for
different versions.

1. Open a document to print on the computer, and click [Print] on the [File] menu.
2. Select the printer you use from [Printer:].

3. Specify Paper Size, Orientation, and other settings.

10f1 Printer:  your printer name a

Pracate: | ast llsad Settings
—————— 1
| Copies: |1 S Two-Sided
_____ /J
Pages: O All
From: 1 to: 1
ST EE IE I I S BN S B EE B B B \
| PaperSize: A4 210 by 297 mm I
I Orientation: © +[ Portrait 09 Landscape J
N oo o
Print header and footer
Rewrap contents to fit page
? Hide Details POF @ Cancel

« Copies: Enter the print quantity.
« Paper Size: Select the size of the document to print.

» Orientation: Specify the orientation of the document. Select [Portrait] or
[Landscape].
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4. Select a category from the pop-up menu, and then specify the paper tray and paper type.

r

1of1 Printer: = your printer name )

Presets:  Last Used Settings (<]
Copies: |1 = Two-Sided
Pages: O All
From: 1 to: 1
Paper Size: A4 210 by 297 mm
Orientation: © +(&] Portrait b Landscape

Vo

Layout
Color Matching
-—— g

l Paper Feed ‘

f

? Hide Details PDF

- —
—— iy,

Job Log
== wmm & ad Copy Prevention

Color Balance Details

Background Numbering

Adjust Image Position
—————

Printer Features
Vo o o

Supply Levels

Paper Feed

e All Pages From: Select the tray loaded with the paper to use. When you
select [Auto Select], a suitable paper tray is selected automatically
according to the specified paper size and paper type.

When the paper of the specified size is not loaded on the machine, printing
is performed following the settings of the machine.

Job Log

« Job Type: Select [Normal Print] to execute printing immediately.

You can make a partial print as a test and proceed to print the rest of the
document (Sample Print).

See "Making a Partial Print as a Test and Printing the Rest of the Document
", User Guide in English.

You can store documents in the machine (Locked Print, Hold Print, or
Stored Print).

See "Storing Documents to Print in the Machine", User Guide in English.

Printer Features
Select a category in "Feature Sets", and then specify the setting items.
- Basic
« Color Mode: Select the print color.
« Paper

- Paper Type: Select the type of paper to use.

153



5. Printer

5. After completing the configuration, click [Print] to print.

Printing on Both Sides of Paper

Specify 2-sided Print in the printer driver.

Specifying 2-sided Print (Windows)

Specify 2-sided Print on the [Basic] tab.

1. Open a document to print on the computer, and display the setting screen of the printer

driver from the print menu in the application.
2. Specify Document Size, Paper Type, Orientation and others.

page 149 "Basic Procedure for Printing Documents"

“ 3. In [2 sided:] on the [Basic] tab, specify the binding side of and way to open the paper.

Orientation of the original and opening type

Orientation Long Edge Bind: Short Edge Bind:
Left/Top Top/Left
Portrait
Landscape %

4. After completing the configuration, click [OK] to print.

Specifying 2-sided Print (macOS)

Specify 2-sided Print on the [Layout] menu.

1. Open a document to print on the computer, and display the setting screen of the printer

driver from the print menu in the application.

2. Specify Paper Size, Orientation, Paper Type, and other settings.

page 149 "Basic Procedure for Printing Documents"
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Basic Printing

3. Select the [Two-Sided] check box, and then select [Layout] to specify the binding side and
opening type of the paper.

Orientation of the original and opening type

Long edge Short edge

RR R

DZca44z

4. After completing the configuration, click [Print] to print.

Combining and Printing Multiple Pages on a Single Sheet of Paper

You can print multiple pages on a single sheet at a reduced size (Combine 2 Originals).

For example, you can reduce an original of A4 size to A5 size and print two pages on an
A4 sheet. You can use the 2 Sided Print and Combine 2 Originals functions at the same
time to economize on paper.

You can print up to 16 pages on a single sheet and specify the order to arrange the pages
on the sheet.

2

L W T

DZB253

Specifying the Combine 2 Originals Function (Windows)

Specify the Combine 2 Originals function on the [Basic] tab.

1. Open a document to print on the computer, and display the setting screen of the printer
driver from the print menu in the application.

2. Specify Document Size, Paper Type, Orientation and other settings.
page 149 "Basic Procedure for Printing Documents"
3. In[Layout:] on the [Basic] tab, specify the number of pages to combine.
Click the detail settings button of [Layout:] to do the following settings:
- Page Order: Select the order of the pages.
« Draw Frame Border: Select the check box to draw a line between pages.
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4. After completing the configuration, click [OK] to print.

When printing from an application that supports the same function as the machine, do
not set the function in the application. If the setting in the application is enabled, the
print result may not be as intended.

Specifying the Combine 2 Originals Function (macOS)

Specify the Combine 2 Originals function on the [Layout] menu.

1. Open a document to print on the computer, and display the setting screen of the printer
driver from the print menu in the application.

2. Specify Paper Size, Orientation, Paper Type, and other settings.
page 149 "Basic Procedure for Printing Documents"

3. Select [Layout], and then specify the number of pages to combine and the order of the
pages.

Configure the following settings:
« Pages per Sheet: Select the number of pages to combine.
- Layout Direction: Select the order of the pages.
- Border: Select a type of border line to draw between the pages.

4. After completing the configuration, click [Print] to print.

Printing on Envelopes

Load envelopes in the bypass tray or paper tray.
Load envelopes in the machine and change the Tray Paper Settings in the Control Panel.

Printing on Envelopes Loaded on the Bypass Tray

1. Load an envelope in the Bypass Tray.

Types and orientations of envelopes Bypass Tray

Side-opening envelopesly

Flap: open
Bottom side of the envelope: left

Printing surface: lower side




Basic Printing

Types and orientations of envelopes Bypass Tray

Side-opening envelopesD*1 Q
— <=

DZB936

Flap: close

Bottom side of the envelope: back

Printing surface: lower side

170 print in landscape orientation, specify [Rotate by 180 Degrees] in step 11.

2. Onthe Home screen, press [Settings].

Settings u

3. On the Settings screen, press [Tray/Paper Settings].

| & |Machine Administrator Logged in: Machine Administrator J 7
Settings Q Search All
& Copier / Document m-  Change Language
Server Settings c Lanouage
System Settinas
Fax Settings i Inquiry
Vi onn a Printer Settings ¥ Maintenance
‘- L8 B N N _§ | ‘
l DTrawPaperSenings l Scanner Settings Counter

\ B B B N N B |
s When Installing

4. Press [Paper Size/Paper Type].

5. Press [Bypass Tray] ® [Paper Size: Printer], and then select the size of the envelopes.
(& JMachine Administrator (Logedin: Machine Admimistrator )7 | el KO

Paper Size: Printer Cancel

@® C5Ev O ey
O CoEnv O CoEnv
O DLEw O DLEnv
O 12x18 O nx1
O 1x1s O 10x14
O 8kxl4 O 8hx13%

25 May 2021
5.6 52 @

- If the size of the loaded envelope is not included in the list, select [Custom] and
enter the value.
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5. Printer

6. Press [OK].
7. Press [Paper Type/Thickness], and then select [Envelope] from "Paper Type".

Also, select the thickness of the loaded envelopes from "Paper Thickness".
[ & JMachine Administrator [ Logged in: Machine Administrator R losout [ ]

Paper Type/Thickness Cancel “

Paper Type Paper Thickness

() Special Paper 1

) 82-10595m
(O Special Paper 2 O widde Trico

) 106169 gsm
© Specil Parer 3 ® (e Paer 1)

170-2209sm
(® Envelope O ickpaver 2

] 221-25695m
(O Coated Paer: Matte @) (Thick Paper 3)

. 257 -3009sm
() Coated Parer: Glossy O (Thick Paper 4

17 Sep. 2019
18:13

Press [OK] twice.

8.
" 9. After completing the configuration, press [Home] (7).

10. Open a document to print in the computer, and display the setting screen of the printer
driver from the print menu application.

11. Specify the paper size and paper type.

Windows
8 your printer name Properties x
One Click Presets Basic  Input/Output Finishing Layout/Edit Text/Watermark Cover/Chapter Image Quality Others
Current Setting
Job Type:
‘ Normal Print ‘ Modify User Code Setting...
P o -
1 Document Size: 1 copesi(t to 599)
C5 Env. (162 x 229 mm) ~ 1 2
——
il Orientation
Same 2s Original Size v
< - (@ portrait
= O Landscape
Custom Paper Size...
- -
poutTray: £ coper ype: 1
(@ Auto Tray Select » | © [Envelope ~
' - e e Em Em EEm
Document Size:
Cs Env. (162 x 229 mm) Color Mode:
Print On: 3
Same as Original Size @ Color ¥ ® off
Reduce/Enlarge:
Fit to Paper Size
Layout: Booklet
off v ® off
Register Current Settings...
Confirm Tray Settings
Settings Summary Reset Al Settings Reset Settings in This Tab

- Document Size: Select the envelope size. If the envelope size is not
included among the options, enter the value in [Custom Paper Size...].

» Paper Type: [Envelope]

You can specify a custom paper size, which is commonly used as the option of
the Document Sizes.

See "Printing on Custom-sized Paper Loaded on the Bypass Tray", User Guide in
English.
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To print in landscape orientation, select the [Rotate by 180 Degrees] check box
on the [Input/Output] tab, and then print.

10f1 Printer:  your printer name
Presets: Last Used Settings
Copies: DC Two-Sided
Pages: © All
From: 1 to: 1
-
‘ Paper Size: Envelope C5 162 by 229 mm ‘
e ———
UIEIEuon: & Ti&) FOFUait =] P
Printer Features
Feature Sets:  Paner (2]
—— N
Paper Type:  Envelope
—mmmmmmm ===
................... —- ol
Banner Page:  Off
Banner Page Input Tray:  Auto Tray Select
Banner Page Paper Type: Plain 1 (60 - 74 g/m2)

? Hide Details PDF Cancel u

« Paper Size: Select the envelope size. If the envelope size is not included
among the options, select [Manage Custom Sizes] and enter the value.

« Paper Type: Envelope

To print in landscape orientation, select [On] for [Rotate by 180 degrees] in
[Basic] in "Feature Sets".

12. Execute printing.

Printing on Envelopes Loaded in the Paper Tray

1. Load an envelope in the Paper Tray.

Types and orientations of envelopes

Tray2to 4

Side-opening envelopesly

]

\ 4

l

Flap: open
Bottom side of the envelope: right

Printing surface: upper side
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5. Printer

Types and orientations of envelopes
Tray2to 4

Side-opening envelopesD*1

— A >

Flap: close

Printing surface: upper side

Bottom side of the envelope: back

170 print in landscape orientation, specify [Rotate by 180 Degrees] in step 11.

2. Onthe Home screen, press [Settings].

Settings

3. On the Settings screen, press [Tray/Paper Settings].

| & |Machine Administrator Logged in: Machine Administrator J 7
Settings Q Search All
& Copier / Document m-  Change Language
Server Settings o Language
System Settinas
Fax Settings i Inquiry
Vi onn a Printer Settings ¥ Maintenance
‘- L8 B N N _§ | ‘
l DTrawPaperSenings l Scanner Settings Counter

\ B B B N N B |
s When Installing

17 Jun. 2022 «
09:43

4. Press [Paper Size/Paper Type], and then select the tray in which the envelopes are loaded.

5. Press [Paper Size], and select the size of the envelopes.
[ & JMachine Administrator [ Logged in: Machine Administrator R ooout [ ]

Paper Size Cancel

@® C5Ev O C5Env
O C6Env O C6Env
O DLEW O DLEv
O 12x18 O 117
O x1s O 10x14
O 8hxl4 O 84x13%

M Ly 13 M Ly 1

25 May 2021
15:18



Basic Printing

« If the size of the loaded envelope is not included in the list, select [Custom] and
enter the value.

6. Press [OK].
7. Press [Paper Type/Thickness], and then select [Envelope] from "Paper Type".

Also, select the thickness of the loaded envelopes from "Paper Thickness".
[ & JMachine Administrator | Logged in: Machine Administrator A oot [ ]

Paper Type/Thickness Cancel “

Paper Type Paper Thickness

() Special Paper 1

) 82-105gsm
(O Special Paper 2 O widde T

) 106-169 asm
(© Special Paper 3 © (Tick paer

170-2209sm
(® Envelore O hickpaper 2

] 21-2569sm
(© Coated Paper: Matte @) (Thick Paper 3)

. 257-3009sm
(O Coated Paper: Glossy O (Thick Paser 4)

Press [OK] twice.

9. After completing the configuration, press [Home] (73)).

10. Open a document to print in the computer, and display the setting screen of the printer
driver from the print menu application.

11. Specify the paper size and paper type.

Windows
8 your printer name Properties X
One Click Presets Basic  Input/Qutput Finishing Layout/Edit Text/Watermark Cover/Chapter Image Quality Others
Current Setting
Job Type:
‘ Normal Print ‘ Modify User Code Setting...
—— S TE Em o EE EE Em E EwEw
1 Document Size: 1 copies( to 959)
C5 Env. (162 x 229 mm) - 1 -
]
i Orientation
Same as Original Size -
c. @ portrait
- (O Landscape
Custom Paper Size...
-—— e o e e
Input Tray: t Paper Type: 1
@ |Auto Tray Select + | © [Envelope -
 mm Em e Em o Em Em EwEw
Document Size:
C5 Env. (162 x 229 mm) Color Mode:
Print On: =
Same as Original Size @6 Color v ® off
Reduce/Enlarge:
Fit to Paper Size
Layout: Booklet
off v ® off
Register Current Setings...
Confirm Tray Settings
Settings Summary Reset All Settings Reset Settings in This Tab

- Document Size: Select the envelope size. If the envelope size is not
included among the options, enter the value in [Custom Paper Size...].

» Paper Type: [Envelope]

You can specify a custom paper size, which is commonly used as the option of
the Document Sizes.
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See "Printing on Custom-sized Paper Loaded on the Bypass Tray", User Guide in
English.

To print in landscape orientation, select the [Rotate by 180 Degrees] check box
on the [Input/Output] tab, and then print.

macO0S

1of1 Printer:  your printer name e
Presets: Last Used Settings

Copies: |1 2 Two-Sided

Pages: © All
From: 1 to: 1
O ——————
‘ Paper Size: Envelope C5 162 by 229 mm ‘
- -

UIIEN@uon: s 1(aj Foruan TP Lanuscape

Printer Features [C]

Feature Sets:  Paper Lo
—— -

Banner Page:  Off [
Banner Page Input Tray:  Auto Tray Select

Banner Page Paper Type: Plain 1 (60 - 74 g/m2) e

? Hide Details POF Cancel Print

« Paper Size: Select the envelope size. If the envelope size is not included
among the options, select [Manage Custom Sizes] and enter the value.

« Paper Type: Envelope

To print in landscape orientation, select [On] for [Rotate by 180 degrees] in
[Basic] in "Feature Sets".

12. Execute printing.



Storing and Printing Documents

Storing and Printing Documents

Printing Documents Stored in the Printer from the Control Panel

To print a document stored from the printer driver in the machine, perform the print
operation on Quick Print Release of the control panel. The file administrator also can
delete unneeded documents and unlock documents locked by entering an invalid
password.

1. On the Home screen, press [Quick Print Release].

Quick Print Release

2. On the Quick Print Release screen, select the user ID used to store the document.

Enter the password when the Locked Print documents or the Stored Print
documents protected by passwords are stored. The screen shows the documents
corresponding to the entered password and the documents without passwords.

3. Select a document to print.

[ & JMachine Administrator [Logged in: Machine Administrator ‘Hz‘ ¢
& User01 | Update |
| SelectAll | NumberofFiles3 | Datedatest , | Selected: 1

fileOO4.docx 6 Delete
2020/07/03 12:45:18 -
Page(s): 2 2 Sided (3 Black& white <& Preview
fileO03.docx ] Print Settings
2020/07/03 12:44:29

Page(s): 2 2Sided (7 Black& White <& Manage Files
file002.docx [}

2020/07/03 12:43:19

Page(s): 2 2Sided (7 Black& white <& @

Check Status [ =) o

« Preview: The first page of the document is displayed. If you select multiple
documents, the preview cannot be displayed. Preview cannot be displayed if
the document was encrypted while storing it in the printer driver.

 Print Settings: Change the print settings for the selected document.

The following stored files cannot be changed: files automatically stored by
[Store and Skip Errored Job] or [Restrict Direct Print Jobs], files encrypted by
the printer driver, and files for which unauthorized copy prevention or
Background Numbering has been specified.

See "Print Settings Configured on the Control Panel”, User Guide in English.

- Manage Files: Change the print time of a Hold Print job or the password
specified on the document. If you select multiple documents or encrypt the
document to store in the printer driver, the item is disabled.

See "Encrypting the Document when Storing It", User Guide in English.
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5. Printer

4. Press [Print] twice.
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Printing from a Storage Media

Printing from a Storage Media

Printing from a USB Flash Memory Device Directly

You can connect a memory storage device to the media slot of the machine and print the
files stored on it. Use this to print external data easily.

A CAUTION

« Keep SD cards and USB flash memory devices out of reach of children. If a child
accidentally swallows an SD card or USB flash memory device, consult a doctor
immediately.

- USB flash memory device is supported for direct printing. However, certain types of
USB flash memory device cannot be used.

« The machine cannot print a document over 1 GB.
» You can select up to 100 files within 1 GB total.

- If the print job of PDF file is canceled, execute printing from a PDF viewer such as
Acrobat Reader while using the printer driver.

« Characters will not be printed correctly if the document contains fonts that cannot
be used on the machine.

You can print the installed font list of the machine from [PDL Information] in
[Settings] ™ [Printer Settings] ™ [List/Test Print].

List/Test Print

Printable File Formats

File format Details
JPEG files Exif version 1.0 or later
TIFF files Uncompressed TIFF files
TIFF files compressed using the MH, MR, or MMR method
PDF files PDF version 1.7 (Acrobat 8.0 compatible) or earlier *
XPS files Possible for all XPS files

*1 The machine does not support the following functions: Crypt Filter, DeviceN Color
Space (more than eight components), watermark note, optional contents (version 1.6),
AcroForm
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5. Printer

« The PDF file of a custom size may not be printed.

Printing from a Memory Storage Device or Scan Application

1. On the Home screen, press [Print/Scan (Memory Storage Device)]

Print/Scan (Memory
Storage Device)

2. Insert a memory storage device in the media slot on the side of the control panel.

{J Print/Scan (Memary Storage Device)

4 NN NN NN NN -

Print from Storage Device

Print the data in the
storage device,

//

Scan to Storage Device

Scan the original and save the data
in the storage device.

I
I
I
I
1
|
|
I
\

Check Status  12*

4. Select the file to print.

Files in the external media are displayed as icons or thumbnail images.

[ & JMachine Administrator (Losged i Machine Administrator
& Printer Select File [ Reset |

UsB (7] s
= [~
= = = =

System Volume Inf... fileO1.pdf file02.pdf

g —

file03.pdf

Check Status (&)

166



Printing from a Storage Media

5. Press [Print Settings] to specify the settings of 2-Sided Print or Finishing as necessary.

| & Machine Administrator [y == o= == iﬁ logout | €
<« Printer Select File Print Settings 4 Reset
Full Color Copy Ratio Quantity Preview

so  100% 1

Resolution Select Tray Selected

i 1w
S 1w AUtO

25ided Combine Sort/Stack
1

Check Status (&

DZX452

« Full Color: Select whether to print in color. The machine may print a document
that appears to be black-and-white in color printing mode. To print a document
in full black-and-white, select [Black and White].

« Copy Ratio: Select whether to print in the original size or to reduce or enlarge to
match the paper size.

« Quantity: Enter the print quantity.

- Resolution: Select the resolution of the image to print.

« Select Paper Tray: Select the paper tray.

« 2 Sided: Select the opening direction of the printed sheet.

« Combine: Select whether to combine multiple pages into a sheet.

« Sort/Stack: Select whether to print in ordered sets or in a batch page by page.

- Book: Select the opening direction of the Magazine binding. You can specify the
setting of Magazine binding only when printing a file in the PDF/XPS format.

« Staple: Select the staple position.

« Punch: Select the punch position.

- Fold: Select the type of fold or printing side.
6. Press [Start] to start printing.
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6. Scan

Basic Scanning

Scanning Documents and Sending the Scanned Data by E-mail

Scan a document and attach the scanned data to an e-mail and send it from the machine.
« Configure the SMTP server and network settings in advance.

See "Configuring the Settings to Send E-mails from the Machine", User Guide in
English.

- Register an e-mail address in the address book to select the address as the
destination easily when sending an e-mail.

See "Registering/Changing/Deleting E-mail Addresses in the Address Book", User
Guide in English.

u
« This machine supports SMTPS (SMTP over SSL).

« This machine supports Web mail sending.

- To use Message Disposition Notification, log in to the machine as a user and specify
the sender. Note, however, that the [Reception Notice] notification e-mail may not
be transmitted if the e-mail software of the recipient does not support Message
Disposition Notification.

« If you press [Preview] and then start scanning, the Preview screen appears. You can
use this screen to check how the originals are scanned and the scan setting used for
scanning. After checking the preview, you can specify whether to send the file or not.

See "Displaying a Preview Before Sending the Scanned Document", User Guide in
English.

« After an e-mail is sent, the destination, sender, subject, text, and file name fields will
be automatically cleared. If you want to preserve the information in these fields,
contact your local dealer.

1. Press [Scanner] on the Home screen.

&

Scanner
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2. Select [Scan to Email] on the scanner screen.

Scan to Email v Scan Files Stavs | (2NN
pt Seecify destination(s)
= Auto Color /2
g PDF (]
2 z
e o o o [w bl S
% 00001 00008 15ded Orle. 4
2 BERLIN OFFICE 4 Branch_01 Send Settings
a 00003 00012 -
2| Branch 02 HONG KONG OFFIC..
=" KYOTO OFFICE LONDON OFFICE
00007 00004
| NS ANGEI EC KB YORK NEEICE

Check Status |Ba22 <« P

Place the original on the scanner.
See "Placing an Original to Scan", User Guide in English.

Press [Send Settings] on the scanner screen.

Send Settings

Press [Sender] and specify the sender.

- When a logged in user is operating the machine, the logged in user becomes the
sender.

« When [On] is specified in [System Settings] » [Send (Email/Folder)] ® [Email]
» [Auto Specify Sender Name], you can send an e-mail even when the sender

is not specified. The administrator's e-mail address that is registered on the
machine is used as the sender.

« Specify the sender to receive an opening confirmation.

. Select the [Reception Notice] check box to receive an opening confirmation of the e-mail

from the destination.

Reception Notice

. Specify the destination on the scanner screen.

? | [§
“-_‘ I-_‘ N N N N S e .- _Ct‘m-cuesistatus _
- ’ . . \ Preview
| it Specify destination(s) |
I I Auto Color
PDF =
I Freq AB (D EF  GH 1K LMN'OPQ RST UVW XYZ I 230 i ﬁ:
I ABCD COMPANY BEIJING OFFICE | 1 Sided Orig g
00001 00008 . =
BERLIN OFFICE 4 Branch_01 Send Settings
I 00003 00012 I
| i Branch_02 HONG KONG OFFIC... I
00013 00011
| KYOTO OFFICE LONDON OFFICE ,
00007 00004
\ 1NC AMCFIEC MEW ¥NRY NEEICE

N Ly




Basic Scanning

« To enter the e-mail address manually, select the destination from the

destination history, or search for the destination in the machine address book
+

and registered LDAP server, press ®&, and specify the destination.
| [
[y Scan Files Status
I 2 Enter Using Keyboard B | Preview
I (© Select from History I Auto Color @
I Specify by Rea. No. N I ) RST UVW. XYZ ;g; = ;J:
\ AB Q seachAddressbook _|E } NG OFFICE iSkdore G
: Send Settings

2 S L L L K ',,andLO]
oy 00012
o Brg £ AddrEait Address Book EOL:”G KONG OFFIC...

0o0Ts

KYOTO OFFICE LONDON OFFICE
00007 00004

\ s6umas papu

| € AMGE] EC NEW VARV NEEICE

Check Status 5™ % A o
« When specifying an e-mail address by entering it manually, you can register the
e-mail address in the address book before sending the e-mail.

1. Press , and then select [Enter Using Keyboard].

2. Enter the e-mail address, and press @.
3. Specify the e-mail address that was entered manually and press [Reg. to

Add. Book].
= ¢
Scan to Email v - Scan files Status |
) - T Preview
I abc@decom o 1 feotoncanoor 1 wochor @
\---------l\--- (200 dpi —
X pi )
§ Edit Destination _1Sided Orig. 7
% Send Settings
%
g
a

=

~ - 1NC AN EC - NEW VABRK NEEIFE
02

Check Status ¢
4. Enter the name and other additional information.

« When specifying an e-mail address by entering it manually, you can register the
e-mail address in the address book before sending the e-mail.

1. Press , and then select [Select from History].
2. Press [Register] for the destination to register.
3. Register the name and other additional information.
« Press @ to specify the destination again or select [To], [Cc] or [Bcc].

171



172

6. Scan

B C
Scan to Email v Scan Files Status
Ll B
abcd1@abedconmany.com h ' I Preview
‘2 ',"; BERLIN OFFICE . | @
=4 abcd3@abedcompany.com 0 \ JI AutoColor )
g — — =
% Freq. AB (D EF ' GH 1K LMN OPQ RST UV, are :g;dpi g-
= =
g g\OBDg‘D COMPANY IUSCI\EL%LNG OFFICE \Sided Orie. L
2 EQEO%I;N QFFICE 4 UBcr(a]\r;ch_m Send Settings
(=% 01,
b
2| u Branch_02 HONG KONG OFFIC...
2 00013 00011
-~ KYOTO OFFICE LONDON OFFICE
00007 00004
| (\C ANCE| EC NE\W VORK OFEICE

Check Status 5 <

If you want to change the registered contents of the specified destination or

register a new destination, press and then select [Add/Edit Address Book]
to change or newly register a destination on the address book screen.

See "Registering/Changing/Deleting E-mail Addresses in the Address Book",
User Guide in English.

e | [
Scan to Email v Scan Files Status
a3 Enter Using Keyboard Preview
(© Select from History ) Auto Color )
F Spexify by Reg. No. : OPQ RST UVW XYZ POF &
2 200 dpi 8
'g‘o Q, Search Address Book DBCEDEg\SNG OFFICE 1Sided Orig. -

T ——— wmy ANCH_01 Send Settings

il | +] Aot addressbook | ] IQG KONG OFFIC..

\sﬁu!uas PAPUBLILIOBY/AI01SH QoF @ /'

n
Koo = {L)NDON OFFICE
00007 00004

| NG ANGE] E€ NEW YORK OEEICE
Check Status %222 <

When you select [Add/Edit Address Book], the settings you made will be reset.
Close the address book screen, and then specify the destination again on the
scanner screen.

8. Specify the scan settings according to the purpose of the scanned data.

page 184 "Scanning an Original with Suitable Quality and Density"

page 188 "Specifying the File Type or File Name When Scanning a Document"
9. Press [Start].

 You can specify multiple destinations.

- If the target destination does not appear, display the destination by selecting its
initial letter from the title.

« Depending on the security setting, some destinations may not appear in the
destination list.

« When the specified destination is updated using the Central Management function,
the spooled documents are sent to the destination after updating.



Basic Scanning

« When searching for a destination in the machine address book and registered LDAP
server, if the search takes too long, you can press [Cancel] to stop the search. Also, if
there are too many search results to find the desired destination, you can change the
search character string and search again by pressing the character input field on the
search result display screen.

Scanning Documents and Sending the Scanned Data to a Folder

To send the data of a scanned original to a shared folder on a computer, create the
shared folder on the computer in advance and register the destination folder in the
address book.

« You also need to configure the settings for connecting to the network from the
machine.

See "Connecting to a Wired LAN", User Guide in English.
See "Connecting to a Wireless LAN", User Guide in English.

« You can add a folder destination in the address book easily using Scan to Folder
Helper.

See "Specifying the Destination of Send to Folder Using the Scan to Folder Helper
App", User Guide in English.

- Using the SMB 3.0 protocol, you can save a file to a folder, in the fileserver orin a
shared folder, that has been encrypted separately.

« The scanned file can be also saved to an FTP server.

See "Registering the Destination Folder to Use for Send to Folder", User Guide in
English.

« You can set the authentication level for sending folders in Web Image Monitor. When
the authentication level is set to Kerberos authentication, you can send folders only
to computers in domains of computers whose names have fewer characters than 15
single-byte characters.

Confirming the Computer Information (Windows)
Confirm the name, IP address, and other information of the computer used to create a
shared folder, and write down the information on the check list.
1. Print the check sheet.
See "Printing the Check Sheet", User Guide in English.
2. Click [Start] on the computer and click [Windows System] ®» [Command Prompt].

When using Windows 11, click [Start] ® [Allapps] ® [Windows Tools], and then
double-click [Command Prompt].
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3. Enter "ipconfig/all" and press the [Enter] key.

4. Check the host name, enable/disable status of the DHCP server and IP address, and write
down the information in [1] on the check sheet.

Dzcs01

When the screen shown above is displayed, fill in the sheet as follow:

Host Name LAPTOP-5955S09U

[1] DHCP Enabled No

5. Enter "set user" and press the [Enter] key.
Enter a space between "set" and "user".

6. Check the domain name, workgroup name and login user name, and write down the
information in [2] on the check sheet.

CKX007

When the screen shown above is displayed, fill in the sheet as follow:

USERDNSDOMAIN
[ abcd-net.local ]
Domain name/workgroup name
[2] USERDOMAIN
[ ABCD-NET ]
Computer login user name TYamada

DzZC524

"USERDNSDOMAIN" is not displayed when the login user who executed the
command is a local user.
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7. Check the login password on the computer, and write down the information in [3] on the
check sheet.

The required information on the computer is confirmed. Now create a shared folder
on your computer and specify the access permissions of the folder.

« Depending on the operating system or security settings, it might be possible to
specify a user name that does not have a password assigned. However, we
recommend that for greater security you select a user name that has a password.

Creating a Shared Folder (Windows)

Create a shared folder on the Windows Desktop and specify the access permissions of
the folder.

1. Log on to Windows as a user with administrative privileges.
. Create a new folder and write down the folder name in [4] on the check sheet.

2
3. Right-click the created folder, and then click [Properties].
4

. On the [Sharing] tab, click [Advanced Sharing]. u

shared_doc Properties X

General Sharng  Securty Previous Versions Customize

Network File and Folder Sharing

shared_doc
Shared
Metwork Path:
¥ L. 7 AlUsers¥ ¥Desktop¥shared_doc

Advanced Sharing

Set custom pemissions, create multiple shares, and set other
adusnrad chaina anfinne
D TED TED TED TS S

GAgvanced Sharing...

Password Protection

People must have a user account and password for this
computer to access shared folders.

To change this setting, use the Network and Sharing Center.

Close Cancel Apply

DZC318
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5. Select the [Share this folder] check box, and then click [Permissions].

After completing the procedure, remove Everyone (unspecified user), and then add a
user allowed access the folder. The user whose information is written down on the
check sheet is used in the example shown below.

6. Select [Everyone] under [Group or user names], and then click [Remove].
7. Click [Add] ™[Advanced] ® [Object Types].
8. Select [Users], and then click [OK].

Object Types X
Select the types of objects you want to find.
Object types:

[WY=TOther obiects |
J

Ruiftin sgcurity principals

fl=r e )

--\
)=
) N

DZC319

9. Click [Locations], select the name of the domain or work group the user belongs to ([2] on
the check sheet) and then click [OK].

10. Click [Find Now].

11. From the Search results, select the login user name of the computer to be added ([2] on the
check sheet) and then click [OK].

When you cannot find a specific user, click [Columns], or right-click the [Search
results] field, select [Choose columns], and then add [Logon Name] or [Logon Name
(pre-Windows 2000)] from the [Columns available] list.
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12. Click [OK].

13. Select the added user, and then select the [Allow] check box of [Change] under
[Permissions].

Permissions for shared_doc 4
Share Pemmissions
Group or user names:
Add... Remave
Pemissions for kanast Allow Deny
| L - i
Change [l
\”:—-————-l__‘- D
| [
DZC320
14. Click [OK].

15. Click [OK] ® [Close].

The access permissions on the folder have been successfully configured. If you want
to specify access permissions for the folder to allow other users or groups to access
the folder, configure the folder as follows:
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Right-click the created folder and then click [Properties].
Click [Edit...] on the [Security] tab.

Click [Add] ™ [Advanced].

Select [Object Types] or [Locations] and click [Find Now].
Select the user or group to assign permissions and click [OK].
Click [OK].

Select the added user, and then select the [Allow] check box of [Modify] under
[Permissions].

8. Click [OK] to close all windows.

« If you are creating a shared folder for the first time on this computer, you must
enable the file sharing function. For details, see Windows Help.

No g bk wbdh e

- To register a shared folder in the machine's address book, you need the computer's
IP address or host name, and the user name and password of a user who has access
permissions for the shared folder.

Confirming the Computer Information (macOS)
Confirm the name of the computer used to create the shared folder, login user name and
other settings and write down the information on the check list.

1. Print the check sheet.

See "Printing the Check Sheet", User Guide in English.

2. Log on to macOS as a user with administrative privileges.
3. Click the Apple menu.
4. Click [About This Mac].
5. Click [System Report].
6. Click [Software] on the left pane and write down the displayed computer name in [1] and the
user name in [2] on the check sheet.
> Hardware .
> Network System Software Overview:
i System Version: macOS 12.2.1 (21D62)
Accessibility Kernel Version: Darwin 21.3.0
Applications Boot Volume: macO0S 12
Developer o e e -
Disabled Software I Computer Name: User's MacBook |
Extensions User Name: User (user) |
Fonts Ve m = mmm—m————— ’
E K System Integrity Protection: Enabled
ramew9r = Time since boot: 2 minutes
Installations

When the screen shown above is displayed, fill in the sheet as follow:

[1] | Host Name User's MacBook

[2] | Computer login user name User
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7. Click the Apple menu and select [System Preferences].

8. In [Network], click an Ethernet connection name or [Wi-Fi] and write down the displayed IP
address in [1] on the check sheet.

The required information on the computer is configured. Now create a shared folder.

« Depending on the operating system or security settings, you might be able to specify
a user name that does not have a password assigned. However, we recommend that
you select a user name that has a password.

Creating a Shared Folder (macOS)

Create a shared folder and specify the access permissions of the folder.
1. Create a new folder and write down the folder name in [4] on the check sheet.
2. Click the Apple menu and select [System Preferences].

3. Click [Sharing], select the [File Sharing] check box and then click [Options].

| on | Service | ® File Sharing: On
Other users can access shared folders on this computer, and administrators

----------\allvolumesat

| AR — -
__________ I Options... |
Printer Sharing Shared Folders: Users: -

Remote Login
Remote Management
Remote Apple Events
Bluetooth Sharing
Internet Sharing
Content Caching
AirPlay Receiver

4. Select the check boxes of [Share files and folders using SMB] and the user account to use for
file sharing and then click [Done].

™ TR Em Em o EE EE EE EE Em Em

I Share files and folders using SMB §

NUIpeEr Ul users culnecieu. v

Windows File Sharing:

Sharing files with some Windows computers requires storing
the user's account password on this computer in a less secure
manner. When you enable Windows sharing for a user account,
you must enter the password for that account.

Oon Ac cou nt

: User &

- e ..

-y

? I oore )

----’

4

When the [Authenticate] screen is displayed, enter the password of the selected
account and then click [OK].
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5. Click [+] below [Shared Folders] on the [Sharing] screen.

@ File Sharing: On

Other users can access shared folders on this computer, and administrators
all volumes, at

On  Service
Screen Sharing

«  File Sharing

Media Sharing Options...
Printer Sharing Shared Folders: Users:
Remote Login
Remote Management
Remote Apple Events
Bluetooth Sharing
Internet Sharing
Content Caching
AirPlay Receiver

6. Specify the folder created in Step 1 and click [Add].

7. Select the folder added in Step 6 and confirm that the permission of the user to access the
folder is set to "Read & Write".

® File Sharing: On

On  Service
Other users can access shared folders on this computer, and administrators

Screen Sharing Al e, e

File Sharing
Media Sharing Options...
Printer Sharing
Remote Login
Remote Management
Remote Apple Events

~ J
2 Everyone Read Only ¢
Bluetooth Sharing
Internet Sharing
Content Caching

AirPlay Receiver

- To register a shared folder in the machine's address book, you need the computer's
IP address, and the user name and password of a user who has access permissions
for the shared folder.

Registering the Created Shared Folder in the Address Book

This section describes the procedure for registering a shared folder created in Windows
using the information on the check sheet as an example.

1. Press [Address Book] on the Home screen.

Address Book
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2. Press [Register] on the address book screen.
| & Machine Administrator

Address Book

View Al . 4 161200
i 3 2. Register |

Freg AB (D EF GH LK LMN OPQ RST UVW XYZ " o o e e o

ABCD COMPANY BELING OFFICE =% Ucawoiuw
00001 il o el 00008 i o mi
BERLIN OFFICE Branch_01 m
| 00003 i o 00012
Branch_02 Folder
00013 00019 ol =
Folder01 HONG KONG OFFICE
| 00009 1w = | 0001 el
KYOTO OFFICE LONDON OFFICE
| 00007 i o mi 00004 il o Management

wir AR AEE

3. Enter the information of the destination in the input boxes displayed on the [Name] tab, and
select the title to classify the destination.

( & JMachine Administrator [ Logged in: Machine Administrator J 7 e

Register: Cancel “

’ Name . Destinations User Management / Other

Name % Required Touch to Enter <0/20>

Display Name Touch to Enter <0/16> u
Select title to display.
Title 1

 Frea H AB H o) H £ H 6H H 1K H LMN H 0PQ H RST H U H x|

Title 2

29 Jun. 2022
1458 o)

4. Press the [Destinations] tab, and then press [Folder].
5. Select [SMB (Send to Shared Folder on PC)] in [Protocol].

6. Under [Folder Authentication Info], select [Specify Other Authentication Information] and
then enter the name and password of the login user who will access the shared folder.

7. Specify the network path to the shared folder in "Path".

Entering the path name manually

If the host name is "YamadaPC" ([1] on the check sheet) and the shared folder
name is "shared_doc" ([4]), enter as follows:

\\YamadaPC\shared_doc

When you cannot connect to the computer using the host name, enter the IP
address ([1] on the check sheet) and the shared folder name ([4] on the check
sheet) as follows:

\\192.168.0.152\shared_doc

Selecting a folder from the list

Enter the IP address or host name of the computer on which to search for a
shared folder, press [Browse Network], and then select the destination folder.
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Depending on the connection destination, you may need to enter the login user
name and password.

8. Press [Connection Test] P [Exit].
« When no connection is established, check the message that appears.
page 252 "When a Message Appears While Using the Scanner Function”

« Press [Cancel] to abort the connection test, such as when you make a mistake
specifying Path.
9. Press [OK] twice.
10. If necessary, press the [User Management / Other] tab and specify the settings.

| & 'Machine Administrator Logaed in: Machine Administrator

Register : shared_doc rancal

’_____‘

' Name ' i Destinations I r User Management / Other ‘ I

ﬁ-----’I

&5 User Management
Add to Group

& Diselay Priority

£ Destination Pratection

06 Jul 2022
03 :04

11. Press [OK].
12. Press [Home] (F2)) after specifying the settings.

13. When a message prompting you to back up the address book appears on the screen, press
[Go to Backup] to back up the address book.

If you select [Close], you can close the address book without backing up and go back
to the Home screen.

See "Making a Backup or Restoring the Address Book", User Guide in English.
« The connection test may take time.

« Even if the connection test was successful, the machine may fail to transfer the file if
you do not have write privileges for the shared folder or there is not enough space in
the internal storage.

« When the specified destination is updated using the Central Management function,
the spooled documents are sent to the destination after updating.

Basic Procedure for Performing Send to Folder

1. Press [Scanner] on the Home screen.

&

Scanner
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2. Select [To Folder] on the scanner screen.

f  ScantoEmal « 1 Scan files Status
| o Toelder | oroven
I oEmail Addess "
- Auto Color Q
\- - 0RO RST (UVW! XYZ POF ]
? eS| AU W e s ol 200 e E?
S| " ABCDCOMPARY BELING OFFICE 15ded 0 3
% BERLIN OFFICE & Branch_01 Send Settings
= 00003 00012 I
Z| 'y Branch 02 HONG KONG OFFIC...
a2 00013 ooon
KYOTO OFFICE LONDON OFFICE
00007 00004
| NS ANE] EC NEWW YORK NEEICE

Check Status 222 <

3. Place the original on the scanner.
See "Placing an Original to Scan", User Guide in English.

4. Press [Send Settings] and configure the scan settings according to the purpose of the
scanned data.

Send Settings

page 184 "Scanning an Original with Suitable Quality and Density"

page 188 "Specifying the File Type or File Name When Scanning a Document"

5. Press , select [Search Address Book] or [Specify by Reg. No.] and then specify the shared
folder that is registered in the address book.

(2 ¢
I ;--ri — - N Scan Files Status '
) [ @ Manual Entry 11 Preview
[ (O Select from History I AutoColor 423
Freq Specify by Rea No. 02 rstiovw) xvz oF 8
- 200661 H|
‘ &B; Q, Search AddressBook rE , 6NG OFFICE 15ided Orio. L
:-% e o omm mm omm omm o 00CH_01 Send Settings
2 wy - 00012
% & Bra T AddEdt Address Book  THONG KONG OFFIC..
2 0001 00011
KYOTO OFFICE LONDON OFFICE
00007 00004

| NC ANCE|FC == NF\W YORK OFEICE

Check Status  g'a™* < & £

« To enter the information manually, press , and select [Manual Entry]. Select
SMB as the protocol and enter the required information. Press [Connection
Test] to test the connection. Press [Cancel] to abort the connection test, such as
when you make a mistake specifying Path.

- To specify the destination again, press ®.

« You can also select the destination using the address book displayed on the
scanner screen.

183



6. Scan

6. Press [Start].

- If any of the machine's security functions are enabled, select the destination from
the registered folder only when you send files by Scan to Folder.

- If the firewall of an antivirus program is active, you may not be able to specify a
shared folder on the computer as a folder destination. If this is the case, see the
antivirus program's Help.

« If Windows firewall is active and you cannot specify a shared folder on the computer
as a folder destination, the machine may be able to communicate with the computer
by changing the exceptions of the Windows firewall. For details, see Windows Help.

« After scan files are sent, the destination and file name fields will be automatically
cleared. If you want to preserve the information in these fields, contact your local
dealer.

« When the specified destination is updated using the Central Management function,
the spooled documents are sent to the destination after updating.

n Scanning an Original with Suitable Quality and Density

Specify the quality and density to scan on the [Send Settings] screen.

1. Press [Scanner] on the Home screen.

Scanner

2. Place the original on the scanner.
See "Placing an Original to Scan", User Guide in English.

3. Press [Send Settings] on the scanner screen and specify the original type (quality), density
and resolution.
When specifying the original type

Auto Color Select

=

Original Type Appropriate for

Black & White: | A document mainly composed of text in black and white.
Text The original is scanned in two tones of black and white.

« Dropout Color
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Original Type Appropriate for

The machine scans the original while erasing the
specified color (Chromatic Color, Red, Green, Blue).
To specify a color to erase more precisely, move  vas
toward [Narrow] in the color range to erase.

Black & White: | A document with text and photos in black and white. The
Text / Photo original is scanned in two tones of black and white.

Black & White: | A document with text and figures in black and white. The
Text / Line Art original is scanned in two tones of black and white.

Black & White: | A document with figures and photos in black and white.
Photo The original is scanned in two tones of black and white.

Gray Scale A document with figures and photos in black and white.
The original is scanned as an image comprising many
shades of gray.

Full Color: Text / | A document mainly comprising text in color.
Photo

Full Color: Glossy | An original in color such as silver-halide prints or pictures.
Photo

Auto Color Select | The machine determines whether the original is color or
black-and-white and scans it. It may not be determined
correctly depending on the scan settings and original
content.

Small color originals, such as name cards, might be
detected as black and white originals. We recommend
selecting [Full Color: Text / Photo] or [Full Color: Glossy
Photo] when scanning small color originals.

» You can select only [Gray Scale], [Full Color: Text / Photo], or [Full Color:
Glossy Photo] when [High Comp. PDF] as the [File Typel].

page 188 "Specifying the File Type or File Name When Scanning a
Document"

 If you select the original type not compatible with the file format specified
in [File Type], a message suggesting you to change the file type or original
type is displayed. In this case, select a file type or original type from those
suggested in the message.
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When adjusting the density

Density

Bl ] ]

« Move am tothe left or right to adjust the density. The colors in the
scanned image darken as you move the slider to the right.

 Press [Density], and then select the [Auto Density] check box to adjust the
density automatically when scanning an original with a non-white
background such as newspaper or a document that has show-through.

 You can specify the shading level in [Scanner Settings] ® [Scan] »
[Color/Density] ® [Background Density of ADS (Full Color)].

When specifying the resolution

Resolution

200dpi

n  Select the resolution to use for scanning the original. Image quality

improves as the resolution increases, but the size of the scanned data also
increases.

» To ensure the quality of scanned data, [100 dpi] cannot be selected in the
following cases:

 [High Comp. PDF] is specified in [File Type]

page 188 "Specifying the File Type or File Name When Scanning a
Document"

« [PDF] is selected in [File Type] and OCR setting is specified

See "Scanning an Original as a PDF File with Embedded Text Data",
User Guide in English.

4. To send the scanned document to an e-mail address, press [Sender] and then specify the
sender.

When a logged in user is operating the machine, the logged in user becomes the
sender.

page 169 "Scanning Documents and Sending the Scanned Data by E-mail"
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5. Specify the destination on the scanner screen, and press [Start].

« You can also specify the quality and resolution from the scanner screen. Press items
on the screen to specify them.

? | [§
Scan to Email v Scan Files Status
I Praview
C;) j; Specify destination(s) - ——
= I Auta Color [
g T = . .
2
:'? FENABS;COEHT’ANE: =1 LMNBSI']\[:JGR;IFISJ:W . I D .
§ 00001 00008 G ———
=3 BERLIN OFFICE i Branch_01 Send Settings
a 00003 00012 S
Z| " Branch_02 HONG KONG OFFIC...
e 00013 ooon
=~ KYOTO OFFICE LONDON OFFICE
00007 00004
| (T ANCE] EC NEW VORY NEEICE

Check Status  &%™ ©
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Settings for E-mail and Scan Data

Specifying the File Type or File Name When Scanning a Document

Specify the settings in [Send Settings] on the scanner screen.

1. Press [Scanner] on the Home screen.

&

Scanner

2. Place the original on the scanner.
See "Placing an Original to Scan", User Guide in English.
3. Press [Send Settings] on the scanner screen.
4. Press [File Type], and select the file type to save the scanned document.

Press [Others] to display the detailed settings screen.

(& JLONDON OFFICE ( Logged n: [LONDON OFFICE] R oo | C
& FileType - Scan Files Status | 2L
Saves as a regular PDF file. | \ Preview ‘
® PpoF Page Settings Multi-page
© High Comp. PDF PDF Security Settings off
O PDF/A ::rlw)lfr(?;gt;gi;ﬁlcj;ﬁbe detected.
O TFF
O re6
Check Status  B42" Py o "®  Stop
File Type Description
PDF Creates a standard PDF file.
High Comp. You can reduce the data size without affecting text legibility.
PDF
PDF/A This is an international standard suitable for long-term data
storage.
TIFF This image file format is suitable for black-and-white text and
lines.
JPEG This image file format is suitable for photos and images with
subtle gradations.

« You can select from the following file types:
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 Single Page: PDF, High Compression PDF, PDF/A, TIFF, JPEG

If you select a single-page file type when scanning multiple originals, one
file is created for each single page and the number of files sent is the same
as the number of pages scanned.

e Multi-page: PDF, High Compression PDF, PDF/A, TIFF

If you select a multi-page file type when scan multiple originals, scanned
pages are combined and sent as a single file.

« Selectable file types differ depending on the scan settings and other conditions.
For details about file types, see page 190 "Notes about and limitations of file
types".

5. To specify the file name, press [File Name] and enter the file name.

If you do not set a file name, then a file name consisting of the scanned date
(including seconds and milliseconds) is assigned.

( & JLONDON OFFICE [ Logged in: [LONDON OFFICE] DI Looout
File Name Cancel | (U
Sample:
20220608133319752_0001 tif
If the file name is not entered, Date&Time(msec) will be used as the file name.
File Name

Detailed Settings

Start Number 0001

Check Status |Fx*2 < A o3

You can specify the file name with a combination of any strings, host name, login ID,
and other various items by pressing [Detailed Settings].

( 2 JLONDON OFFICE [ Logged in: (LONDON OFFICE] DI Logout
File Name Detailed Settings Cancel |
Sample:
None v None v None v None v
Insert an Underscore ( _ ) between Items
Check Status B2 <« a~ [ © Stop

6. Specify the scan settings according to the purpose of the scanned data.
page 184 "Scanning an Original with Suitable Quality and Density"

7. To send the scanned document to an e-mail address, press [Sender] and then specify the
sender.

When a logged in user is operating the machine, the logged in user becomes the
sender.
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page 169 "Scanning Documents and Sending the Scanned Data by E-mail"

8. Specify the destination on the scanner screen, and press [Start].

ONote )

« You can also embed the security and digital signature settings, and text information

in the PDF file.

See "Scanning an Original as a PDF with Security Settings Specified", User Guide in
English.

See "Scanning an Original as a PDF File with Embedded Text Data", User Guide in
English.

You can change the number of digits in [Scanner Settings] ®» [Sending Settings] »
[File Name] ® [Number of Digits for Single Page Files].

The version of the created PDF files is 1.4/1.5.

You can also select File Type from the scanner screen. Press an item on the screen
to select it.

? | &
Scan to Email v scan iles Status | (C2ECaD
o) Preview
@ + Specify destination(s)
i -0 ’ N - -‘
g PDF =]
2| Frea AB (D EF GH | LK LMN OPQ!RST UVW| XYZ | ' J
Z| ABCDCOMPANY BELING OFFICE - =
% 00001 00008 15ided Orig.
2 BERLIN OFFICE « Branch_01 Send Settings
= 00003 00012
Z| g Branch 02 HONG KONG OFFIC...
@ 00013 0oon
=~ KYOTO OFFICE LONDON OFFICE
00007 00004

| NS ANGEI FS MEW VORY NEEICE

Check Status  |¥%2*2 < o ot

Notes about and limitations of file types

Depending on the file format you select, the following limitations will apply:

TIFF

If you select TIFF as the file format, the data is not compressed and thus results in
larger files.

High Compression PDF

You cannot select [High Comp. PDF] in the following cases:

« When "Available Functions" of "Scanner Function" is set to [Black & White Only]
in [System Settings] ® [Settings for Administrator] ® [Function Restriction]
» [Restrict Functions of Each Application].

- If [System Settings] ® [Settings for Administrator] ® [File Management] »
[PDF File Type: PDF/A Fixed] is set to [On].
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« High Compression PDF is not compatible with Adobe Acrobat Reader 5.0/Adobe
Reader 6.0 or earlier versions.

« When [High Comp. PDF] is selected as the file type for scanning, areas of
uneven density may appear in the scan file. If this happens, change the PDF File
setting to [PDF/A] or [PDF].
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Replacement and Replenishment of
Consumables

Replacing the Toner

You can view the procedure to replace the toner by watching a movie that is displayed on
the control panel.

See "Contact Information", User Guide in English.

- Replace the toner after the message prompting replacement is displayed on the
control panel.

- The machine may become damaged if you use toner of a different type.

« Do not turn off the power of the machine when replacing the toner. If you turn
off the power when replenishing the toner, the specified settings are canceled,

and printing will not resume afterwards.
- Store the toner in a dry environment away from direct sunlight and generally
under the temperature below 35°C.

- Keep the toner horizontal when storing it.

- After removing the print cartridge from the machine, do not shake it while its
opening is facing downward. The remaining toner may spill out.

- After removing the print cartridge, do not touch the interior of the machine.

« Do not pull out and put back the print cartridge repeatedly. The remaining toner
may leak.

» Follow the procedure displayed on the screen to replenish the toner.
1. Press [Watch Video].

Ao oy

1 ® Watch Video I

\_______J

DOCOPAB225
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Press [Check Status] and then press [Check] under [Machine Status] tab.
2. Press the play (HEH) key.

3. Replace the toner by following the procedure shown in the video.

« You can transmit data in the fax or scanner function even after the toner runs out.
However, you cannot transmit a fax when the number of times of reception and
transmission performed in the fax function after the toner has run out and the
number of times of communication not recorded in the Records exceeds a total of
1,000. Replace the toner earlier.

« While the message prompting you to replace the toner is displayed, Memory Storage
Report for Memory Transmission will not be printed.

« If &1 appears when there is a lot of toner, hold the cartridge with the opening
upward, shake it well, and then reinstall it.

Precautions When Storing Toner

AWARNING
« Do not store toner (new or used) or toner containers while toner is inside in a
place with an open flame. The toner can ignite and result in burns or fire.
A\ CAUTION

« Do not leave the following items in a place where children can reach them:
« Toner (new or used)

« Toner containers while toner is inside

- Toner-attached parts

Precautions When Replacing the Toner

AWARNING

« Do not dispose of the following items into a fire. Toner will ignite on contact with
naked flame and burns can result.

« Toner (new or used)

« Toner containers while toner is inside

« Toner-attached parts
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« Do not absorb spilled toner (including used toner) using a vacuum cleaner.
Absorbed toner may cause ignition or explosion due to electric contact sparks
inside the vacuum cleaner. However, you can use a toner-compatible industrial
vacuum cleaner. When toner is spilled, remove the spilled toner using a wet cloth
so that the toner is not scattered.

« The following explains the warning messages on the plastic bag used in this
product's packaging:

« Do not leave the polythene materials (bags, etc.) supplied with this machine
close to babies and small children. Suffocation can result if polythene

materials are brought into contact with the mouth or nose.

A CAUTION

« When the following occurs while toner is handled, receive emergency measures
first, and then consult a doctor if necessary.

« When inhaling toner, gargle with a large amount of water and move into a
fresh air environment.

« When swallowing toner, dilute gastric contents with a large amount of water.

« When getting toner into your eyes, flush them with a large amount of water.

« When removing jammed paper, replenishing or replacing toner (new or used),
make sure not to inhale toner.

« When removing jammed paper, replenishing or replacing toner (new or used), be
careful not to have toner dirt your skin or clothes.

- If toner (new or used) comes into contact with your skin or clothes and smears
them, take the following actions:

- If toner comes into contact with your skin, wash the affected area thoroughly
with soap and water.

- If toner comes into contact with your clothes, wash the stained area with cold
water. Heating the stained area by applying hot water will set the toner into
the fabric and removing the stain may become impossible.

« When replacing a container with toner (including used toner) or consumables with
toner, be careful that the toner does not splatter. After removing used
consumables and shutting the lid of the container if the lid is available, put them in
a bag.
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« Do not open toner containers forcibly while toner is inside, crush or squeeze them.
Toner spillage can cause accidental ingestion or dirtying of clothes, hands, or
floor.

Disposing Exhausted Toners

You cannot reuse exhausted toners.

When disposing a depleted print cartridge, place the cartridge in a box or plastic bag
while paying attention not to spill any toner powder.

@ region A (mainly Europe and Asia)

If you want to discard your used toner container, please contact your local sales office. If
you discard it by yourself, treat it as general plastic waste material.

@kegion B (mainly North America)

Please see our local company website for information on the recycling of supply

products, or you can recycle items according to the requirements of your local
municipalities or private recyclers.

Replenishing the Staples

7

- Contact your consumable supplier and prepare new staples for replenishment when the
Staples are almost out. message is displayed. Replace the staples after the message
prompting replacement is displayed on the control panel.

ACAUTION

« When operating the machine, do not put your hand inside the booklet finisher tray
of the finisher's staple unit. You may trap your fingers in the machine's gap and
injury can result.

- Stapling failures or jams may occur if you use a staple cartridge other than that
recommended.

Confirming the supplier of consumables

Press [Machine Information] on the [Check Status] screen to display the telephone
number for ordering consumables.
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See "Contact Information", User Guide in English.

Replenishing the staples

Replenish the staples while watching the video displayed on the screen for the
procedure.
1. Press [Watch Video].

Press [Check Status] and then press [Check] under [Machine Status] tab.

I

1 & Watch Video l

\_-__-_-J

DOCOPA8225

2. Press the play (HEH) key.
3. Replenish the staples while watching the video.

« If you cannot raise the upper unit by holding on both ends of the cartridge, there are
staples still remaining inside. Continue using the machine without replenishing the

staples.

Replacing the Waste Toner Bottle

The waste toner bottle needs to be replaced soon when the Waste Toner Bottle is almost
full. message is displayed. Prepare a replacement waste toner bottle.

See "Contact Information", User Guide in English.

See the video displayed on the control panel of the machine for the procedure to replace
the waste toner bottle.

» For safe and correct use, please be sure to read Safety Information before
replacing the machine's supplies.

« You cannot reuse the waste toner bottle.

- To prevent the toner being spilled on the floor, table, or other object from the
removed waste toner bottle, cover these objects with sheets of newspaper.
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1. Press [Watch Video].

A= ————— )

| ‘ ® Watch Video I

\_-__-_-

DOCSPAB225

Press [Check Status] and then press [Check] under [Machine Status] tab.
2. Press the play (HEH) key.

3. Replace the waste toner bottle by following the procedure shown in the video.

Precautions When Replacing the Waste Toner Bottle

AWARNING

« Do not store toner (new or used) or toner containers while toner is inside in a
place with an open flame. The toner can ignite and result in burns or fire.

« Do not dispose of the following items into a fire. Toner will ignite on contact with
naked flame and burns can result.

« Toner (new or used)
« Toner containers while toner is inside

« Toner-attached parts

« Do not absorb spilled toner (including used toner) using a vacuum cleaner.
Absorbed toner may cause ignition or explosion due to electric contact sparks
inside the vacuum cleaner. However, you can use a toner-compatible industrial
vacuum cleaner. When toner is spilled, remove the spilled toner using a wet cloth
so that the toner is not scattered.

A CAUTION

« Do not leave the following items in a place where children can reach them:
« Toner (new or used)
- Toner containers while toner is inside

- Toner-attached parts




Replacement and Replenishment of Consumables

« When the following occurs while toner is handled, receive emergency measures
first, and then consult a doctor if necessary.

« When inhaling toner, gargle with a large amount of water and move into a
fresh air environment.

« When swallowing toner, dilute gastric contents with a large amount of water.

- When getting toner into your eyes, flush them with a large amount of water.

« When removing jammed paper, replenishing or replacing toner (new or used),
make sure not to inhale toner.

« When removing jammed paper, replenishing or replacing toner (new or used), be
careful not to have toner dirt your skin or clothes.

- If toner (new or used) comes into contact with your skin or clothes and smears
them, take the following actions:

- If toner comes into contact with your skin, wash the affected area thoroughly
with soap and water.

- If toner comes into contact with your clothes, wash the stained area with cold
water. Heating the stained area by applying hot water will set the toner into
the fabric and removing the stain may become impossible.

« When replacing a container with toner (including used toner) or consumables with
toner, be careful that the toner does not splatter. After removing used
consumables and shutting the lid of the container if the lid is available, put them in
a bag.

« Do not open toner containers forcibly while toner is inside, crush or squeeze them.
Toner spillage can cause accidental ingestion or dirtying of clothes, hands, or
floor.

Disposing the Used Waste Toner Bottle

When disposing the used waste toner bottle, place the bottle in a box or plastic bag while
paying attention not to spill any toner powder.

@ Region A (mainly Europe and Asia)

If you want to discard your used waste toner bottle, please contact your local sales
office. If you discard it by yourself, treat it as general plastic waste material.

@Feson B(mainly North America)

Please see our local company website for information on the recycling of supply
products, or you can recycle items according to the requirements of your local
municipalities or private recyclers.
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8. Troubleshooting

Getting Started

Alert Sounds

The machine notifies you with an alert sound when a paper jam occurs, the original is left
on the machine, or another problem occurs. Listen to the alert sound for one of the
patterns described below, and perform the required procedure accordingly.

Sound pattern’® Condition Solution

A short beep Touch/Notification -
Login/Logout

A short beep, followed Invalid Operation If you entered an incorrect
by long beep password, enter the correct
password.

If you hear this sound when
touching an icon or key, you do
not have permission to use the
function or setting. Log in to the
machine as a user with
permission, or consult your user
administrator (or custom-
privileges administrator who has
equivalent privilege).

A long beep Operation Completed Check the operation result.
Copy: Job Done

Fax Printing Ended

Fax Transmission Ended

Fax Reception Ended

Two long beeps Warm-up The machine is ready for use
after the machine is turned on or
recovers from the sleep mode.
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Sound pattern’® Condition Solution

Five long beeps Auto Reset The machine has been reset to
the default state after the
specified period of time has
passed with the machine
unoperated. If you were
performing and paused an
operation, perform the operation
from the beginning again.

[Auto Reset Sound] sounds only
when simplified screen is
displayed in the classic mode

applications.
Five long beeps Caution Check that an original is not left
(repeating four times) Copy: Forgot Original on the exposure glass and that

aper is loaded in the paper tray.
Scanner: Forgot Original pap pap y

Fax: Forgot Original

Five short beeps Warning Check the message displayed on
the screen, and resolve the
problem by removing the

jammed paper or original, or
" replacing the toner.

(repeating five times)

12 short beeps Blank Page Detected Check that the original is placed
in the ADF with the side to scan
facing up.

*1 The factory default sound pattern is used as an example in the table above.

« You cannot pause an alert sound that has started. The machine continues to emit
the sound until the preset sound pattern is completed.

« You can specify the volume and type of alert sound in [Settings] » [System
Settings] P [Sound]. The type of sound can be specified for each condition
described in the table above. You can also specify the volume of the sound emitted
when using On-hook or Immediate Transmission to send a fax in [Settings] »
[System Settings] » [Sound] ® [Adjust Sound Volume (Fax)] or [Settings] #» [Fax
Settings] ® [Others] P [Adjust Sound Volume]. Press [Home] (&) after specifying
the settings.

See "Setting the Sound Volume and Type", User Guide in English.
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Checking the Indicators, Icons, and Messages on the Control Panel

The machine notifies you of the machine condition or status of an application with the
[Check Status] indicator or a message displayed on the control panel. Check the status
and resolve the problem accordingly.

Message

(2]
& |Machine Administrator Waste Toner Botte s fll 7

--
Copy

Seanner

< Quick Print Release ant.iStan (Memory
0rage Device)

. & Information

No Reception File é’; ﬂ‘
There is no new

& Document Server Apslication Site ettt

Check Status
(=58 il

[Check Status] indicator
« Message

Displays a message indicating the status of the machine or application. Press the
message to display it in full text. You can also view more than one message as a list.

« [Check Status] indicator

If there is a problem such as a paper jam, the [Check Status] indicator lights up or
flashes along with a message displayed on the screen. Press [Check Status] to check
the status of the machine or application, and resolve the problem accordingly.

When an Icon is Displayed with a Message

When you need to resolve a problem such as a paper jam, an icon is displayed at the
beginning of a message. See the table below for the meaning of each icon.

Icon Condition Solution and reference
i Maintenance or repair is Prepare for maintenance or
required. consider repairing the machine.
g,~_ Paper is jammed. See the animated illustration

displayed on the control panel,
and remove the jammed paper.

See "When Paper Is Jammed",
User Guide in English.
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Icon

Condition

Solution and reference

sk

An original has jammed.

See the animated illustration
displayed on the control panel,
and remove the jammed original.

See "When Paper Is Jammed",
User Guide in English.

L2

Toner is almost depleted, or has
run out.

Prepare a replacement toner.
Replace the toner when it runs
out.

page 193 "Replacing the Toner"

« If 4 appears when thereis
a lot of toner, pull out the
print cartridge by following
the toner replacement
procedure that is displayed
on the screen, and then set
it back again.

The waste toner bottle is full, or
almost full.

Prepare a replacement waste
toner bottle.

Replace the bottle when it
becomes full.

page 197 "Replacing the Waste
Toner Bottle"

Staples are nearly depleted, or
have run out.

Prepare a cartridge for
replacement, and load it when
the staples run out.

page 196 "Replenishing the
Staples"”

N
=]

The hole punch receptacle is full.

Empty the receptacle.

See "When the Hole Punch
Receptacle Is Full", User Guide in
English.

A cover is open.

Check that all covers of the
machine and external devices are
closed.




Getting Started

« For the names and the contact information of consumables, check [Settings] P
[Inquiry]. Press [Home] (&) after completing the operation to close [Settings].

See "Contact Information", User Guide in English.

When the [Check Status] Indicator is lit or flashing

The [Check Status] indicator notifies the user when the machine requires immediate
attention.
Litin red
The machine is unavailable for use. Press [Check Status] and resolve the problem as
soon as possible.
Flashing in yellow

Maintenance on the machine needs to be performed soon. Perform the required
procedure accordingly.

Follow the steps below to check the machine and the application’s status, and solve the
problem as needed.

1. Press [Check Status].

> O
Quick Print Release

Print/Scan (Memory

Storage Device)

No Reception File ‘l
i

Docurment Server Apelication Sit

’-----‘ A T S S S

2. Press [Check] to check the details, and perform the required procedure.

page 203 "When an Icon is Displayed with a Message"
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[ & ](Copy Scanner \ v Printing: min.

A Machine Status Current Job Machine Infarmatian
, ] \
Machine Status A\ Toner Desieted I [ chex ||

% IPvé Address: I

Network ¥ v nacte I :
Remote Support Ready I [ Start ]
Copier Ready | |
Scanner Ready I 1
. I |

Printer @ crror Occurred Check
\ )

-

Check Status %™

DOCHPAS807

A: The machine cannot be used.

®: Some of the functions cannot be used, or the toner is almost depleted.

« Depending on the machine condition, such as a paper jam or open cover, the status
confirmation screen may be displayed automatically without pressing [Check
Status].

When the Machine Cannot Be Operated

- If a message is displayed on the screen, check the message.
n page 212 "When a Message Appears and the Machine Cannot Be Operated"

« When confirming or changing the settings in [Settings], press [Home] (&) after
completing the operation to close [Settings].

When the Machine Does Not Respond Correctly to an Operation on the Control

Panel
Condition Cause Solution and reference

The screen of the The machine is in the Touch the screen.

control panelis not lit. sleep mode.

Nothing is displayed The power of the Check that the main power

when you touch the machine is turned off. indicator is not lit, and then turn

screen. on the main power of the
machine.
page 17 "Turning On and Off the
Power"
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Condition

Cause

Solution and reference

The power of the
machine does not come
on.

The power cable is
unplugged from the wall
outlet.

Connect the ground wire, and
plug the power cable into the
wall outlet.

See "Installation Requirements
After Moving the Machine", User
Guide in English.

The machine is
connected to an
extension cord.

You cannot use an extension
cord.

After checking that the screen is
not lit when you touch it and the
main power indicator is unlit,
remove the extension cord and
plug the power cable directly into
the wall outlet.

There may be a problem
with the wall outlet.

After checking that the screen is
not lit when you touch it and the
main power indicator is unlit,
plug the power cord into a
confirmed operating wall outlet.

Only the copy iconis
displayed when the
machine is turned on.

The functions other than
the copy function are
starting up.

The time required for a function
to start up varies depending on
the function. Wait a while.

Only some of the menu
items are displayed
when you press
[Settings] after turning
on the power of the
machine.

The functions other than
the copy function are
starting up.

The time required for a function
to start up varies depending on

the function. More items on the

menu in [Settings] are displayed
as the functions start up. Wait a
while.

The login screen is
displayed.

Basic Authentication,
Windows
Authentication, or LDAP
Authentication is
specified.

Enter the login user name and
password, and then press
[Login]. For the login user name
and password, consult the user
administrator (or custom-
privileges administrator who has
equivalent privilege).

page 54 "Logging In from the
Control Panel"

207



208

8. Troubleshooting

Condition Cause Solution and reference
The User Code entry User Code Enter the User Code, and press
screen is displayed. authentication is [OK]. Consult the user
specified. administrator (or custom-

privileges administrator who has
equivalent privilege) for the user
code.

A function is not
executed, or you cannot
perform an operation.

Another function that
cannot be used with the
specified function at the
same time is being
executed.

Wait for the function in progress
to end, and then perform the
next operation. For details about
functions that cannot be used at
the same time, see the following
section:

page 514 "Function
Compatibility"

When a backup of the address
book is being created using Web
Image Monitor or another
method, the next function is
executed after the backup is
completed.

The key is unresponsive,
or another key is
activated.

Multi-touch, such as
pinch-in and pinch-out,
does not work properly.

A malfunction is
temporarily occurring on
the machine.

There is a device or
equipment that is
generating noise in the
vicinity.

You cannot interrupt
copying even after
pressing [Stop] while
the copy function is
operating.

A malfunction is
temporarily occurring on
the machine.

Turn off the power of the
machine, wait for 10 seconds or
more after confirming that the
main power indicator is turned
off, and then turn on the power
again.

page 17 "Turning On and Off the
Power"

If the message persists even
after you have turned the power
off and then on, consider
repairing the machine.

You cannot interrupt
copying or scanning
even after pressing
[Stop], and the login
screen is displayed.

Basic Authentication,
Windows
Authentication, or LDAP
Authentication is
specified, and the user
who started the copying
or scanning operation
has logged out.

Log in to the machine as the user
who started the copying or
scanning operation or as the
machine administrator (or
custom-privileges administrator
who has equivalent privilege),
and press [Stop].
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Condition

Cause

Solution and reference

Help is not displayed
when you press [Help]

The application that is
currently in use does
not support the help
function, or Il is
grayed out because
"Paper Misfeed" or
another message is
being displayed.

The help function cannot be used
when &l is grayed out. Close
the application or message, and
then try again.

Blis grayed out
because the user does
not have permission to
use the browser
function.

The help function cannot be used
if the user does not have
permission to use the browser
function. If Il is always grayed
out, consult the user
administrator (or custom-
privileges administrator who has
equivalent privilege) to check
whether you have permission to
use the browser function. The
user administrator can change
the access permissions in the
address book.

See "Confirming the Available
Functions", User Guide in
English.

The screen changes to
Web Browser when you
press [Help] (lEl), but
the help content is not
displayed.

The machine is not
connected to the
network correctly.

Check if you can display a web
page in [Web Browser]. If a web
page cannot be displayed, check
that the machine is connected to
the network correctly.

See "Selecting the Network
Connection Method", User Guide
in English.

The browser is
configured not to save
cookies.

Check that [Web Browser] »
[Menu] (E=X) > [Settings] P
[Privacy & security] » [Accept

cookies] check box is selected.
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Condition

Cause

Solution and reference

The screen remains
turned on and the
machine does not enter
the sleep mode when
you press [Energy

Saving] (L).

The machineisin a
condition that does not
allow the machine to
enter the sleep mode.

Check the conditions in which
the machine does not enter the
sleep mode.

page 17 "Turning On and Off the
Power"

The machine does not
shut down when more
than six minutes have
passed after you press
the main power switch.

The shutdown operation
could not be performed
normally.

Press the main power switch
again.

If the message persists even
after you have turned the power
off and then on, consider
repairing the machine.

The power of the
machine is turned off
automatically.

[Main Power Off] is
specified in the weekly
timer.

Disable [Weekly Timer Easy
Settings] and [Weekly Timer
Detailed Settings] on [Settings]
» [System Settings] »
[Date/Time/Timer] ® [Timer].

When the Machine Does Not Respond Correctly to an Operation from a

Computer

Condition

Cause

Solution and reference

When using the address
book from Device
Manager NX, an
incorrect password
error is displayed even
when you enter the
correct login user name
and password.

A certificate is not
installed on the
computer when SSL/TLS
is enabled on the
machine.

Install the certificate on the
computer. Consult your network
administrator (or custom-
privileges administrator who has
equivalent privilege) for the
certificate.

An item other than
[Simple Encryption] is
specified in "Driver
Encryption
Key:Encryption
Strength".

Specify [Simple Encryption] in
"Driver Encryption
Key:Encryption Strength" in
[Settings] » [System Settings]
P [Settings for Administrator]
» [Security] ® [Extended
Security Settings].
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Condition

Cause

Solution and reference

You cannot access the
machine using Web
Image Monitor.

There is a problem with
the connection between
the machine and the
computer.

Check the cable connecting the
machine and the computer, and
disconnect and then connect the
cable again. Also, check the
connection to the hub or router,
and turn off and on the power of
the device if possible. Next, turn
off the power of the machine,
wait for 10 seconds or more after
confirming that the main power
indicator is turned off, and then
turn on the power.

page 17 "Turning On and Off the
Power"

A proxy server is

In the proxy setting of the Web

specified. browser, specify the IP address
of the machine as an exception.
You can check the IP address in
[Check Status] ® "Network".
"There is a problem with | [Permit SSL/TLS Click [Continue to this website

this website's security
certificate." is displayed
and you cannot connect
to the machine when
accessing the machine
using Web Image
Monitor.

Communication] is set
to [Ciphertext Only].

(not recommended).].

To specify not to display the
message, log in to the machine in
the administrator mode, and
specify [Ciphertext/Cleartext] in
[SSL/TLS] » "Permit SSL/TLS
Communication" under [Device
Management] » [Configuration]
P "Security".

"https" is entered at the
beginning of the URL.

Do not enter "s" after "http".
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When Messages Appear

When a Message Appears and the Machine Cannot Be Operated

Message Condition Solution and reference
"Service Call" The machine needs | Consider repairing the machine.
SCXXX-XX to be repaired.

"Contact"
"Serial No. of
Machine"

"Following unit is
out of order.

Please call service."

Condensation is
occurring inside the
machine.

Turn the power off and then wait for a
while until the condensation disappears.

recovering from the
sleep mode.

SC491-00

"Contact"

"Serial No. of

Machine"

"Functional A malfunction that | Prepare for maintenance or consider

Problems" requires repairing the machine.

SCXXX-XX maintenance or If a message prompts you to turn the

"Contact” repair has occurred. | o\ver of the machine off and then on, the

"Serial No. of problem may be resolved by turning off

M er:} .(.)' © the power, waiting for 10 seconds or more

achine after confirming that the main power

indicator is turned off, and then turning on
the power.
page 17 "Turning On and Off the Power"
When "Press [Cancel] to cancel
functions." is displayed, you can continue
using the machine except for the function
in which the malfunction is occurring after
pressing [Cancel].

"Please wait." The machine is Wait a while. Turn off the power of the

machine if the message persists after five
minutes, wait for 10 seconds or more
after confirming that the main power
indicator is turned off, and then turn on
the power.
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Message Condition Solution and reference
page 17 "Turning On and Off the Power"
"Please wait." The machine is Wait a while and do not turn off the power
preparing to of the machine.
perform a function
or executing the
image stabilization
process.
The ambient Check the room temperature and whether
temperature is it satisfies the operational requirements
outside the of the machine. If the machine has just
temperature range | been moved to the current location, leave
specified for the it be for some time and allow it to adapt to
machine operation. | the environment before use.
See "Installation Requirements After
Moving the Machine", User Guide in
English.
If the message persists after five minutes
even when the room temperature is within
the specifications, wait for 10 seconds or
more after confirming that the main power
indicator is turned off, and then turn on
the power.
page 17 "Turning On and Off the Power"
"Please wait." A consumable or Wait a while and do not turn off the power

supply such as the
toner has been
replenished.

of the machine. Turn off the power of the
machine if the message persists after five
minutes, wait for 10 seconds or more
after confirming that the main power
indicator is turned off, and then turn on
the power.

page 17 "Turning On and Off the Power"

"Shutting down...
Please wait.

Main power will be
turned off
automatically.

Maximum waiting
time: 6 minute(s)"

The power of the
machine was
turned off while the
machine was
starting up or in the
standby mode.

Wait until the power is turned off.
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- If the message persists even after you have performed the operations as instructed
in the following message, a malfunction may temporarily occur on the machine. Turn
off the power of the machine, wait for 10 seconds or more after confirming that the
main power indicator is turned off, and then turn on the power.

« "Cover Open"
- "Add Toner" / "Add Staples"
- "Waste Toner Bottle is full." / "Hole Punch Receptacle is full."
« "Original(s) left on exposure glass."
« "No paper."
page 17 "Turning On and Off the Power™"
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When a Message Appears While Using the Copy Function

Message

Condition

Solution and reference

""Cannot Detect
Original Size"

An original is not
placed correctly on
the machine.

Place the original correctly. When you
place an original on the exposure glass,
the machine detects the original size by
opening and closing the exposure glass
cover or ADF. Open the cover or ADF by
more than 30 degrees when placing an
original.

An original with a
difficult-to-detect
size even in the
regular size, such
as a transparency
or paper with sticky
notes, is placed on
the machine.

When scanning an original with a difficult-
to-detect size, specify the paper tray in
[Paper Select]. Also, when making an
enlarged or reduced copy, select an item
other than [Fit to Paper Size]

page 411 "Sizes Detectable with Auto
Paper Select"

An original of a
custom size is
placed on the
machine.

When scanning an original of a custom
size, specify the original size in [Original
Setting/Store File] ® [Original Size] »
[Custom Size].
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Message

Condition

Solution and reference

"2 Sided Copy is not
available with this
paper size."

(The name of some
other specified
finish, such as
"Rotate Sort", may
appearin "2 Sided
Copy".)

A paper size that is
not supported in
Duplex copying or
the specified
finishing type is
specified.

Check the paper size supported in Duplex
copying and the specified finishing type
and load the supported paper.

page 416 "List of Specifications"

"Exceeded the
maximum number
of multi-sheet fold."

The maximum
number of sheets
that can be
specified for multi-
sheet fold has been
exceeded.

Check the number of sheets that can be
specified for multi-sheet fold, and then
reduce the number of originals before
loading them.

page 416 "List of Specifications"

When the internal multi-fold unit is
attached, you can specify whether to
continue or stop printing in [Settings] ™
[Copier / Document Server Settings] »
[Finishing] ® [Fold] » [If Too Many
Sheets for Multi-sheet Fold, Set].

See "Finishing", User Guide in English.

"Exceeded the
maximum number
of sheets that can
be used. Copying
will be stopped."

When the copy
volume use
limitation is
enabled, copying
was canceled
because the copy
volume of the user
exceeded the upper
limit allotted for the
user.

For details about the copy volume use
limitation, consult the user administrator
(or custom-privileges administrator who
has equivalent privilege). The user
administrator can change the limit on the
copy volume use.

See "Specifying Maximum Print Volume
Use of Each User", User Guide in English.

"Set next original(s)
within the following
seconds, then press
[Start]."

Duplex copying is
specified.

When not copying onto both sides of
paper, clear the [1 sided—2 sided] and [2
sided—2 sided] check boxes.

"Stapling capacity
exceeded."

The number of
sheets that can be
stapled together is
exceeded.

Check the number of sheets that can
stapled together at a time, and reduce the
number of sheets in the original placed on
the machine.
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Message

Condition

Solution and reference

page 416 "List of Specifications"

When a Message Appears While Using Document Server

For details about the messages that are displayed when printing a document, see the
descriptions of the messages that are displayed in the copy function.

page 214 "When a Message Appears While Using the Copy Function”

Message

Condition

Solution and reference

"Cannot delete the
folder because it
contains locked
file(s). Contact the
file administrator."

The folder contains
a locked document.

Request the file administrator (or custom-
privileges administrator who has
equivalent privilege) to unlock the
document. The file administrator can
unlock documents.

See "Managing Folders as a File
Administrator", User Guide in English.

"Cannot detect
original size."

An original is not
placed on the
machine.

Place the original correctly. When you
place an original on the exposure glass,
the machine detects the original size by
opening and closing the exposure glass
cover or ADF.

Open the cover or ADF by more than 30
degrees when placing an original.

An original with a
difficult-to-detect
size even in the
regular size, such
as a transparency
or paper with sticky
notes, is placed on
the machine.

When scanning an original of a difficult-to-
detect size, specify the paper tray. Also,
when making an enlarged or reduced
copy, select an item other than [Fit to
Paper Size].

page 411 "Sizes Detectable with Auto
Paper Select"

An original with a
custom size is
placed on the
machine.

When scanning an original with a custom
size, specify the original size in [Original
Size] » [Custom Size].




When Messages Appear

Message

Condition

Solution and reference

"Cannot display

The format of the

Press [Confirm] to display the preview

Booklet mode
cannot be used for
data stored with
mixed functions."

scanned in the copy
function and a
document stored in
the printer function
are selected
together, and
[Booklet] or
[Magazine] is
specified.

preview of this image data is screen without a thumbnail. If the image

page.” corrupted. data comprises multiple pages, press <
> to display a different page.

"Magazine or A document You cannot specify [Booklet] or

[Magazine] to the document comprising
data stored in the different functions.

"The selected
folder is locked.
Please contact the
file administrator."

The wrong
password was
entered 10 times
while performing
operation on a
password-
protected folder,
and the folder is
locked.

Request the file administrator (or custom-
privileges administrator who has
equivalent privilege) to unlock the folder.
The file administrator can unlock folders.

See "Managing Folders as a File
Administrator", User Guide in English.

When a Message Appears While Using the Fax Function

« When confirming or changing the settings in [Settings], press [Home] ) after

closing [Settings].
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Messages that Appear During Operation or When Sending/Receiving a Fax
Cannot Be Performed

Message

Condition

Solution and reference

"Cannot detect
original size."

An original is not
placed correctly on
the machine.

Place the original correctly. When you
place an original on the exposure glass,
the machine detects the original size by
opening and closing the exposure glass
cover or ADF. Open the cover or ADF by
more than 30 degrees when placing an
original.

An original with a
difficult-to-detect
size, even in the
regular size, such
as a transparency
or paper with sticky
notes or a custom
size original, is
placed on the
machine.

Specify [Scan Size] in [Settings].

""Cannot receive
emails currently.

The machine is
receiving a On-
demand Email
Notification (a
query e-mail from
the administrator),
and manual
reception cannot be
performed.

Wait a while, and press [Manual
Reception: Email].

"Error occurred,
and transmission
was cancelled."

An original had
jammed while
sending a fax.

Press [Confirm], remove the jammed
original, and then send the fax again.

An error occurred
temporarily in the
machine, or there
was interference on
the line such as
excessive noise or
cross-talk.

Press [Confirm] and send the fax again.




When Messages Appear

Message

Condition

Solution and reference

"Functional
problem occurred.
Stopped
processing."

The power of the

machine was lost
while receiving an
Internet Fax.

Even if you turn on the power
immediately, you may not be able to
resume reception until the timeout
duration has passed depending on the
settings of the e-mail server. Wait a while.
To receive the fax manually, wait until the
duration has passed and then operate the
machine to perform reception. For the
timeout duration, consult the
administrator.

"Memory is full.
Cannot scan more.
Transmitting only
scanned pages."

The memory is full.

Press [Confirm] to return to the stand-by
state and start sending the pages that are
already scanned and stored. Check the
transmission result report for unsent
pages, and send those pages later.

"Some invalid
destination(s)
contained. Do you
want to select only
valid
destination(s)?"

A folder destination
is included in the

group.

When sending a fax to a destination other
than a folder destination, press [Select].

- If the JPEG/PDF file that is attached to an e-mail sent to the machine cannot be
printed, check the message and resolve the problem accordingly.

page 234 "When a Message Appears While Using the Printer Function"

Messages that Appear When the Machine Cannot Connect to the Network

For details about your network environment, consult the administrator.

Message

Condition

Solution and reference

"Check whether
there are any
network problems."
[14-01]

The destination
device did not
respond.

« Check that the computer specified as
the destination is operating normally
and connected to the network.

» Check that the machine is connected
to the network correctly.
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Message

Condition

Solution and reference

"Check whether
there are any

network problems."
[14-03]

You do not have
permission to
access the shared
folder specified as
the destination.

Check the access permission settings of
the shared folder on the destination
computer.

page 173 "Scanning Documents and
Sending the Scanned Data to a Folder"

"Check whether
there are any

network problems."
[14-07]

The shared folder
specified as the
transfer destination
cannot be found in
Folder Transfer.

Creating a shared folder on the
destination computer. To check the folder
name, select the destination in the
address book, press [Edit], and see "Path"
in [Destinations] tab ® [Folder].

See "Transferring a Received Fax
Document to E-mail Address or Folder",
User Guide in English.

The amount of
available internal
storage space on
the destination
computer is
insufficient to
perform Folder
Transfer.

Check that the computer specified as the
transfer destination has enough free
space.

"Check whether
there are any

network problems."
[14-09]

The password
registered in the
address book is
invalid when
performing Folder
Transfer.

Select the forwarding destination in the
address book, press [Edit], and specify a
password in the [Destinations] tab ™
[Folder] ® [Folder Authentication Info].

"Check whether
there are any

network problems."
[14-33]

[Fax Email Account]
is not specified.

Register email address, user name, and
password in [Settings] P [Fax Settings]
P [Detailed Initial Settings] ® [Fax
Email Account].

"Check whether
there are any

network problems."
[14-51]

The destination to
which to perform
Folder Transfer was
deleted from the
address book.

Register the destination folder to the
address book.

See "Registering the Destination Folder to
Use for Send to Folder", User Guide in
English.




When Messages Appear

Message

Condition

Solution and reference

"Check whether
there are any
network problems."
[15-11]

The POP3 (IMAP4)
server could not be
found.

Check the settings in [Reception
Protocol], [POP3/IMAP4 Settings] and
[Email Communication Port] on [Settings]
P [System Settings] ® [Send
(Email/Folder)] ™ [Email].

The DNS server

could not be found.

Check the [DNS Configuration] setting on
[Settings] » [System Settings] »
[Network/Interface].

The machine is not
connected to the
network.

Check that the machine is connected to
the network correctly.

"Network
communication has
failed. Cannot
access the SIP
server. Please
check the address
setting of the SIP
server or the SIP
server settings."

[13-18]

The SIP server
could not be
accessed.

Specify the correct "SIP Server IP
Address" in [Settings] ® [Fax Settings]
P [Detailed Initial Settings] ®» [IP-Fax
Settings] ™ [SIP Settings].

See "Sending Documents by IP-Fax", User
Guide in English.

"Network
communication has
failed. Cannot
connect to the
destination
normally because
there is no IP-FAX
function
compatibility
between the
destination and this
machine."

[13-33]

The destination
device is unable to
connect with the
IP-Fax function of
the machine.

Sending a fax using the IP-Fax function is
not possible. Send the fax using the G3
line if possible.
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Message

Condition

Solution and reference

"Network
communication has
failed. Cannot
register this
machine to SIP
server. Please
check the address
setting of the SIP
server or other
settings of the SIP
server."

[13-17]

The SIP server
rejected the
registration of the
user name.

Specify the correct "SIP Server IP
Address" and "SIP User Name" in
[Settings] » [Fax Settings] ® [Detailed
Initial Settings] ® [IP-Fax Settings] ™
[SIP Settings].

See "Sending Documents by IP-Fax", User
Guide in English.

"Network
communication has
failed. Failed to
connect to
POP/IMAP server.
Please check
machine settings
and the status of

The POP3 (IMAP4)
server could not be
found.

Check the settings in [Reception
Protocol], [POP3/IMAP4 Settings] and
[Email Communication Port] on [Settings]
» [System Settings] ® [Send
(Email/Folder)] ® [Email].

The DNS server
could not be found.

Check the [DNS Configuration] setting on
[Settings] » [System Settings] »

[Network/Interface].
server and
network." The machine is not | Check that the machine is connected to
[15-11] connected to the the network correctly.
network.
"Network The SMTP server Check [SMTP Server] on [Settings] »

communication has
failed. Failed to
connect to the
destination. Please
check if the
destination is
correct and
destination
machine status."

[14-01]

could not be found.

[System Settings] ® [Send
(Email/Folder)] ® [Email].

The DNS server
could not be found.

Check [DNS Configuration] on [Settings]
P [System Settings] »
[Network/Interface].

The machine is not
connected to the
network.

Check that the machine is connected to
the network correctly.

Communication
with the destination
specified for Folder
Transfer could not
be established

properly.

« Check that the computer specified as
the transfer destination is operating
normally and connected to the
network.

« Check the transfer settings.




When Messages Appear

Message Condition Solution and reference

See "Transferring a Received Fax
Document to E-mail Address or
Folder", User Guide in English.

The destination Check that the destination is specified

could not be found | correctly.

whenthe faxwas | gee "Sending Internet Faxes without

sent without using | yging SMTP Server", User Guide in

the SMTP server. English.

"Network The shared folder Specify the destination from the address

communication has
failed. Failed to
connect to the
destination folder.
Please check if the
destination is
correct and
destination
machine settings."

[14-25]

specified as the
destination of
Folder Transfer
cannot be found.

book, press [Edit], and check that the
setting in the [Destinations] tab »
[Folder] matches the folder name or path
of the shared folder on the destination
computer.

If the shared folder on the destination
computer has been deleted, create the
folder.

See "Transferring a Received Fax
Document to E-mail Address or Folder",
User Guide in English.

"Network
communication has
failed. Failed to
send. Please check
a destination
machine status and
both authentication
setting of
destination
machine and this
machine."

[14-04]

A malfunction is
occurring on the
SMTP server or the
computer specified
as the destination
when sending an e-
mail without using
the SMTP server.

Check that the SMTP server and the
computer specified as the transfer
destination are functioning normally.
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Message

Condition

Solution and reference

"Network
communication has
failed. Failed to
send. Please check

No free space is
available on an
SMTP server, the
computer specified

Check that free space is available on the
SMTP server and the destination
computer.

destination as the destination
machine status and | for Folder Transfer,
remaining or the computer
memory." specified as the
[14-05] destination when
sending an e-mail
without using the
SMTP server.
"Network The specified Check the destination e-mail address, and
communication has | destination does specify again if necessary.
failed. Failed to not exist.

send. Please check
if the destination is
correct."

The destination
could not be found
when the fax was

Check that the destination is specified
correctly.

See "Sending Internet Faxes without

14-06 ; ; . S

[ ] sent without using | ysing SMTP Server", User Guide in
the SMTP server. English.

"Network A malfunction is Check that the SMTP server and the

communication has
failed. Failed to
send. Please check
status and settings
of the destination
machine."

[14-08]

occurring on an
SMTP server, the
computer specified
as the destination
for Folder Transfer,
or the computer
specified as the
destination when
sending an e-mail
without using the
SMTP server.

destination computer are functioning
normally.




When Messages Appear

Message

Condition

Solution and reference

"Network
communication has
failed. Failed to
send. Please check
the access privilege
setting of the

A malfunction is
occurring on an
SMTP server, the
computer specified
as the destination
for Folder Transfer,

Check that the SMTP server and the
destination computers are functioning
normally.

destination." or the computer
[14-03] specified as the
destination when
sending an e-mail
without using the
SMTP server.
The shared folder Creating a shared folder on the
specified as the destination computer. To check the folder
transfer destination | name, select the destination in the
cannot be found in | address book, press [Edit], and see "Path"
Folder Transfer. in [Destinations] tab ® [Folder].
See "Transferring a Received Fax
Document to E-mail Address or Folder",
User Guide in English.
The user name Select the forwarding destination in the
and/or password address book, press [Edit], and specify
registered in the [Destinations] tab ® [Folder] ® [Folder
address book are Authentication Info] again.
invalid when See "Registering the Destination Folder to
performing Folder | \jge for Send to Folder", User Guide in
Transfer. English.
"Network The administrator « Specify [Settings] » [System

communication has
failed. Failed to
send. Please check
the administrator
email address
setting."

[14-00]

e-mail address is
not registered when
the machine is
configured to send
Records by e-mail.

Settings] ® [Send (Email/Folder)] ™
[Email] ® [Administrator's Email
Address].

« When configuring the machine to not
send Records by e-mail, change the
current value of bit number [4] under
switch number [21] in [Settings] P
[Fax Settings] P [Detailed Initial
Settings] ®» [Parameter Setting] »
[Parameter Setting].

See "Changing the Parameter

Settings", User Guide in English.
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Message

Condition

Solution and reference

"Network
communication has
failed. Failed to
send. Please check
user name and

The user name
and/or password
registered in the
address book are
invalid when

Select the forwarding destination in the
address book, press [Edit], and specify
[Destinations] tab ®™ [Folder] ™ [Folder
Authentication Info] again.

See "Registering the Destination Folder to

password.” performing Folder | e for Send to Folder", User Guide in
[14-09] Transfer. English.
"Network Both the e-mail Specify [Fax Email Account] on [Settings]

communication has
failed. Failed to
send. The
registration of fax
email address or
administrator email

address to use for
sending and
receiving e-mails
and the
administrator e-
mail address are

P [Fax Settings] ® [Detailed Initial
Settings] or [Administrator's Email
Address] on [Settings] ® [System
Settings] ™ [Send (Email/Folder)] »
[Email].

See "Preparing the Machine for Sending

address if not registered when | 4 Receiving Documents by Internet
required. sending an e-mail. Fax", User Guide in English.

[14-33]

"Network A domain name was « Specify a host name or IP address as

communication has
failed. Failed to

send. The specified
address is invalid."

[14-34]

not specified when
sending an e-mail
without using the
SMTP server.

the destination, and send the e-mail
again.

« When you specified the destination
from the address book, select the
destination in the address book,
press [Edit], and then check the
settings in "Send via SMTP Server"
and "SMTP Authentication Info" in
[Destinations] tab ® [Email
Address].

See "Sending Internet Faxes without
Using SMTP Server", User Guide in
English.

"Network
communication has
failed. Fax email
account is not
registered. Please
check settings."

[15-02]

[Fax Email Account]
is not specified.

Specify the settings in "User Name" and
"Password" in [Settings] ® [Fax Settings]
P [Detailed Initial Settings] ® [Fax
Email Account].




When Messages Appear

Message

Condition

Solution and reference

"Network
communication has
failed. Fax email
address is not
registered. Please
check settings."

[15-03]

[Fax Email Account]
is not specified.

Register Email Address in [Settings] »
[Fax Settings] P [Detailed Initial
Settings] ® [Fax Email Account].

"Network
communication has
failed. No response
from the
destination. Please
check the cable
connection and if
the network
equipment is
turned on."

[13-39]

The destination
device did not
respond.

« Check that the computer specified as
the destination is operating normally
and connected to the network.

» Check that the machine is connected
to the network correctly.

"Network
communication has
failed. POP/IMAP
server
authentication error
has occurred.
Please check email
account and
password."

[15-12]

A login attempt to
the POP3 (IMAP4)
server failed.

Check the [POP before SMTP] setting on
[Settings] » [System Settings] ® [Send
(Email/Folder)] ™ [Email] and the [Fax
Email Account] setting on [Settings] ™
[Fax Settings] P [Detailed Initial
Settings].

"Network
communication has
failed. POP/IMAP
server is not
registered. Please
check settings."

[15-01]

The POP3 (IMAP4)
server address is
not registered.

Specify the setting in [Settings] »
[System Settings] ® [Send
(Email/Folder)] ® [Email] ™
[POP3/IMAP4 Settings].

A user certificate
(destination
certificate) is not
registered or has
expired.

Install the correct user certificate.

page 350 "Encrypting Network
Communication"
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Message

Condition

Solution and reference

"Network
communication has
failed. S/MIME
certificate error has
occurred. Please
check the
certificate of both
destination and this
machine."

[14-21]

A device certificate
(destination
certificate) is not
registered or has
expired.

Install the correct device certificate.

page 350 "Encrypting Network
Communication"

"Network
communication has
failed. SIP digest
authentication
failed. Please check
the SIP digest
authentication user
name and

The authentication
password on the
SIP server and the
password
registered on the
machine do not
match.

Check that the password registered on the
SIP server and "Password" in SIP Digest
Authentication under [Settings] » [Fax
Settings] ® [Detailed Initial Settings] »
[IP-Fax Settings] P [SIP Settings] match.

See "Sending Documents by IP-Fax", User
Guide in English.

password."

[13-24]

"Network The user certificate | Install a new user certificate.
cqmmunlcatlon has (des‘tllnatlon page 350 "Encrypting Network
failed. The certificate) has

certificate of
destination is not
currently valid.
Please re-issue it."

[14-22]

expired.

Communication"

"Network
communication has
failed. The
certificate of this
machine is not
currently valid.
Please re-issue it."

[14-23]

A device certificate
(destination
certificate) is not
registered or has
expired.

Install a new device certificate.

page 350 "Encrypting Network
Communication"




When Messages Appear

Message Condition Solution and reference
"Network The user certificate | Install a new user certificate and device
communication has | (destination certificate.
falleld‘. The ‘ cert‘lflcate) la‘nd page 350 "Encrypting Network
certlfl.cate of this device ce_rtlflcate Communication”
machine or have expired.
destination

machine is not
currently valid.
Please re-issue it."

[14-24]

"Network
communication has
failed. The
destination does
not support IP-

An IP-Fax was sent
to a destination that
does not support
IP-Fax.

Sending a fax using the IP-Fax function is
not possible. Send the fax using the G3
line if possible.

FAX."

[13-34]

"Network Aninvalid IP Specify the correct [Effective Protocol]
communication has | address is and [IP Address (IPv4)], or [IP Address
failed. The IP registered. (IPv6)] on [Settings] » [System Settings]

address is invalid.
Please check the
network settings."

[13-26]

P [Network/Interface].

See "Connecting to a Wired LAN", User
Guide in English.

[13-27]

"Network The settings in [SIP | Check that SIP Server IP Address in
communication has | Server IP Address] | [Settings] ® [Fax Settings] ® [Detailed
failed. The IP and [Effective Initial Settings] ® [IP-Fax Settings] ™

address may be
invalid. Please
check the network
settings."

[13-25]

Protocol] do not
match.

[SIP Settings] and [Effective Protocol] on
[Settings] » [System Settings] »
[Network/Interface] are correct.

An invalid IP
address is
registered.

Specify the correct [Effective Protocol]
and [IP Address (IPv4)], or [IP Address
(IPv6)] on [Settings] ® [System Settings]
P [Network/Interface].

See "Connecting to a Wired LAN", User

Guide in English.
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Message

Condition

Solution and reference

"Network
communication has
failed. The line has
been disconnected.
Please check the
destination and
caller ID
notification
setting."

[13-32]

The destination
terminated the
communication.

« Check that the destination is
specified correctly.

« If the destination refuses to receive a
fax with no sender information,
enable notifying of the information
and send the fax again.

"Network
communication has
failed. The mail
address for
authentication does
not match with
administrator's one.
Please check the

When a signature is
specified, the SMTP
authentication e-
mail address or
POP before SMTP
authentication e-
mail address does
not match the

Check that the authentication e-mail
address matches the address specified in
[Settings] » [System Settings] ® [Send
(Email/Folder)] ® [Email] ®
[Administrator's Email Address].

See "Send (Email/Folder)", User Guide in
English.

settings." administrator e-
[14-20] mail address.

« Change the current value to [1] under switch number [21] and bit number [6] in
[Settings] ™ [Fax Settings] ™ [Detailed Initial Settings] ® [Parameter Setting] »
[Parameter Setting] to disable displaying the "Network communication has failed."
message. Change the setting when you are not using the IP-Fax or Internet Fax

function.

See "Changing the Parameter Settings", User Guide in English.

Messages that Appear When the Remote Fax Function Is Unavailable

For details about your network environment, consult the administrator.

When a message is displayed on the main-machine

Message Condition Solution and reference
"Check whether there | The machine is not e Check that the machine is
are any network connected to the connected to the network
problems." network. correctly.

[16-00] « Press [Confirm] to use the

G3 fax.




When Messages Appear

Message

Condition

Solution and reference

"Connection with the
remote machine has
failed. Thereis a
problem with the
remote machine
structure. Contact the
administrator."

Another main-machine
is registered in remote
machine.

Register the sub-machine in
[Settings] ® [System Settings]
» [Machine] » [Others] P
[Register/Change/Delete
Remote Machine].

Another main-machine
is registered in remote
machine on the sub-
machine.

Register the machine in
[Settings] » [System Settings]
P [Machine] ® [Others] ™
[Register/Change/Delete
Remote Machine] on the sub-
machine.

"Transfer error has
occured. Check status
of remote machine."

A network error
occurred while
transferring the data.

« Check that the machine is
connected to the network
correctly.

« Check that the sub-
machine is connected to
the network and
functioning normally.

« Check that the IP address
or host name of the main-
machine is specified
correctly in [Settings] ™
[System Settings] »
[Machine] ®™ [Others] ®
[Register/Change/Delete
Remote Machine] on the
sub-machine.

When a message is displayed on the sub-machine

Message

Condition

Solution and reference

"Authentication with
remote machine failed.
Check remote
machine's
authentication
settings."

Authentication failed
when user
authentication is
enabled on the main-
machine, or the user
does not have
permission to use the
fax function.

Specify the same user
authentication setting as the
main-machine, and register a
user who has the permission to
use the fax function.

See "page 311 "Verifying Users
to Operate the Machine (User
Authentication)"", User Guide
in English.
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Message Condition Solution and reference
"Check whether there | The machine is not Check that the machine is
are any network connected to the connected to the network
problems." network. correctly.

[16-00]

"Connection with the
remote machine has
failed. Check the
remote machine
status."

The main-machine is
turned off, or not
functioning normally.

Turn on the power of the main-
machine. If the power is turned
on, check that the device is
functioning normally.

A network error
occurred.

Check that the machine and the
main-machine are connected
to the network correctly.

A timeout error
occurred while
connecting to the
main-machine.

Check that the IP address or
host name of the main-
machine is specified correctly
in [Settings] ® [System
Settings] ® [Machine] ™
[Others] »
[Register/Change/Delete
Remote Machine] on the sub-
machine.

"Connection with the
remote machine has
failed. There is a
problem with the
remote machine
structure. Contact the
administrator."

Another sub-machine
is registered in remote
machine.

Register the main-machine in
[Settings] ® [System Settings]
P [Machine] ® [Others] ®
[Register/Change/Delete
Remote Machine].

The machine is not
registered in remote
machine on the main-
machine.

Register the machine in
[Settings] » [System Settings]
» [Machine] » [Others] P
[Register/Change/Delete
Remote Machine] on the main-
machine.

"Remote fax is not
available because
[User Code
Authentication] is
active."

User Code
authentication is
specified.

User Code authentication is not
supported on both the main-
machine and sub-machine.
Consider another method of
user authentication.




When Messages Appear

Message

Condition

Solution and reference

"Remote machine
registration is
incorrect. Contact the
administrator."

The main-machine
could not be found.

Check that the IP address or
host name of the main-
machine is specified correctly
in [Settings] ® [System
Settings] ® [Machine] ™
[Others] »
[Register/Change/Delete
Remote Machine].

"Transfer error has
occured. Check status
of remote machine."

A network error
occurred while
transferring the data.

« Check that the machine is
connected to the network
correctly.

« Check that the main-
machine is connected to
the network and
functioning normally.

« Check that the IP address
or host name of the main-
machine is specified
correctly in [Settings] ™
[System Settings] »
[Machine] ® [Others]
[Register/Change/Delete
Remote Machine].

"Transfer error has
occured. Check status
of remote machine."

"MACHINE_ERR_09(0)

"Transfer error has
occured. Check status
of remote machine."

"The HDD of the
remote machine is
full."

There is no free space
available on the
internal storage of the
main-machine.

Delete files that are no longer
needed on the main-machine.
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When a Message Appears While Using the Printer Function

« When confirming or changing the settings in [Settings], press [Home] () after

closing [Settings].

Messages that Appear without Error Codes

Message

Cause

Solution and reference

"Address Book is
currently in use by
another function.

Authentication has
failed."

The address book is
in use by another
function, and
authentication
guery is not
possible.

Try again later.

"A function which
cannot be used with
Fold mode was set.
The job has been

A setting that
cannot be specified
with folding was
specified, and

Check the setting, and cancel the function
that cannot be specified with the fold
function.

network that was
not printed exists
because an error
occurred. It was
stored as a job not
printed."

storing function is
enabled, an error
occurred in the
print job sent via
the network and the
canceled job was
stored.

cancelled." printing was
canceled.
"A job via the When the error job « Check that the machine is connected

to the network correctly. For details
about your network environment,
consult the administrator.

« The stored document can be printed.

page 163 "Printing Documents Stored
in the Printer from the Control Panel"

"All the remaining
print volume has
been allocated to
another central
managed client(s).
The job has been
cancelled."

The job was
canceled because
the usage count
information could
not be obtained
from the Central
Management
machine.

All job slots are occupied by other
devices. Check the status of the client
machine.




When Messages Appear

Message

Cause

Solution and reference

"An error occurred
while printing a job
with Background
Numbering. The job
has been
cancelled."

A size thatis
impossible to print
was specified.

Specify a size smaller than 305.0 mm
(12.0 inches) wide and 432.0 mm (17.0
inches) long in "Print On:" in the printer
driver. When [Same as Original Size] is
specified in "Print On:", reduce the size
specified in "Print On:" or adjust the size
in the application.

"An error occurred

while processing an
Unauthorized Copy
Prevention job. The
job was cancelled."

The settings in the
printer driver are
incorrect.

Check the following in the printer driver:

 Is avalue smaller than 600 dpi
specified in [Resolution]?

See "Applying Different Print Settings
Depending on the Document Type",
User Guide in English.

 Is only space(s) entered as the text to
use for the background pattern in the
unauthorized copy prevention
function?

« Is Document Server specified as the
print method?

See "Storing Documents to Print in
the Machine", User Guide in English.

Unauthorized copy
prevention is given
priority in [Settings
for Administrator].

Consult the device administrator (or
custom-privileges administrator who has
equivalent privilege) for the settings of the
machine. The machine administrator can
change the setting in [Settings] »
[System Settings] P [Settings for
Administrator] ® [Security
Pattern/Stamp] ® [Unauthorized Copy
Prevention Printing: Printer].

See "Settings for Administrator", User
Guide in English.
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Message

Cause

Solution and reference

"Auto-registration
of user information
has failed."

The maximum
number of items
that can be
registered has been
exceeded and the
authentication
information for
LDAP
authentication or
Windows
authentication
cannot be
registered
automatically.

Delete a user that is no longer necessary
from the address book.

"Booklet/Half Fold
is not available with
the settings. The

A setting in which
Booklet or Half-fold
cannot be

Check the setting for the availability of the
Booklet or Half-fold function.

page 416 "List of Specifications"

Memory Storage
Device."

memory device is
unavailable for use.

job has been performed was
cancelled." specified, and
printing was
canceled.
“Cannot access the | An USB flash « Check that the external media is

formatted in FAT16 or FAT32, and
write protection is not enabled on the
media.

« Check that the external media is not
corrupted or damaged.

"Cannot store data
of this size."

The paper size is
too large.

Reduce the paper size of the document to
send. The document to send cannot be
stored at a custom size.

"Classification Code
is incorrect. The job
has been
cancelled."

A classification
code is not
specified.

Consult the machine administrator (or
custom-privileges administrator who has
equivalent privilege) for the classification
code, and enter the code in [Classification
Code] in "Detailed Settings" on the [Basic]
tab P [Modify] under "Job Type" in the
printer driver.




When Messages Appear

Message

Cause

Solution and reference

The document was
printed in a printer
driver that does not
support the

classification code.

Request the machine administrator (or
custom-privileges administrator who has
equivalent privilege) to change the setting
of the classification code.

Machine administrator: Change
[Classification Code] to [Optional] in Web
Image Monitor if necessary.

See "Managing the Number of Printed
Sheets Using the Classification Code",
User Guide in English.

""Collate has been
cancelled."

The sort function
was canceled.

Turn off the power of the machine, wait
for 10 seconds or more after confirming
that the main power indicator is turned

off, and then turn on the power.

page 17 "Turning On and Off the Power"

"Command Error"

A problem occurred
in the data because
of the
communication
status or another
reason.

Check that the machine can communicate
with the computer properly.

A printer driver that
does not support
the machine was
used.

Use the printer driver for the machine.
Obtain and install the latest version of the
driver.

The print command
did not complete

In the printer driver, go to the [Others] tab
» [Special Settings] ® [Image Quality]

correctly. and then change [Vector/Raster:] to
[Raster].
"Communication The job was Check the status of the Central

error with central
management server
has occurred. The
job has been
cancelled."

canceled because a
Central
Management
communication
error occurred.

Management machine.

"Compressed Data
Error."

Compressed data is
corrupted.

« Check that the tool used for creating
the compressed data is functioning

properly.
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8. Troubleshooting

error."

document as Test
Print, Locked Print,
Hold Print, Store
Print, or storing the
document in
Document Server
failed. The internal
storage is
malfunctioning.

Message Cause Solution and reference
« Check that the machine can
communicate with the computer
properly.
"Data storage Printing a If the message persists even after you

have turned the power off and then on,
consider repairing the machine.

"Document Server
is not available to
use. Cannot store."

Use of the
Document Server
function is
restricted.

Consult the user administrator (or
custom-privileges administrator who has
equivalent privilege).

"Duplex has been

The paper source

Specify to use the paper tray for duplex

occurred.

cancelled." tray is not specified | printing in [Settings] ™ [Tray/Paper

for duplex printing. | Settings] ® [Paper Size/Paper Typel].
"Error has An error such as a Check that the PDF file to print does not
occurred." syntactic error has | have an error.

"Error occurred
while processing a
Compulsory
Security Stamp
print job. The job
was cancelled."

The job was
canceled because
an error occurred
while applying
Compulsory
Security Stamp.

When feeding paper from the bypass tray,
specify the correct paper size and do not
enable [Auto Detect].

"Exceeded max.
capacity of
Document Server.
Cannot store."

The internal storage
is almost full.

» Reduce the size of the document to
send.

« Erase documents that are no longer
needed.

See "Deleting Documents Stored in
the Machine", User Guide in English.

See "Deleting Documents from
Document Server", User Guide in
English.




When Messages Appear

Message

Cause

Solution and reference

"Exceeded max.
number of files.
(Auto)"

The maximum
number of Store
Print jobs or the
maximum number
of jobs that can be
managed for Hold
Print (Auto)
documents has
been exceeded
while storing a
document printed
by Normal Print as a
Hold Print job by
the error job storing
function.

Erase a Hold Print (Auto) document that is
no longer needed.

See "Deleting Documents Stored in the
Machine", User Guide in English.

"Exceeded max.
number of files of
Document Server.
Cannot store."

The number of
documents stored
in the machine
exceeds the
maximum number.

Erase documents that are no longer
needed.

See "Deleting Documents from Document
Server", User Guide in English.

"Exceeded max.
number of pages.
(Auto)"

An "exceeded max.
number of pages"
error occurred
while storing a
document printed
by Normal Print as a
Hold Print job by
the error job storing
function.

« Reduce the number of pages to print.

« Erase documents that are no longer
needed.

See "Deleting Documents Stored in
the Machine", User Guide in English.

See "Deleting Documents from
Document Server", User Guide in
English.

"Exceeded max.
number of pages of
Document Server.
Cannot store."

The number of
pages stored in the
machine exceeds
the maximum
number.

« Reduce the number of pages in the
document to send.

« Erase documents that are no longer
needed.

See "Deleting Documents from
Document Server", User Guide in
English.

"Exceeded max.
pages. Collate is
incomplete."

The maximum
number of sheets
that can be sorted
has been exceeded.

Reduce the number of pages to print.
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Message

Cause

Solution and reference

"Exceeded the
maximum number
of multi-sheet fold.
The job has been
cancelled."

The maximum
number of sheets
that can be
specified for multi-
sheet fold has been
exceeded. The
multi-sheet fold job
was canceled.

Check the number of sheets that can be
specified for multi-sheet fold.

page 416 "List of Specifications"

"Exceeded the
maximum number
of multi-sheet fold.
The job has been
cancelled."

The maximum
number of sheets
that can be
specified for multi-
sheet fold has been
exceeded.

Check the number of sheets that can be
specified for multi-sheet fold, and then
reduce the number of originals before
loading them.

page 416 "List of Specifications"

When the internal multi-fold unit is
attached, you can specify whether to
continue or stop printing in [Settings] ™
[Printer Settings] ®» [System] ® [Error
Action] ®» [When Exceeded Maximum
Number of Multi-sheet Fold].

See "System", User Guide in English.

"Exceeded the
maximum unit
count for Print
Volume Use. The
job has been
cancelled."

When the print
volume is limited,
printing was
canceled because
the print volume of
a user exceeded
the upper limit
allotted for the
user.

For details about the print volume use
limitation, consult the user administrator
(or custom-privileges administrator who
has equivalent privilege). The user
administrator can clear the counter or
change the limit on the print volume.

See "Confirming the Counter for Each
User", User Guide in English.

See "Specifying Maximum Print Volume
Use of Each User", User Guide in English.

"File system is full."

The file system is
full, and the PDF file
cannot be printed.

Erase documents that are no longer
needed.

See "Deleting Documents Stored in the
Machine", User Guide in English.

See "Deleting Documents from Document
Server", User Guide in English.




When Messages Appear

Message

Cause

Solution and reference

"Hardware
Problem: Internal
storage"

An error is
occurring on the
internal storage of

the machine.
"Hardware An error has
Problem: USB" occurred on the

USB interface.
"Hardware An error has

Problem: Ethernet"

occurred in the
Ethernet interface.

Turn off the power of the machine, wait
for 10 seconds or more after confirming
that the main power indicator is turned

off, and then turn on the power.

page 17 "Turning On and Off the Power"

If the message persists even after you
have turned the power off and then on,
consider repairing the machine.

"Hardware
Problem: Wireless
Card"

An error has
occurred in the
wireless LAN board.

Turn off the power of the machine, check
that the Wireless LAN board is correctly
installed in the machine, and then turn on
the power.

page 17 "Turning On and Off the Power"

If the message persists even after you
have turned the power off and then on,
consider repairing the machine.

"Information for
user authentication
is already
registered for
another user."

In LDAP
authentication, the
same name is
registered under
different IDs on
different servers,
and duplicate
names (account
names) occurred
such as when
switching the
domain (server).

Consult the user administrator (or
custom-privileges administrator who has
equivalent privilege). User administrator:
Delete the corresponding user from the
address book, and register the user again
after resolving the duplicate names on
different servers.

"Tnsufficient
Memory"

The amount of
available memory is
insufficient.

Decrease [Resolution] in the printer driver.

See "Applying Different Print Settings
Depending on the Document Type", User

Guide in English.
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Message

Cause

Solution and reference

"Out of paper in the
following paper
tray. Load paper."

"To force print,
select another tray
and press [Print]
key."

The paper tray
specified in the
printer driver has
no paper loaded.

« To proceed with printing after
changing the paper setting, select a
tray and press [Print]. However, when
Staple, Punch, Fold, Cover Sheet, Slip
Sheet, Chaptering, or Designate is
specified, or when Duplex printing is
specified on a paper tray that does
not support the function, printing
cannot be performed. When Sort is
specified, only one copy of the
document is printed.

« To proceed with printing on the
specified paper, load the paper in the
tray.

page 75 "Loading Paper into the
Paper Tray"

"Memory Overflow"

The insufficient
memory error has
occurred while
printing from the
printer driver (PCL
6).

In the printer driver, go to the [Others] tab
» [Special Settings] ® [Image Quality]
and then change [Vector/Raster:] to
[Raster].

"Memory Retrieval
Error"

The datain the
memory could not
be retrieved.

Turn off the power of the machine, wait
for 10 seconds or more after confirming
that the main power indicator is turned

off, and then turn on the power.

page 17 "Turning On and Off the Power"

"No response from
the server.
Authentication has
failed."

In LDAP or
Windows
authentication, a
timeout error
occurred while
submitting an
authentication

query to the server.

« Consult the administrator of the
authentication server.

« When using the Active Directory of
the Windows server for LDAP
Authentication, change [Settings] »
[System Settings] # [Settings for
Administrator] ™
[Authentication/Charge] »
[Administrator Authentication/User
Authentication/App Auth.] ® [LDAP
Search] ® "Follow Referrals on
LDAP Server" to [Inactive].




When Messages Appear

Message

Cause

Solution and reference

"Output tray has
been changed."

The destination to
deliver the output
paper was changed
because of the
paper size
limitation of the
output destination.

Specify the correct destination to deliver
the output paper.

"Out of paper in the
following paper
tray. Load paper."

The paper size or
paper type
specified in the
printer driver does
not match the
paper settings, in
the machine, for the
bypass tray.

Specify [Driver/Command] in [Settings] »
[Tray/Paper Settings] ® [Printer] »
[Tray Setting Priority] ® [Bypass Tray].

“There is no paper
tray that matches
the specified paper
size/ paper type.
Change the tray
settings to the
following paper
size/ paper type, or
select another tray
and press [Print]
key."

The paper tray
loaded with paper
of the size or type
specified in the
printer driver is not
available.

« To proceed with printing after
changing the paper setting, select a
tray and press [Print]. When Staple,
Punch, Fold, Cover Sheet, Slip Sheet,
Chaptering, or Designate is specified,
or when Duplex printing is specified
on a paper tray that does not support
the function, printing cannot be
performed. When Sort is specified,
only one copy of the document is
printed.

 To proceed with printing on the
specified paper, load the paper and
then check that the paper size and
type are correctly specified in
[Settings] ® [Tray/Paper Settings].

page 75 "Loading Paper into the
Paper Tray"

"Printer font error."

There is a problem
in the font file of the
machine.

Consider repairing the machine.

"Print overrun."

A page image is
discarded while
printing the page.

Decrease [Resolution] in the printer driver.

See "Applying Different Print Settings
Depending on the Document Type", User
Guide in English.
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Message

Cause

Solution and reference

"Punch has been
cancelled."

The Punch function
was canceled
because the staple
position is specified
incorrectly.

Check the orientation of the paper and
print data, and the specified punch
position.

See "Punching Holes on Printed Pages",
User Guide in English.

"Receiving data
failed."

Transmission of
data was canceled.

Send the data again.

"Sending data
failed."

Transmission of
data from the
printer driver was
canceled.

Check that the computer is operating
normally.

"Staple error
occurred. The job
has been
cancelled."

The number of
sheets that can be
stapled was
exceeded, and
printing was
canceled.

Check the number of sheets that can be
stabled on the finisher in use.

page 416 "List of Specifications"

"Staple has been
cancelled."

The staple function
was canceled
because the
number of sheets
exceeds the
maximum that can
be stapled or the
staple position is
specified
incorrectly.

Check the specification of the finisher in
use, and specify the setting accordingly.

« Number of sheets that can be stapled
together

page 416 "List of Specifications"

- Staple position that can be specified
on different paper orientation and
print data orientation

See "Stapling Printed Pages", User
Guide in English.

Certain settings can produce staple
results that might not be as expected
when the paper is delivered to the output
tray.

A malfunction
occurred
temporarily on the
machine.

Turn off the power of the machine, wait
for 10 seconds or more after confirming
that the main power indicator is turned

off, and then turn on the power.

page 17 "Turning On and Off the Power"




When Messages Appear

Message Cause Solution and reference
"The job was A condition in which | Check the binding condition.
cancelled because | binding cannot be
the specified performed was

settings are not
applicable for
Booklet."

specified, and
printing was
canceled.

"The print job has
been cancelled
because capture
file(s) could not be
stored: Exceeded
max. memory."

The amount of
available space on
the internal storage
became low while
saving the capture
data.

» Reduce the size of the document to
send.

- Erase documents that are no longer
needed.

See "Deleting Documents Stored in
the Machine", User Guide in English.

See "Deleting Documents from
Document Server", User Guide in
English.

"The print job has
been cancelled
because capture
file(s) could not be
stored: Exceeded
max. number of
files."

The number of
documents stored
in the machine
exceeded the
maximum number
while saving the
capture data.

Erase documents that are no longer
needed.

See "Deleting Documents from Document
Server", User Guide in English.

"The print job has
been cancelled
because capture
file(s) could not be
stored: Exceeded
max. number of
pages per file."

The number of
pages stored in the
machine exceeded
the maximum
number while
saving the capture
data.

« Reduce the number of pages in the
document to send.

- Erase documents that are no longer
needed.

See "Deleting Documents from
Document Server", User Guide in
English.

"The selected paper
size is not
supported. This job
has been
cancelled."

A paper size that
cannot be fed on
the machine was
specified and
printing was
canceled by the
auto job cancel
function that was
activated.

Print the document on paper of a size that
can be fed on the machine.
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Message

Cause

Solution and reference

"The selected paper
typeis not
supported. This job
has been
cancelled."

A paper type that
cannot be fed on
the machine was
specified and
printing was
canceled by the
auto job cancel
function that was
activated.

Print the document on paper of a type that
can be fed on the machine.

"You do not have a
privilege to use this
function. This job

Authentication
information is not
registered correctly

Specify the authentication information in
the printer driver. For the authentication
information, consult the user

Z-fold cannot be
performed was
specified, and the
Z-fold function was
canceled.

has been in the printer driver. | administrator (or custom-privileges
cancelled." administrator who has equivalent
privilege).
See "Specifying Login Information in the
Printer Driver", User Guide in English.
The user registered | Consult the user administrator (or
in the printer driver | custom-privileges administrator who has
does not have equivalent privilege). The user
permission to use administrator can change the access
the printer function. | permissions in the address book.
See "Confirming the Available Functions",
User Guide in English.
"Z-fold error." A setting in which Check the tray, paper orientation and print

data orientation settings, and the
specified position for postprocessing.

Messages that Appear with Error Codes

Check the system configuration list or print settings list. The details of the error may also

be printed in the list.

See "List/Test Print", User Guide in English.




When Messages Appear

Message Cause Solution and reference
"84: Error" The amount of Reduce the transmission data.
available work area
is insufficient for
processing images.
"86: Error" The parameter in Specify the correct parameter.

the control code is
incorrect.

"92: The print job
was cancelled."

(displayed in the
error history)

Printing is canceled
from the control
panel.

To perform printing, operate the control
panel again.

"98: Error" Accessing the Turn off the power of the machine, wait
internal storage for 10 seconds or more after confirming
failed. that the main power indicator is turned

off, and then turn on the power.
page 17 "Turning On and Off the Power"

"99: Error" When printing a file | Check the data to print.
from an USB flash
memory device, the
file to printis in an
unsupported format
or corrupt.

"AC: Internal The area reserved Delete a registered form or font that is no

Storage is full."

for forms or fonts in
PostScript 3 is full.

longer necessary.

"AM: Internal
Storage is full.
(Auto)"

An overflow error
occurred in the
internal storage
while storing a
document printed
by Normal Print as a
Hold Print job by
the error job storing
function.

» Reduce the size of the document to
print.

- Erase documents that are no longer
needed.

See "Deleting Documents Stored in
the Machine", User Guide in English.

See "Deleting Documents from
Document Server", User Guide in

English.
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Message

Cause

Solution and reference

"BA4: Background
Numbering is not
available because
Internal Storage is
not installed. The
job was cancelled."

Background
Numbering was
done without
attaching the
external device
HDD.

Connect the external device HDD. If the
situation does not improve even after
connecting the HDD, contact your service
representative.

"BAI: The job was

cancelled because
the authentication
setting(s) has been
changed."

The authentication
setting was
changed during
printing, so printing
was canceled by
the auto job cancel
function.

Check the authentication setting.

"BAJ: The job was
cancelled because
of a functional
problem with the
optional finisher."

A peripheral
equipment had a
problem, so printing
was canceled by
the auto job cancel
function.

Contact your service representative.

"BAL: The job was
cancelled because
PS/PDF printing is
prohibited. Please
contact the
administrator."

Printing of
PostScript 3 and
PDF is not enabled.

Consult your machine administrator. The
machine administrator checks settings on
[Settings] ® [Printer Settings] ® [Data
Management/Maintenance] »
[Administrator Tools] ® [Prohibit Printing
PS/PDF].

See "PS Menu", User Guide in English.
See "PDF Menu", User Guide in English.

"BAM: Exceeded
the maximum
number of multi-
sheet fold."

The maximum
number of sheets
that can be
specified for multi-
sheet fold has been
exceeded.

Check the number of sheets that can be
specified for multi-sheet fold, and then
reduce the number of originals before
loading them.

page 416 "List of Specifications"

When the internal multi-fold unit is
attached, you can specify whether to
continue or stop printing in [Settings] ™
[Printer Settings] ®» [System] ® [Error
Action] ®» [When Exceeded Maximum
Number of Multi-sheet Fold].

See "System", User Guide in English.




When Messages Appear

Message

Cause

Solution and reference

"CB: The job was
cancelled because
the password is
incorrect."

The entered
password was
incorrect, so
printing was
canceled by the
auto job cancel
function.

Confirm the correct password for the
document and enter it.

"CC: The job was
cancelled because
the userID is
invalid."

The user ID was
invalid, so printing
was canceled by
the auto job cancel
function.

Enter the correct login username. Confirm
the login username with the user
administrator (or custom-privileges
administrator who has equivalent
privilege).

"CD: The job was
cancelled because
of an error with
PS3/PDF."

A postscript
language error
occurred in PS3 or
PDF printing, so
printing was
canceled by the
auto job cancel
function.

Check if there is a problem with the
printing data.

"CE: The job was
cancelled because
of an error with
PCL5e/XL."

An error occurred in
PCL6 printing, so
printing was
canceled by the
auto job cancel
function.

Check that the machine can communicate
properly with the PC.

"CK: The job was
cancelled because
of an error with
XPS."

An error occurred in
XPS printing, so
printing was
canceled by the
auto job cancel
function.

Check that the machine can communicate
properly with the PC.

"CM: The job was
cancelled because

of a timeout error
with PS3/PDF."

A timeout error
occurred in
PostScript 3 or PDF
printing, so printing
was canceled by
the auto job cancel
function.

« Check that the machine can
communicate properly with the PC.

» PostScript 3
Check the following setting items.
When [Use Machine Setting(s)] is

selected, set the waiting time longer.
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Message

Cause

Solution and reference

When [Use Driver/Command] is
selected, set the waiting time
specified by the command longer.

Check the setting of [Settings] P
[Printer Settings] ™ [PS Menu] »
[Job Timeout].

“CN: The job was
cancelled because
the print settings
specified by PS3
are not consistent
with the machine
settings."

Some of [Printer
Settings] on the
print data did not
match the machine
settings, so printing
was canceled by
the auto job cancel
function.

Check that the printer settings specified in
the print data match the settings in
[Settings] ™ [Printer Settings] ® [PS
Menul.

"CO: The job was
cancelled because
of a font error with
PS3/PDF."

A font error
occurred in
PostScript 3 or PDF
printing, so printing
was canceled by
the auto job cancel
function.

Register the required fonts.

"CP: The job was
cancelled because
of insufficient
memory error with
PS3/PDF."

An insufficient
memory error
occurred in
PostScript 3 or PDF
printing, so printing
was canceled by
the auto job cancel
function.

Specify [Font Priority] in [Settings] ®
[Printer Settings] ™ [System] P
[Memory] ®» [Memory Usage].

"CQ: Some pages
were not printed
because they were
blank."

An error occurred in
RPCS printing, so
printing was
canceled by the
auto job cancel
function.

Consider repairing the machine.




When Messages Appear

Message

Cause

Solution and reference

"EB: The job was
cancelled because
[Restrict Direct
Print Jobs] has
been set to [Cancel
All Direct Print
Jobs]."

A printing job has
been set to be
canceled, so
printing was
canceled by the
auto job cancel
function.

Contact your machine administrator (or
custom-privileges administrator who has
equivalent privilege).

Machine administrator can change the
setting in [Settings] ® [Printer Settings]
» [Data Management/Maintenance] »
[Print Jobs] ™ [Restrict Direct Print
Jobs].

"EC: The job was
cancelled because
of a failure to store
and skip an error
job."

A document has
been set to be
stored or canceled
when an error
occurs and it did
not operate, so
printing was
canceled by the
auto job cancel
function.

« Fix the error that occurred.

 You can check the settings of the
operation when an error occurs in
[Settings] P [Printer Settings] »
[System] P [Error Action] ® [Store
and Skip Errored Job].

"ED: The specified
paper size is not
valid for 2 sided
print and therefore
Magazine finishing
is not available. The
job was cancelled."

A paper size that
cannot be used for
2 sided print was
specified and
[Magazine] finishing
was not available,
so printing was
canceled by the
auto job cancel
function.

When specifying [Magazine], check and
specify the paper size that corresponds to
2 sided print.

page 416 "List of Specifications"

"EE: There are
mixed paper sizes
therefore Magazine
finishing is not
available. The job
was cancelled."

Two or more paper
sizes were used
and [Magazine]
finishing was not
available, so
printing was
cancelled by the
auto job cancel
function.

When specifying [Magazine], use sheets of
the same size.
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Message

Cause

Solution and reference

"P6: Print command
from printer driver
of another
manufacturer has
been received."

The document was
printed using the
printer driver of
another
manufacturer.

Check the type of printer driver being
used.

"P7: RPCS driver for
another model is
being used."

The document was
printed using an
RPCS driver for
another model, and
in a condition that
the machine cannot
print.

Check the type of RPCS driver being used.

"P8: The data
communication
environment has
become unstable."

A malfunction
might be occurring
in the data, such as
corruption or

a drop out.

Check that the machine is connected to
the network correctly, and then send the
data again. For details about your network
environment, consult the administrator.

When a Message Appears While Using the Scanner Function

« When confirming or changing the settings in [Settings], press [Home] (&) after

closing [Settings].

Messages that Appear on the Control Panel

Message

Cause

Solution and reference

"All the pages are
detected as blank.
No file was
created."

The original was
placed with the
wrong side facing
down when [Delete
Blank Page] or
[Delete Blank Page]
in OCR setting is
specified.

« When scanning on the exposure
glass, place the original with the side
to scan facing down.

« When scanning on the ADF, place the
original with the side to scan facing

up.




When Messages Appear

Message

Cause

Solution and reference

All pages in the
scanned original
were determined to
be blank when
[Delete Blank Page]
is specified.

Decrease the value specified in the
following setting items.

[Settings] ® [Scanner Settings] »
[Scan] ® [Blank Page Detection] »
[Blank Page Detection Level]

All pages in the
scanned original
were determined to
be blank when
[Delete Blank Page]
in OCR is specified.

Change the following setting items.

[Settings] ® [Scanner Settings] ™
[Scan] ™ [Blank Page Detection] »
[Blank Page Detection Level] to
[Sensitivity Level 1]

"Authentication
with the destination
has failed. Check
settings. To check
the current status,
press [Scan Files
Status]."

The user
name/password of
SMTP
authentication
specified when
sending the e-mail
are incorrect.

Select the destination in the address
book, press [Edit], and check the setting in
[Destinations] tab ® [Email Address].

The user
ID/password
specified on the
destination folder in
Send to Folder are
incorrect.

« Select the forwarding destination in
the address book, press [Edit], and
check the information registered in
[Destinations] tab ® [Folder] »
[Folder Authentication Info].

« Adding "@domain-name" behind the
user name may resolve the problem.

« When a login password is not
specified on your computer, specify a
login password on the computer and
register it to the machine.

""Cannot access the
Memory Storage
Device."

An USB flash
memory device is
unavailable for use.

« Check that the external mediais
formatted in FAT16 or FAT32, and
write encryption or protection is not
enabled on the media.

« Check that the external media is not
corrupted or damaged.
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Message

Cause

Solution and reference

"Cannot detect
original size. Select
scan size."

An original is not
placed correctly on
the machine.

Place the original correctly. When you
place an original on the exposure glass,
the machine detects the original size by
opening and closing the exposure glass
cover or ADF. Open the cover or ADF by
more than 30 degrees when placing an
original.

An original with a
difficult-to-detect
size even in the
regular size is
placed on the
machine.

When scanning an original with a difficult-
to-detect size, specify [Send Settings] ™
[Scan Size].

page 411 "Sizes Detectable with Auto
Paper Select"

An original with a
custom size is
placed on the
machine.

When scanning an original with a custom
size, specify the original size in [Send
Settings] ® [Scan Size] ® [Custom
Size].

"Cannot find the
specified path.
Please check the
settings."

The machine or the
computer is not
connected to the
network correctly.

Check that the machine or the computer is
connected to the network correctly. For
details about your network environment,
consult the administrator.

The computer name
or folder name
specified in the
path name is
incorrect.

Register the computer name and folder
name again.

The firewall
function is enabled
on the computer.

In the firewall function on the computer,
register the machine IP address and the
port to use for sending files as exceptions.

You can check the IP address in [Check
Status] ® "Network". For details about
the ports, see the following:

page 416 "List of Specifications"

"Check original's
orientation."

The original is
placed in the wrong
orientation.

Depending on the combination of the
specified settings, the orientation to set
the original differs. Be sure to place the
original in the correct orientation.

See "Placing an Original to Scan", User
Guide in English.




When Messages Appear

Message

Cause

Solution and reference

"Connection with
PC has failed.
Check the settings."

The machine or the
computer is not
connected to the
network correctly.

Check that the machine or the computer is
connected to the network correctly. For
details about your network environment,
consult the administrator.

The computer name
or folder name
specified in the
path name is
incorrect.

Register the computer name and folder
name again.

The firewall
function is enabled
on the computer.

In the firewall function on the computer,
register the machine IP address and the
port to use for sending files as exceptions.

You can check the IP address in [Check
Status] ® "Network". For details about
the ports, see the following;:

page 416 "List of Specifications"

"Connection with
the destination has
failed. Check the
settings. Entered
path name might be
incorrect, or firewall
and security
settings might be
blocking network
connectivity."

The firewall
function is enabled
on the computer.

Enable file and printer sharing in the
firewall function on your computer.

"Exceeded max.
data capacity.
Check resolution
and ratio then press
[Start] again."

The data scanned
by specifying [Scan
Ratio] ® [Specify
Size] exceeds the
limit.

« Decrease [Send Settings] P
[Resolution].

« Specify a smaller paper size in [Send
Settings] ® [Scan Ratio] ® [Specify
Sizel].

"Exceeded max.
data capacity."

"Check the
scanning
resolution, then
press [Start] again."

A large size original
was scanned at a
high resolution, and
the resulting data
size exceeds the
limit.

« Decrease [Send Settings] »
[Resolution].

« Specify a smaller size in [Send
Settings] ™ [Scan Size].
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Message

Cause

Solution and reference

(A procedure other
than [Start] may be
described in
[Start].)

"Exceeded max.
email size. Sending
email has been
cancelled. Contact
the administrator
about max. email
size."

The file size per
page has exceeded
the maximum e-
mail size specified
in [Maximum Email
Size].

« Specify a lower value in [Send
Settings] ® [Resolution], or select a
smaller paper size in [Send Settings]
» [Scan Ratio] » [Specify Size].

« You can change the [Maximum Email
Size] setting on [Settings] »
[Scanner Settings] ® [Sending
Settings] ® [Email (Size)]. To divide
an e-mail that exceeds the maximum
size, specify [Yes (per Page)] or [Yes
(per Max. Size)] in [Divide & Send
Email].

"Exceeded max.
number of
alphanumeric
characters."

The number of
entered characters
has exceeded the
maximum.

Check the maximum number of
characters.

page 495 "The Setting Values of the
Transmission Function"

"Failed to connect
to the destination.
Please contact the
administrator to

check the following.

*The correct root
certificate is
registered to this
machine and
destination. *The
root certificate
check function is
not enabled by
mistake."

Email was sent to
the destination
without an installed
certificate of the
destination server
when "Root
Certificate Check"
was set to [Active].

Contact your network administrator. (or
custom-privileges administrator who has
equivalent privilege) Network
administrator should install the root
certificate of the destination server in Web
Image Monitor if required, or set "Root
Certificate Check" to [Inactive].

page 379 "Controlling Access to
Untrusted Websites from the Control
Panel"




When Messages Appear

Message

Cause

Solution and reference

"Insufficient
memory in the

There is no free
space available on

Change the external media. When
scanning an original in the divide-

memory storage the USB flash document or single-page mode, the saved
device." memory device, or | data may not contain all pages in the
the file could not be | original. Change the external media and
saved due to press [Retry] to resume saving the
insufficient space remaining data.
on the media.
"Not all of the The scaling factor Specify a smaller value in [Send Settings]
image will be specified in [Scan » [Scan Ratio].
scanned. Ratio] is too large.

Check the ratio and
then press [Start]
again."

The paper size
specified in [Scan
Ratio] ® [Specify
Size] requires a
reduction value
smaller than 25%.

Specify a paper size for which a reduction
ratio greater than 25% is specified in
[Send Settings] ® [Scan Ratio] »
[Specify Size].

"Programmed.
Cannot program the
destination(s) that
is not programmed
in the address
book."

A folder specified
by Manual Entry is
included among the
programmed
destinations.

Register the destination in the address
book of the machine, and then register it
to a program.

"Programmed.
Cannot program the
folder
destination(s) with
protection code(s)."

A destination
specified with a
protection code is
included among the
programmed
destinations.

« You cannot program a destination
specified with a protection code.
Specify this destination individually.

« To program this destination, cancel
the protection code and then register
the destination to a program.

See "Using the Protection Function to
Prevent the Misuse of Addresses",
User Guide in English.

"SMTP
authentication
email address and
administrator email
address mismatch."

The SMTP
authentication e-
mail address is not
registered in the
administrator e-
mail address.

Register the SMTP authentication e-mail
address in [Settings] ® [System Settings]
» [Send (Email/Folder)] ® [Email] ™
[Administrator's Email Address].
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Message

Cause

Solution and reference

"Some invalid
destination(s)
contained. Do you
want to select only
valid
destination(s)?"

The group contains
an e-mail address.

When sending data to a destination other
than an e-mail address, press [Yes].

"The program is
recalled. Cannot
recall the folder
destination(s) with
protection code(s)."

A folder destination
specified with a
protection code is
included among the
programmed
destinations.

« You cannot recall a destination
specified with a protection code in a
program. Specify this destination
individually.

« To program this destination, cancel
the protection code and then register
the destination to a program.

See "Using the Protection Function to
Prevent the Misuse of Addresses",
User Guide in English.

"The size of the
scanned data is too
small. Check the
resolution and the
ratio and then press
[Start] again."

The data scanned
by specifying [Scan
Ratio] ® [Specify
Size] is too small.

- Increase [Send Settings] »
[Resolution].

« Specify a larger paper size in [Send
Settings] ® [Scan Ratio] ® [Specify
Size].

"Transmission has
failed. Insufficient
memory in the
destination internal
storage. To check
the current status,
press [Scan Files
Status]."

The amount of
available internal
storage space on
the destination
computer, SMTP
server, or FTP
serveris
insufficient.

Check that the amount of free space is
sufficient.

"Transmission has
failed. To check the
current status,
press [Scan Files
Status]."

A network error
occurred while
transferring the
data due to a busy
network or another
reason.

If the same message is displayed after
scanning the original again, consult the
administrator.

The machine or the
computer is not
connected to the
network correctly.

Check that the machine or the computer is
connected to the network correctly. For
details about your network environment,
consult the administrator.




When Messages Appear

Message

Cause

Solution and reference

"Authentication
with the destination
has failed. Check
settings. To check
the current status,
press [Scan Files
Status]."

The user name or
password is
incorrect.

» Please check the SMTP
authentication user name and
password.

» Please check the destination folder
ID and password.

« The maximum number of
alphanumeric characters that can be
registered to a password is 128. Set a
different password that is less than
128 characters.

Messages that Appear on the Computer

Message

Cause

Solution and reference

"Any of Login User
Name, Login
Password or Driver
Encryption Key is
incorrect."

The login user
name or password
entered in [General
User
Authentication] is
incorrect.

Enter the correct login user name and
password in [General User
Authentication]. For the login user name
and password, consult the user
administrator (or custom-privileges
administrator who has equivalent
privilege).

The driver
encryption key is
not registered
correctly in the
TWAIN driver.

Register the driver encryption key on
[Details] ®™ [Authenticate] tab in the
TWAIN driver. For the driver encryption
key, consult the network administrator (or
custom-privileges administrator who has
equivalent privilege).

"The authentication
password and,or
authentication
algorithm may be
incorrect, or the
machine does not
support the
authentication
algorithm. Please
check."

The SNMPv3
authentication
information
registered in
Network
Connection Tool
does not match the
information of the
machine.

Consult the network administrator (or
custom-privileges administrator who has
equivalent privilege) for the SNMPv3
authentication information, and change
the information registered in Network
Connection Tool.

See "Installing the TWAIN Driver", User
Guide in English.
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Message

Cause

Solution and reference

"Authentication
succeeded.
However, the
access privileges
for scanner function
has been denied."

The logged-in user
does not have
access privileges to
use the scanner
function.

Consult the user administrator (or
custom-privileges administrator who has
equivalent privilege). The user
administrator can change the access
permissions in the address book.

See "Confirming the Available Functions",
User Guide in English.

"Cannot add any
more scanning
mode."

The maximum
number of scanning
modes that can be
registered exceeds
the maximum
number (100).

Delete scanning modes that are no longer
necessary.

"Failed to connect
to the destination.
Please contact the
administrator to
check the following.
*The correct root
certificate is
registered to this
machine and
destination. *The
root certificate
check function is
not enabled by
mistake."

The firewall
function is enabled
on the computer.

Configure the firewall function of the
computer to allow communication of the
application used, or disable the firewall
function.

"Cannot detect the
paper size of the
original. Specify the
scanning size."

The original is not
placed correctly on
the machine.

When you place an original on the
exposure glass, the machine detects the
original size by opening and closing the
exposure glass cover or ADF. Open the
cover or ADF by more than 30 degrees
when placing an original.

An original with a
difficult-to-detect
size even in the
regular size is
placed on the
machine.

When scanning an original with a difficult-
to-detect size, specify [Send Settings] »
[Scan Size].

page 411 "Sizes Detectable with Auto
Paper Select"




When Messages Appear

Message

Cause

Solution and reference

An original with a
custom size is
placed on the
machine.

When scanning an original with a custom
size, specify the original size in [Send
Settings] ® [Scan Size] ® [Custom
Size].

"Cannot specify any
more scanning
area."

The maximum
number of scanning
areas that can be
registered exceeds
the maximum
number (100).

Delete scanning areas that are no longer
necessary.

"Communication
error has occurred
on the network."

A communication
error has occurred
on the network.

Check that the settings for the
communication protocol (TCP/IP) are
configured correctly on the computer.

"Entered User Code
is not registered or
you do not have
access privileges to
use the scanner
function, please
contact your
administrator."

The correct user
code is not
registered in the
TWAIN drive when
User Code
authentication is
specified on the
machine.

Register the User Code on [Details] ™
[Authenticate] tab in the TWAIN driver.
For the User Code, consult the user
administrator (or custom-privileges
administrator who has equivalent
privilege).

The User Code
registered in the
TWAIN driver is not
assigned with the
privileges to use the
scanner function.

Consult the user administrator (or
custom-privileges administrator who has
equivalent privilege). The user
administrator can change the access
permissions in the address book.

See "Confirming the Available Functions",
User Guide in English.

"Error has occurred
in the scanner."

The scan condition
specified in the
application exceeds
the range that can
be specified on the
machine.

Specify the scan condition within the
range that can be specified on the
machine.

page 416 "List of Specifications"

A malfunction is
occurring in the
driver.

« Restart the application, and perform
scanning again.
- Install the TWAIN driver again.

See "Installing the TWAIN Driver",
User Guide in English.
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Message

Cause

Solution and reference

A malfunction is

Turn off the power of the machine, wait

temporarily for 10 seconds or more after confirming
occurring on the that the main power indicator is turned
machine. off, and then turn on the power.
page 17 "Turning On and Off the Power"
“Error has occurred | An erroris Restart the computer.

in the scanner
driver."

occurring in the
driver or operating
system.

There is a problem
with the network
environment.

Check that the computer is connected to
the network correctly and in an
environment where the TCP/IP protocol
can be used.

"Fatal error has
occurred in the
scanner."

An unrecoverable
error is occurring on
the machine.

Consider repairing the machine.

"Insufficient
memory. Close all
other applications,
then restart

Other applications
are running on the
computer, and the
amount of free

« Close applications on the computer.

« If the same message is displayed
when no other applications are
running after starting the computer,

scanning.” memory is uninstall the TWAIN driver, restart
insufficient. the computer, and then install the

TWAIN driver again.
"Insufficient The memory « Reduce the scan size or resolution.

memory. Reduce
the scanning area."

allocated for the
scanner function is

You may be able to resolve the error
also by reducing the brightness value

insufficient. when Duotone (black and white) or a
high resolution is specified.
» Specify [No Compression] on [Initial
Settings] ®» [Compression] tab in the
TWAIN driver.
“Invalid Winsock Winsock is Restore Winsock on the computer.
version. Please use | corrupted.

version 1.1 or
higher."

An access mask is
specified.

Consult your administrator.




When Messages Appear

Message

Cause

Solution and reference

"Scanner is not
available. Check the
scanner connection
status."

The power of the
machine is not
turned on, or the
machine is not
connected to the
network correctly.

Check that the machine is turned on, and
connected to the network correctly.

The firewall
function is enabled
on the computer.

Configure the firewall function of the
computer to allow communication of the
application used, or disable the firewall
function.

The IP address of
the machine could
not be resolved
from the host
name.

Check that the host name of the machine
is configured in Network Connection Tool
that is installed with the TWAIN driver.

See "Installing the TWAIN Driver", User
Guide in English.

The IPv6 address
could not be
obtained when only
IPv6 is enabled on
the machine.

Log in to Web Image Monitor in the
administrator mode, and select [Active] in
[IPv4] P "LLMNR" under [Device
Management] ® [Configuration] ™
"Network".

"Scanner is not
available on the
specified device."

The TWAIN scanner
function is disabled
on the machine.

The TWAIN scanner function cannot be
used.

"Scanner is not
ready. Check the
scanner and the
options."

The ADF is open.

Close the ADF.

"Scanning has been
aborted because
memory in
Mainframe became
full."

The amount of
available space on
the internal storage
of the machine is
insufficient when
scanning is
performed with the
[Read-ahead] check
box selected in the
TWAIN driver.

» Clear the [Read-ahead] check box in
the TWAIN driver.

« Erase documents that are no longer
needed from the machine.
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Message

Cause

Solution and reference

"The device's
authentication
service cannot be

Authentication
cannot be
performed because

« When User Code or Basic
authentication is specified, wait a
while until processing the machine

response from the
scanner. There may
be a number of
reasons for this,
e.g. the data
between the
computer and
scanner has been
lost because of an
increase in network
traffic, the firewall
in the virus
protection software
may be activated,
or there might be
problems with the
hardware etc. If you
can not fix this
problem, please
call service."

busy.

performed."” the authentication address is completed.
service is starting « When Windows or LDAP
up or busy. authentication is specified, wait a
while until the server becomes ready
for processing. If authentication is
not possible even after waiting for a
while, consult your administrator.
"Thereis no The network is Wait a while.

The firewall
function is enabled
on the computer.

Configure the firewall function of the
computer to allow communication of the
application used, or disable the firewall
function.

The machine or the
computer is not
connected to the
network correctly.

Check that the machine or the computer is
connected to the network correctly.

"User
Authentication in
SNMPv3 connection
has failed."

The authentication
information is
registered
incorrectly in
Network
Connection Tool
when SNMPv3
encrypted
communication is
enabled on the
machine.

Register the SNMPv3 authentication
information in Network Connection Tool
that is installed on the computer with the
TWAIN driver. For the SNMPv3
authentication information, consult your
network administrator (or custom-
privileges administrator who has
equivalent privilege).

See "Installing the TWAIN Driver", User
Guide in English.




When Other Messages Appear

When Messages Appear

« When confirming or changing the settings in [Settings], press [Home] () after

closing [Settings].

User Management
must be set to on
before this
selection can be
made."

privilege is disabled
in the administrator
authentication
management.

Message Cause Solution and reference
"Administrator The User When specifying Basic, Windows, or LDAP
Authentication for Management authentication, configure the User

Management privilege in [Settings] ™
[System Settings] ® [Settings for
Administrator] »
[Authentication/Charge] ™
[Administrator Authentication/User
Authentication/App Auth.] »
[Administrator Authentication
Management].

page 284 "Registering Standard-
Privileges Administrators"

Or, configure a custom-privileges
administrator who has privileges that are
equivalent to User Management.

page 295 "Registering Custom-Privileges
Administrators"

"The destination
list/machine
settings have been
updated. If the
destinations or
function settings
were selected, they
may have been
cleared, please re-
select them."

A destination is
being registered
and devices are
being configured
using Web Image
Monitor.

Wait until the message disappears and do
not turn off the power of the machine. You
may not be able to perform operations for
a while depending on the number of
destinations being registered.

"Error: Connection
to Server"

The machine or the
computer is not
connected to the
network correctly.

Check that the machine or the computer is
connected to the network correctly. For
details about your network environment,
consult the administrator.

"Error: Proxy
Authentication"

A proxy
authentication error
occurred.

Check whether the Network/Interface
([DNS Configuration], [Control Panel:

Proxy Settings]) are correctly configured.
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Message

Cause

Solution and reference

"Failed to read the
PDF file."

The user attempted
to display a PDF file
that is not
supported by the
Web browser of the
machine.

The Web browser of the machine supports
the PDF versions and encryption levels
shown below. Other PDF files cannot be
displayed.

« PDF version: 1.3-1.7

« PDF encryption level: 128-bit AES,
256-bit AES

"Firmware update
will start.

Press [OK].

It will start
automatically after
30 seconds"

A firmware update

is available, and the
machine is about to
perform an update.

It is recommended to apply the update,
but you can stop the updating process by
pressing [Stop] within 30 seconds after
the message is displayed.

Do not turn off the power of the machine
while the updating process is in progress.

"Internal cooling
fan is active."

The fan installed in
the vent for cooling
the interior of the
machine became
active after a large
number of pages
has been printed.

You may hear a rotating noise while the
fan is active, but you can continue using
the machine as usual.

"Notice: Call
Service Failed"

Service call has
failed.

Try again later.

"Notice: Supply
Order Failed"

Ordering supplies
has failed.

Try again later.

"Output Tray is full.

Remove paper."

The output tray is
full.

Remove the paper from the output tray.
When the finisher shift tray or internal
multi-fold unit is specified as the output
destination, press [Stop] to pause printing
and then remove the output paper to
prevent paper from falling off the tray.

"Printing Stop Due
to Low Voltage"

Power supply
voltage is low.

Turn off the power of the machine, wait
for 10 seconds or more after confirming
that the main power indicator is turned

off, and then turn on the power.

page 17 "Turning On and Off the Power"

Avoid taking the following actions.




When Messages Appear

Message

Cause

Solution and reference

"Printing has
stopped due to low
voltage at the
power supply from
the wall outlet. Turn
the main power
switch off then on.
Refer to the manual
for details."

« Using any power supply voltage or
frequencies other than those that
match the specifications shown

« Using multi-socket adaptors or
extension cords

See "Installation Requirements After
Moving the Machine", User Guide in
English.

"Problems with the
wireless board."

"Please call
service."

The wireless LAN
board can be
accessed, but an
error has been
detected.

Turn off the power of the machine, check
that the wireless LAN board is correctly
installed in the machine, and then turn on
the power.

page 17 "Turning On and Off the Power"

If the message persists even after you
have turned the power off and then on,
consider repairing the machine.

"Stopped Due to
High Voltage"

"Operation has
stopped due to high
voltage at the
power supply from
the wall outlet. Turn
the main power
switch off then on.
If this screen
appears again, turn
the main power off,
disconnect the
power cord, and
then call for
service."

Power supply
voltage is high.

Turn off the power of the machine, wait
for 10 seconds or more after confirming
that the main power indicator is turned

off, and then turn on the power.

page 17 "Turning On and Off the Power"

If the message persists even after you
have turned the power off and then on,
turn off the power of the machine, and
then disconnect the power cord plug from
the wall outlet before you contact your
service representative.

See "Installation Requirements After
Moving the Machine", User Guide in
English.

"Updating the
destination list...
Please wait.
Specified
destination(s) or
sender's name has
been cleared."

A destination is
being registered
using Web Image
Monitor.

Wait until the message disappears and do
not turn off the power of the machine. You
may not be able to perform operations for
a while depending on the number of
destinations being registered.
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Message

Cause

Solution and reference

"Updating the
destination list has
failed. Try again?"

A network error
occurred.

Check the connection between the
machine and the computer.

Anti-virus software
or a firewall
function is running
on the computer.

Add the destination list program to the
exception list in the anti-virus software on
the computer, or register the machine IP
address to the exception list in the firewall
function. You can check the IP address in
[Check Status] ™ "Network".

"You do not have
the privileges to use
this function."

The logged-in user
does not have the
privileges to use the
specified function.

Consult the user administrator (or
custom-privileges administrator who has
equivalent privilege). The user
administrator can change the access
permissions in the address book.

page 366 "Taking Measures to Prevent
Information Leaks"

Changing the
setting is not
allowed under the
administrative
privileges granted
to the logged-in
user.

Check the administrative privilege
required for changing the specified
setting.

page 284 "Registering Standard-
Privileges Administrators"

Messages that Appear When Machine Login Fails

Check the error code displayed with the "Authentication has failed." message, and taken

the necessary action.

« The letter at the beginning of the error code indicates the type of authentication
specified on the machine.

« B: Basic authentication

« W: Windows authentication
« L: LDAP authentication
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Message

Cause

Solution and reference

"Authentication has
failed."

B/W/L0103-000

An operation in the
TWAIN supporting
application was
performed from the
computer while a
user was logged in
to the machine or
performing the
login procedure.

Check whether another user is logged in
to the machine, and then perform the
operation.

"Authentication has
failed."

B/W/L0104-000

An incorrect
password was
entered.

Enter the correct password.

The Driver
Encryption Key is
not registered
correctly in the
TWAIN driver.

Consult the network administrator (or
custom-privileges administrator who has
equivalent privilege) whether the Driver
Encryption Key is required, and configure
the driver accordingly.

See "Specifying Login Information in the
Printer Driver", User Guide in English.

See "Specifying Login Information in the
LAN-Fax Driver", User Guide in English.

The network administrator can check the
setting of "Driver Encryption Key:
Encryption Strength" in [Settings] ™
[System Settings] ® [Settings for
Administrator] ® [Security] »
[Extended Security Settings].

"Authentication has
failed."

B/W/L0206-002

Anincorrect login
user name or
password was
entered.

Enter the correct login user name and
password.
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Message

Cause

Solution and reference

A user has
attempted to log in
to the functions
that can be
accessed only by
the administrator
such as [Settings]
when [Application
Authentication
Management] is

The user needs to log in from the
application login screen.

cannot be used in a

specified.
"Authentication has | ":" or another « Enter the correct login user name.
failed." character that

« Change the user name if it contains a

failed."
B/W/L0207-001

or another method
was used to edit or
create a backup of
the address book.

B/W/L0206-003 : space, ":" or other unusable
login user name characters.
was entered.

"Authentication has | Web Image Monitor | Wait a while.

"Authentication has
failed."

B/W/L0208-000
B/W/L0208-002

The account is
locked because the
number of failed
login attempts has
exceeded the limit.

Request the user administrator (or
custom-privileges administrator who has
equivalent privilege) to unlock the
account.

"Authentication has
failed."

L0O307-001

Web Image Monitor
or another method
was used to edit or
create a backup of
the address book.

Try again later.

"Authentication has
failed."

W0400-102

Kerberos
authentication has
failed because the
server was not
responsive.

Check whether the server is operating
normally.
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Message

Cause

Solution and reference

"Authentication has
failed."

Available resources
are insufficient due

Try again later.

W0400-200 to too many
authentication
requests.
"Authentication has | sAMAccountName | Use UserPrincipalName as the login user

failed."
W0400-202

was used as the
login user name
when a user in the
child domain logged
in under a parent-
child domain
environment, and
ldap_bind failed.

name.

The SSL settings
specified on the
authentication
server and the
device do not
match.

Check whether the SSL settings specified
on the authentication server and the
device match.

"Authentication has
failed."

L0400-210

The login name
attribute is not
specified, or an
attribute on which
the information
cannot be obtained
is specified.

Check whether [Login Name Attribute] is
specified correctly.

page 311 "Verifying Users to Operate the
Machine (User Authentication)"

"Authentication has
failed."

W/L0406-003

" or other
characters that
cannot be used in a
login user name
was entered.

« Enter the correct login user name.

« Change the user name if it contains a
space, ":" or other unusable

characters.

"Authentication has
failed."

W0406-101

Too many requests
for authentication
occurred at one
time.

Try again later. If the problem persists,
check whether the machine is under an
authentication attack. The attack status
can be checked by the screen message, in
the system log, or in the e-mail
notification sent to the administrator.
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Message

Cause

Solution and reference

"Authentication has
failed."

W0406-107

A user group cannot

Check whether the group name registered

be obtained. on the machine is correct and whether the
DC settings are configured correctly.*1
Kerberos Check whether the realm name registered

Authentication has
failed.

on the clock at the KDC (key distribution
center) and the clock of the device are

synchronized.™

No connection is
established to the
authentication
server.

Enter the server IP address or host name
in [Settings] » [System Settings] »
[Network/Interface] ® [Ping Command]
to check whether a connection can be
established to the server.

The domain name is
incorrect or cannot
be resolved.

Check whether the domain name
registered on the machine is correct and

whether the name can be resolved. 2

The login user
name or password
is incorrect.

Check the login user name and/or
password of the user registered on the
server.

"Authentication has
failed."

L0406-200

Too many requests
for authentication
occurred at one
time.

Try again later. If the problem persists,
check whether the machine is under an
authentication attack. The attack status
can be checked by the screen message, in
the system log, or in the e-mail
notification sent to the administrator.

"Authentication has
failed."

L0406-201

[Off] is specified in
the authentication
settings of the
LDAP server.

Select the server in [Settings] ® [System
Settings] ™ [Settings for Administrator]
» [Authentication/Charge] »
[Administrator Authentication/User
Authentication/App Auth.] »
[Register/Change/Delete LDAP Server],
and then press [Register/Change] and set
[Authentication] to a setting other than
[Off].

"Authentication has
failed."

L0406-202
L0406-203

The LDAP
authentication
settings or LDAP
server settings are
incorrect.

Check whether the LDAP authentication
settings or LDAP server settings are

correctly configured.™

Check whether the SSL settings are
supported on the LDAP server.
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Message

Cause

Solution and reference

The login user
name or password

Enter the correct login user name and
password. Change the login user name if it

is incorrect. exceeds 128 bytes in length or contains a
space, ":" or other unusable character.
The simplified Check whether the server name, login

authentication
mode is incorrectly
used.

user name, password, and information
entered into the search filter are correct.
Note that authentication cannot be
performed if obtaining DN of the login
user name under the representative
account fails in the simple authentication
mode.

"Authentication has
failed."

L0406-204

Kerberos
Authentication has
failed.

Check whether the realm name registered
on the clock at the KDC (key distribution
center) and the clock of the device are

. *
synchronized.™3

"Authentication has
failed."

W/L0409-000

There was no
response returned
from the
authentication
server, and an
authentication
timeout error
occurred.

Check the status of the network and the
server to use for authentication.

"Authentication has
failed."

W/L0511-000
W0517-000

The user registered
on the machine has
the same name as
another user
distinguished by the
unique attribute of
the authentication
server.

 Delete the older user that is
redundant, or change the login name.

 If the message is displayed after
switching the authentication server,
delete the user on the old server.

"Authentication has
failed."

W/L0606-004

A user name that
cannot be specified
in the login user
name was
specified.

Do not use "other", "admin", "supervisor",
or "HIDE*" in user account names.
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Message

Cause

Solution and reference

"Authentication has
failed."

W/L0607-001

Web Image Monitor
or another method
was used to edit or
create a backup of
the address book.

Wait a while.

"Authentication has
failed."

W/L0612-005

The number of
users registered in
the address book
has reached the
upper limit, and
auto-registration
failed.

Ask the user administrator (or custom-
privileges administrator who has
equivalent privilege) to delete users that
are no longer needed from the address
book.

"Authentication has
failed."

W/L0707-001

Web Image Monitor
or another method
was used to edit or
create a backup of
the address book.

Wait a while.

"Authentication has
failed."

B/W/L0913-023

Auto-registration of
a user on the server

machine has failed
when
authentication

was performed on
the client machine
using Central
Management.

» Check the network communication
between the client and server
machines.

 Registration cannot be performed
while the address book of the server
machine is being edited.

*1 When obtaining user groups, check the following:

« The user account that can obtain user groups is sSAMAccountName (user). Do not use

UserPrincipalName (user@domain.XXX.co.jp) as the user name.

« Check whether the name in "Group" is correctly specified including the case-
sensitivity in [Settings] ® [System Settings] P [Settings for Administrator] »
[Authentication/Charge] ® [Administrator Authentication/User Authentication/App
Auth.] ® [User Authentication Management] ®» [Windows Authentication].

 Select the user in the address book, press [Edit], and then check that [Unavailable] is

specified for each function under the [User Management / Other] tab » [User
Management] ® [Available Functions / Applications].

« Check whether "Global Scope" is specified as the scope of the group in a property
for the user group created in DC, and the group type specified in "Security". Also
check whether an account is registered to the user group that has been created. If
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more than one DC exists, check whether a trust relationship between DCs is
established.

*2 To resolve the domain name, see the following:

» Check whether [Domain Name Configuration] and [DNS Configuration] or [WINS
Configuration] is specified correctly in [Settings] ®» [System Settings] »
[Network/Interface].

« Enter the IP address in [Domain Name Configuration] to check the connection. If
authentication can be performed using the IP address, check [DNS Configuration] or
[WINS Configuration] again.

- If authentication by IP address is not possible, check whether LM/NTLM is set to be
denied in the domain controller security policy or domain security policy. Also check
that the port is not closed in the firewall between the device and the domain
controller or in the firewall settings of the domain controller. When the Windows
firewall is enabled, create a new rule that allows communication on port 137 and
port 139 in "Advanced" of the Windows firewall. Open the TCP/IP properties from
the network connection properties, select the "Enable NetBIOS Over TCP/IP" check
box on [Advanced] ® [WINS] tab, and open port 137.

*3 For Kerberos authentication, check the following:

« Check that "Realm Name", "KDC Server Name", "Domain Name" are specified
correctly in [Settings] » [System Settings] ™ [Settings for Administrator] ™
[Authentication/Charge] ® [Administrator Authentication/User Authentication/App
Auth.] ® [Register/Change/Delete Realm]. Enter "Realm Name" in upper case.

- Configure the setting so that the difference in time between the clocks on KDC and
device is less than five minutes. The clock on the machine can be adjusted in
[Settings] ® [System Settings] ® [Date/Time/Timer] ® [Date/Time] » [Set
Time].

- Kerberos authentication fails if auto-obtaining of KDC in Windows authentication
fails. When auto-obtaining cannot be activated, switch to manual.

*4 For LDAP settings, check the following:

« Check whether the LDAP server is correctly specified in [Settings] » [System
Settings] » [Settings for Administrator] ® [Authentication/Charge] »
[Administrator Authentication/User Authentication/App Auth.] » [User
Authentication Management] ®» [LDAP Authentication] or [Custom Authentication].

« Check that the representative account is registered in the following setting items,
and then execute [Connection Test]. Select the server in [Settings] ® [System
Settings] » [Settings for Administrator] ® [Authentication/Charge] »
[Administrator Authentication/User Authentication/App Auth.] »
[Register/Change/Delete LDAP Server], press [Register/Change] and set
[Authentication] to [Kerberos Authentication]

See "Registering the LDAP Server", User Guide in English.
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- If the connection test fails, check whether [Domain Name Configuration] and [DNS
Configuration] or [WINS Configuration] is specified correctly on [Settings] >
[System Settings] ® [Network/Interface].

Messages that Appear When Logging in to the Machine Using an IC Card Fails

Message

Cause

Solution and reference

"Authentication has
failed."

*0150-401

The card is locked
because the
number of times an
incorrect PIN code
was entered
exceeds the limit.

Unlock the card.

"Authentication has
failed."

*0151-401

An incorrect PIN
code was entered.

Enter the correct PIN.

"Authentication has
failed."

*0153-402

The card
authentication
device has been
removed or is not

connected properly.

Connect the card authentication device
again. Connect the card authentication
device to the USB Interface Type A on the
back left side of the machine.

"Authentication has
failed."

*0154-402

Reading of an IC
card has failed.

Set the IC card on the authentication
device correctly and for a longer duration.

"Authentication has
failed."

An incorrect user
name or password
was entered.

Enter the correct user name and
password.

connected properly.

*0156-401

“The card The card Connect the card authentication device
authentication authentication again. Connect the card authentication
device is not device has been device to the USB Interface Type A on the
connected." removed or is not back left side of the machine.

A malfunction is
temporarily
occurring on the
machine.

Turn off the power of the machine, wait
for 10 seconds or more after confirming
that the main power indicator is turned

off, and then turn on the power.

page 17 "Turning On and Off the Power"
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Messages that Appear When the LDAP Server Is Unavailable

Message

Cause

Solution and reference

"Connection with
LDAP server has
failed. Check the
server status."

The network is
busy.

Try again.

The setting
information is
incorrect.

Check the setting information of [Settings]
P [System Settings] ® [Settings for
Administrator] »™

[Authentication/Charge] »
[Administrator Authentication/User
Authentication/App Auth.] »
[Register/Change/Delete LDAP Server].

See "Registering the LDAP Server", User
Guide in English.

"Exceeded time
limit for LDAP
server search.
Check the server
status."

The network is
busy.

Try again.

The setting
information is
incorrect.

Check the setting information of [Settings]
P [System Settings] ® [Settings for
Administrator] »™

[Authentication/Charge] »
[Administrator Authentication/User
Authentication/App Auth.] »
[Register/Change/Delete LDAP Server].

See "Registering the LDAP Server", User
Guide in English.

"LDAP server
authentication has
failed. Check the
settings."

The user name or

password is
incorrect.

Select the user in the address book, press
[Edit], and specify the correct user name
and password in [User Management /
Other]tab ® [User Management] »
[LDAP Authentication Info].

See "Registering a User in the Address
Book and Specifying the Login

Information", User Guide in English.
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Messages that Appear When There Is a Problem with the Certificate

certificate used for
the S/MIME
signature is not
currently valid.
Please check the

certificate.""?

"Signature cannot
be set because
there is a problem
with the device
certificate used for
the S/MIME
signature. Check
the device

certificate.""?

signature is not
currently valid.

Message Cause Solution and reference
"The destination The device Install a new device certificate used for
cannot be selected | certificate used for | the S/MIME signature.
because the device | the S/MIME

page 350 "Encrypting Network
Communication"

"Signature cannot
be set because the
Digital Signature's
device certificate is
not currently valid.
Please check the

certificate.""?

The device
certificate used for
the digital signature
in PDF or PDF/A is
not currently valid.

"The destination
cannot be selected
because there is a
problem with the
device certificate
used for the
S/MIME signature.
Please check the

certificate.""?

The device
certificate used for
the digital signature
in PDF or PDF/A is
missing or invalid.

Use a valid device certificate for the digital
signature in PDF or PDF/A.

See "Scanning an Original as a PDF with
Security Settings Specified", User Guide in
English.
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Message

Cause

Solution and reference

"The destination
cannot be selected
because its
encryption
certificate is not
currently valid.
Please check the
certificate."

“The group
destination cannot
be selected
because it contains
a destination with
an encryption
certificate that is
not currently valid.
Please check the
certificate."

"Transmission
cannot be
performed because
the encryption
certificate is not
currently valid.
Please check the
certificate."

The user certificate
(destination
certificate) has
expired.

Install a new user certificate.

page 350 "Encrypting Network
Communication"

*1 Other operations may be included in "The destination cannot be selected" or
"Signature cannot be set".

Messages that Appear When an Application Site Cannot Be Used

Message

Cause

Solution and reference

"A server error has
occurred."

An unexpected
error has occurred
on the server.

« See the server maintenance
information in [Information].
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Message

Cause

Solution and reference

"Cannot connect to
server which
installs
applications. Check
maintenance
information on
Information screen
or network settings.
After checking,
please try again."

"Could not update
the firmware."

"Failed to download
the application.”

"An error has
occurred. Failed to
install the
application."

Cannot connect to
the installation
server.

« Check whether the
Network/Interface ([DNS
Configuration], [Control Panel: Proxy
Settings]) are correctly configured.

See "Network/Interface", User Guide
in English.

"Could not restore
the firmware
because the
required data does
not exist."

The firmware from
Application Site has
not been updated.

The firmware cannot be recovered.

"The specified page
cannot be found."

An error has
occurred in
Application Site.

See the server maintenance information in
[Information].

"Thereis
insufficient space to
store internally,
delete any
unnecessary
applications."

The remaining free
space on the
internal storage is
insufficient.

Delete applications that are not
necessary.
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Introduction

Taking Measures to Prevent Security Threats

Appropriate security measures are required to reduce the risk of information leaks and
use by unauthorized persons.

The personal information stored in the Address Book and highly confidential files
handled by the machine are important information assets. They should be protected
from being stolen or abused.

To ensure secure use of the machine, specify the settings of the machine properly
according to the specified environments, user level, administrator load, and the
company's information security policy.

Administrators refer to special users who have the authority to manage various
information and settings of the machine. To use the machine safely, important settings,
such as user registration and security settings, must be configured only by
administrators. Especially, security settings should be configured before the machine is
placed in operation.

There are two types of administrators.
- Standard-privileges administrators
page 284 "Registering Standard-Privileges Administrators"

e Custom-privileges administrators
page 295 "Registering Custom-Privileges Administrators" u
The security measures and their settings are described below. Take appropriate
measures according to the operation environment of the machine.

m Basic security measures
D: Strong security measures taken by the functions of the machine

B: Stronger security measures using the external unit of this machine or external
security functions
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Defining the administrator of the machine

DZWa00

D Select an administrator who performs the maintenance and management of the
machine. The administrator performs the important security settings.

page 284 "Registering Standard-Privileges Administrators"

page 295 "Registering Custom-Privileges Administrators"

Preventing unauthorized access by managing the users who can use the
machine or the connected network

D / a / a The administrator restricts the users who can use the machine to
prevent the unauthorized access by unauthorized persons.

page 311 "Verifying Users to Operate the Machine (User Authentication)"

" a Prevent a brute-force attack on the password or unauthorized operation of the

machine caused by user inattentiveness.

« When login is continuously fails due to an incorrect login password, login will be
blocked.

- If the machine is not used for a specified period after logging in, the user is
forcibly logged out.

page 333 "Specifying the Policy on Login/Logout"

a Restrict the range of the IP addresses that are allowed to access the machine to
block access to the machine from unauthorized computers. Also, specify the unused
protocols to reduce the risk of intrusion.

page 339 "Access Control"

a / a Prevent the leak or falsification of information by encrypting
communication.

page 350 "Encrypting Network Communication"
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Preventing the leak of information by handling files

S, O, A %

Restrict browsing of files stored in the machine or the Address Book to protect
the leak of information by unauthorized persons.

See "Specifying Access Privileges for Documents Saved in Document Server", User
Guide in English.

See "Specifying Access Privileges on Documents Stored in the Machine", User Guide
in English.

See "Using the Protection Function to Prevent the Misuse of Addresses", User Guide
in English.

D Restrict the manual input of the destination to avoid wrong transmission by
careless mistake.

page 367 "Preventing Information Leaks by Sending Data to a Wrong Destination"

Restrict the connection of external media to avoid the data being removed.

page 369 "Preventing Information Leaks from the Media Slot"

/ a Prevent unauthorized copying or printed paper stolen by embedding a
pattern on the printed surface or restricting normal printing.

page 370 "Preventing Data Leaks from Printed Sheets" u

D Prevent the leak of information when the machine is stolen or disposed by
encrypting data.

page 380 "Encrypting Data to Prevent Data Leaks Caused by a Stolen or Disposed
Machine"

@ Restrict the operation in Service Mode used for maintenance and repair by a
customer engineer to prevent the leak of information.

page 391 "Restricting Operations of the Customer Engineer without the Supervision
of the Machine Administrator"

- To prevent this machine from being stolen or willfully damaged, install it in a
secure location.

- If the security settings are not configured, the data in the machine may be
vulnerable to attack.
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- To avoid disrupting the work of users, select as administrators who can use the
machine proficiently, and then have them supervise the operation of the
machine.

- Before setting this machine's security features, the administrators must read the
descriptions on security completely and thoroughly. Pay particular attention to
the section entitled page 284 "Registering Standard-Privileges Administrators".

« The administrators must inform users regarding proper usage of the security
functions.

- If this machine is connected to a network, its environment must be protected by
a firewall or similar security measure.

 For protection of data during communication, apply the machine's
communication security functions and connect it to devices that support security
functions such as encrypted communication.

- Administrators should regularly examine the machine's logs to check for
irregular and unusual events.

Checking Firmware Validity

When the machine starts up, this function is used to check that the firmware is valid.

If an error occurs while a verification process is performed, a verification error is
displayed on the control panel.

Note that this can also be checked on Web Image Monitor after the machine starts. If an
error occurs in a verification process of Web Image Monitor, Web Image Monitor cannot
be used. If this is the case, check the control panel.

When an error occurs in a verification process, contact your service representative.

Registering Standard-Privileges Administrators

There are four types of standard administrator privileges in accordance with the
functional categories and they are assigned to Administrator 1 through Administrator 4
(built-in administrators). You can assign all four privileges to one person, or assign a
specific privilege to a specific person. When Windows authentication or LDAP
authentication is activated, you can assign administrator privileges to external
authentication server accounts as well (external administrators).

Sharing the administrator tasks facilitates each administrator's tasks and at the same
time prevents unauthorized operations by administrators.
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Types of standard administrator privileges
1 2 3 4
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« User Management: Manages information registered in the Address Book. You
can add users to the Address Book and change the registered information.

« Machine Management: Mainly manages the settings of the devices. You can
configure the settings so that the settings for each function can be changed only
by the administrator.

« Network Management: Manages the settings for connecting to the network.

- File Management: Manages the permission to access the stored files. You can
specify the settings so that only the registered users or permitted users can
view or edit the files stored in the machine.

Workflow to register built-in administrators

1. Activate Administrator Authentication.

Activate the Administrator Authentication function of the machine from
[Settings].

page 286 "Activating Administrator Authentication"

2. Log in to the machine as an administrator.

Enter the login user name and login password of a built-in administrator to log in
to the machine.

page 288 "Logging in to the Machine as an Administrator"
3. Add built-in administrators or change the privileges.

Assign the privileges to each administrator. You can register up to four built-in
administrators.

page 290 "Adding Built-in Administrators or Changing the Privileges"

Workflow to register external administrators
1. Activate Administrator Authentication.

Activate the Administrator Authentication function of the machine from
[Settings].

page 286 "Activating Administrator Authentication"
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2. Login to the machine as an administrator.

Enter the login user name and login password of a built-in administrator to log in
to the machine.

page 288 "Logging in to the Machine as an Administrator"

3. Register external administrator groups and assign the privileges.
Register external administrator groups and assign standard administrator
privileges.

page 292 "Registering External Administrator Groups and Assigning the
Standard Administrator Privileges"

« The built-in administrators are distinguished from the users registered in the
Address Book. The login user name registered in the Address Book cannot be used
as the login user name of a built-in administrator.

Activating Administrator Authentication

An administrator can manage the machine by activating the management function.
Select whether to activate the management function according to the range of
information to manage, and then specify the allowable range of settings by users.

- If you have activated Administrator Authentication, make sure not to forget the
login user names and login passwords of the built-in administrators. If you
forget an administrator login user name or password, you must specify a new
password using the supervisor's privilege.

" page 305 "Changing the Password of a Built-in Administrator"

1. On the Home screen, press [Settings].

Settings

2. Press [System Settings].

| & Machine Administrator Logaed in: Machine Administrator

Settings Q Search All

| 1 S Copier / Document -, Chenge Language
I 0# I o Server Settings . Language

I I aFax Settinas i Inauiry

\ L B N B N N | —'
leAduress Book gPrimerSettings f Maintenance
DTrawPaner Settings f&- Scanner Settings Counter

Basic Settings
When Installing

DOCYPAS5240
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3. Press [Settings for Administrator] ® [Authentication/Charge] ® [Administrator
Authentication/User Authentication/App Auth.] > [Administrator Authentication
Management].

4. For each standard administrator privilege to activate Administrator Authentication, select
[On] from the list.

« User Management: To manage the information registered in the Address Book,
select [On].

- Machine Management: To configure the settings so that the initial settings for
each function can be changed only by the administrator, select [On]

« Network Management: To manage the network settings, select [On].

- File Management: To manage the files stored in the machine, select [On].

5. From Available Settings, select the items subject to management.

Administrator Authentication Management Cancel

Network Management

Administrator Authentication On

Available Settings [ File Transfer

[T Interface Settings

[] Administrator Tools

06 2019
03:00 =) o

The selected items cannot be changed by users.

User Management

Administrator Tools: Mainly restrict the settings for the Address Book.

Machine Management

Press [Not Selected] next to Available Settings, select the items subject to
management on the Available Settings screen, and then press [OK].

General Features: Restrict the settings for the control panel and paper
output tray.

Tray Paper Settings: Restrict the settings for the size and type of the paper
set in the paper tray.

Timer Settings: Restrict the settings for the time and processing hours.
Interface Settings: Restrict the settings related to the network.

File Transfer: Restrict the settings related to the e-mail send and receive
functions.

Administrator Tools: Mainly restrict the settings related to the machine.

Maintenance: Restrict the settings for print correction.

Network Management
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 Interface Settings: Restrict the settings related to the network.
 File Transfer: Restrict the settings related to the e-mail send and receive
functions.
« Administrator Tools: Mainly restrict the settings related to the network and
security.
File Management
- Administrator Tools: Restrict the settings for the File Protection and
Document Server functions.
6. Press [OK].
7. Press [Home] (7))
- Administrator Authentication can also be activated via Web Image Monitor. For
details, see Web Image Monitor Help.

Logging in to the Machine as an Administrator

To log in to the machine for the first time, log in as Administrator 1 of the built-in
administrators. Refer to the provided guide for the login user name. Enter the login
password that was set as the login password at the first startup.

Logging in to the machine using the control panel

1. On the Home screen, press [Login].

_,_u o 11

BN
" Copy Scanner Fax
< Quick Print Release PnnUScan (Memory
Substitute RX File 1
W
Dmurnent Server Application Site

Storage Device)

& Information

There is no new
information about

the software. E

Check Status 3422 < “

2. Enter the login user name and login password of an administrator, and then press
[Login].
When you log in, the user icon is displayed at the upper left on the screen.
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hine Administrator [ Logged in: Machine Administrator A 7 Logout

Copy

< Quick Print Release Print/Scan (Memory >
Storage Device)
= & Information
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a8 Document Server Application Site oot E
o

Scanner Fax

A

Check Status 5%

To register or change a built-in administrator, follow the procedures described
in page 290 "Adding Built-in Administrators or Changing the Privileges".

3. After completing machine operations, press [Logout].
You can also log out of the machine by pressing the energy saver key ().

« Ifyou login to the machine using one of the standard administrator privileges,
the name of the built-in administrator logging in appears. When you log in with a

user name that has multiple standard administrator privileges, one of the
standard administrator privileges associated with that name is displayed.

- For the characters that can be used for login user names and passwords, see
page 308 "Usable Characters for User Names and Passwords".

Logging in to the machine using Web Image Monitor

1. Launch the Web browser.

2. Enter "http://(IP address of the machine or host name)/" on the address bar of the Web
browser, and then press the Enter key.

page 100 "Accessing to Web Image Monitor"
3. Click [Login].

W TS B mEEEE \Web Image Monitor J

| J——
|4« Home

English v | [Switch gkefr?sh Q

i Status/Information »| | W Device Name : W Commen t
1 | ™ Location : W Host Name
@ Device Management 14 W Control Panel : Smart Operation Panel

[§] Print sobrstored rile

5
WA Convenient Links. -

Alert Status

W Alert W System Status OK

W Messages (Oitem(s)) = Toner L& Status OK
W Waste Toner Bottle 1oy Status OK
W Input Tray I8l Status OK
® Output Tray J Status OK

Check Details
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4. Enter the login user name and login password of the administrator, and then click
[Login].

5. After completing machine operations, click [Logout].
Delete the cache memory of a web browser after logging out.

e The Web browser might be configured to auto complete login dialog boxes by
keeping login user names and passwords. This function reduces security. To
prevent the browser from keeping login user names and passwords, disable the
browser's auto complete function.

Adding Built-in Administrators or Changing the Privileges

You can register up to four administrators. All four registered personnel can have all the
standard administrator privileges. To reduce the administrator's load, each of the four
registered personnel can have a specific one of the standard administrator privileges.

Discuss the number of users to add and privileges to give in advance, decide the login
user name and login password for Administrator 2 to Administrator 4, and configure the
settings.

« Do not forget the login user names and login passwords of the added built-in
administrators.

« A built-in administrator cannot change the login user names and passwords for
other built-in administrators.

1. Login to the machine as an administrator with all the standard administrator privileges on

" the control panel.
page 288 "Logging in to the Machine as an Administrator"

2. Onthe Home screen, press [Settings].

Settings
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3. Press [System Settings].

& 'Machine Administrator Logaed in: Machine Adminisrator

sty

’-------

I ‘ anier / Document m- Change Language
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I i aFax Settings i Inauiry
\ L B N B N B | -,
lilAaﬂress Book gPrimer Settings ? Maintenance
DTrawPaner Settings f&- Scanner Settings Counter
Basic Settings
Wwhen Installing
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4. Press [Settings for Administrator] ® [Authentication/Charge] ® [Administrator
Authentication/User Authentication/App Auth.] ® [Register/Change Administrator] ™
[Set Administrator Login User Name/Login Password].

5. Press the desired built-in administrator ([Administrator 1] to [Administrator 4]).
6. Specify the login user name and login password, and then press [OK].

- For the characters that can be used for login user names and passwords, see
page 308 "Usable Characters for User Names and Passwords".

« When you manage the machine with software supporting SNMPv3 such as
Device Manager NX, you have to specify the password to encrypt
communication.

1. After completing the settings for each administrator, press [Close], and then press [Set
Administrator Privileges].

8. Select a built-in administrator to assign for each standard administrator privilege, and then
press [OK].

(& ]Machine Administrator ( Logsed in: Machine Administrator | oot | (] u

Set Administrator Privileges Cancel

User Administrator

‘ W Administrator 1 H [ Administrator 2

‘ [ Administrator 3 H [ Administrator 4

Machine Administrator

‘ W Administrator 1 H [ Administrator 2

‘ [ Administrator 3 H [] Administrator 4

060,209
03:29 )

« Assign the privileges of User Administrator, Machine Administrator, Network
Administrator, or File Administrator to [Administrator 1] to [Administrator 4].

- By default, all standard administrator privileges are assigned to the logged-in
built-in administrator (Administrator 1).

9. Press [OK].

When settings are complete, the machine logs you out automatically.
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Take note of the login user names and login passwords specified for other
administrators and inform them of the specified ones.

« An administrator with any one of the standard administrator privileges can add built-
in administrators or change the privileges as well by logging in to the machine. The
privilege(s) that the administrator can assign to other built-in administrators,
however, is limited to the same privilege as the one that is assigned to the
administrator himself.

« A custom-privileges administrator with the Authentication/Charge privilege can add
built-in administrators as well by logging in to the machine. However, the
administrator is not allowed to change the privileges.

« You can add built-in administrators or change the privileges by using Web Image
Monitor as well. For details, see Web Image Monitor Help.

Registering External Administrator Groups and Assignhing the Standard
Administrator Privileges

When Windows authentication or LDAP authentication is activated as the user
authentication method, you can register external authentication server accounts as
external administrators. Register external administrator groups and assign the same four
types of standard administrator privileges as the ones that are assigned to the built-in
administrators.

To register a Windows server account as an external administrator, register an external
administrator group with the same name as the global account to which the target
account belongs and for which it has administrative privileges. You first need to confirm

" the name of the global group to which the target account belongs.

page 316 "Specifying Windows Authentication"

« You cannot configure any Windows server account as an account for SNMPv3
access.

« When the central address book management is enabled, no external
administrators can be registered.

See "Others (System Settings)", User Guide in English.

1. Log in to the machine as an administrator with all the standard administrator privileges on
the control panel.

page 288 "Logging in to the Machine as an Administrator"

2. Onthe Home screen, press [Settings].

Settings
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3. Press [System Settings].

& Machine Administrator Logged in: Machine Adminstratr | 7 | [
Settings Q Search All
’ L& B B B _§ _§ J
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4. Press [Settings for Administrator] ® [Authentication/Charge] ™ [Administrator
Authentication/User Authentication/App Auth.] P [Register/Change Administrator].

5. Press [External Administrator Setting] under External Administrator.

6. Select [On] from the list next to External Administrator, and then press [OK].
[ & ]Machine Administrator [Logsed n: Machine Admimstrator [ 7 | Il

External Administrator Setting Cancel “

External Administrator Off

On

21 May 202
it ) @

7. Press [External Administrator Group Management] under External Administrator.

8. Select [* Not Registered], and then press [Register/Change].
9. Enter the name of an external administrator group for Group Name.

To register Windows server accounts as external administrators, enter the same
group name as the name of the global group to which the target account belongs.
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10.

1.
12.
13.

Select [Standard Privileges] next to Privilege Type, and then select the administrator
privileges that you want assign to the external administrator.

[ & JMachine Administrator [ Loaged i Machine Administrator DIl Looout

Register/Change : o1 “

‘ Group Name

- |
<10/128> |

Privileges

Privilege Type ‘ (® Standard Privileges ‘ ‘ (© Custom Privileges

‘ W User Administrator H [] Machine Administrator

‘ ["] Network Administrator H ["] File Administrator

RS
Press [OK].
Press [Close].

Press [OK].

When settings are complete, the machine logs you out automatically.

You can register up to 10 external administrator groups.

To change the name or standard administrator privilege of the registered external
administrator group, select a group name in step 8, and then press
[Register/Change].

To delete the registered external administrator group, select a group name in step 8,
and then press [Delete].

An administrator with any one of the standard administrator privileges can add
external administrator groups or change the privileges as well by logging in to the
machine. The privilege(s) that the administrator can assign to other external
administrator groups, however, is limited to the same privilege as the one that is
assigned to the administrator himself.

In the event that a user account on the Windows server belongs both to a group with
the administrator privileges and to an ordinary user group, the user is recognized as
an ordinary user, not as an external administrator, when logging in to the machine.
To let the user log in to the machine as an external administrator, make sure that the
user is not a member of an ordinary user group on the Windows server.

When a user registered in the Address Book of the machine logs in to the machine,
user recognition by the machine varies depending on the group to which the user is
registered on the Windows server.

« When registered in a group with the administrator privileges: Recognized as an
external administrator.

« When registered in an ordinary user group: Recognized as the same user as the
one registered in the address book of the machine.
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« You can register external administrator groups and assign the standard
administrator privileges using Web Image Monitor as well. For details, see Web
Image Monitor Help.

Registering Custom-Privileges Administrators

When Windows authentication or LDAP authentication is activated as the user
authentication method, you can register external administrators as custom-privileges
administrators. By registering custom-privileges administrators, you can enhance
security functions as well as meet the demands of users, such as an increase in the
number of administrators or detailed settings for administrator privileges.

Assignment of custom administrator privileges

12 3 4 5 6 9 10
XXX EXDEX_
B:::@ M OO O™ 0O O
g% ¥ O @ OO\ OO
a0 v 00w Ool(oo
g v 0o« 0§ 0O 0O
o0 0 o0Doool(e® o
a0 000 ool o™

Workflow to register external administrators as custom-privileges
administrators

1. Activate Administrator Authentication.

Activate the Administrator Authentication function of the machine from
[Settings].

page 286 "Activating Administrator Authentication"
2. Log in to the machine as an administrator.

Enter the login user name and login password of a built-in administrator to log in
to the machine.

page 288 "Logging in to the Machine as an Administrator"
3. Register templates for custom privileges

Register templates for custom privileges to assign to external administrator
groups.

page 296 "Registering Templates for Custom Privileges"

295



296

9. Security

4. Register external administrator groups and assign the privileges.

Register external administrator groups and assign custom administrator
privileges.

page 298 "Registering External Administrator Groups and Assigning the Custom
Administrator Privileges"

Registering Templates for Custom Privileges

Register custom administrator privileges to assign to external administrators as
templates for custom privileges.

- When the central address book management is enabled, no templates for
custom privileges can be specified.

See "Others (System Settings)", User Guide in English.

1. Log in to the machine as an administrator with all the standard administrator privileges on
the control panel.

page 288 "Logging in to the Machine as an Administrator"

When custom-privileges administrators are registered, you can log in to the machine
as a custom-privileges administrator with the Authentication/Charge privilege as
well.

page 300 "Logging in to the Machine as a Custom-Privileges Administrator"

2. Onthe Home screen, press [Settings].

Settings

3. Press [System Settings].
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b

Press [Settings for Administrator] ® [Authentication/Charge] ® [Administrator
Authentication/User Authentication/App Auth.] ® [Register/Change Administrator].

. Press [Template Management] under Custom Privileges.

5
6. Select [* Not Registered], and then press [Register/Change].
7. Enter a template name for Template Name.

8

. Select custom administrator privileges that you want assign to the template.

( & ]Machine Administrator [ Logged in: Machine Administrator )[ 2 | IS0
Register/Change : o1

Settings for Administrator

[ Select All

[T Security Pattern/Stamp ["] Data Management

[ File Management [ Security

["] Remote Panel Operation [ Intelligent Voice Control

[ Function Restriction W Authentication/Charge

1 Avibn Cirmurars Hndata

09 Jun. 2022
09:52

Select a privilege from the following custom administrator privileges. You can select
multiple privileges as well.

Categories Custom administrator privileges

System Settings Display/Input, Output Tray, Machine, Date/Time/Timer,
Sound, Network/Interface, Send (Email/Folder),
Accessibility, Machine/Control Panel Information

Settings for Security Pattern/Stamp, Data Management, File
Administrator Management, Security, Remote Panel Operation,
Intelligent Voice Control, Function Restriction,
Authentication/Charge, Auto Firmware Update

Settings Address Book, Tray/Paper Settings, Copier/Document
Server Settings, Printer Settings, Scanner Settings, Fax
Settings, Counter, Maintenance, Browser Settings

Privilege for Machine Job Operation, File Operation, Remote Machine
Operation, Firmware Update

By selecting [Select All] under each category, you can select all of the available
privileges as well.

9. Press [OK].
10. Press [Close].
11. Press [OK].

When settings are complete, the machine logs you out automatically.
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« To change the name or privilege(s) of the registered template for custom privileges,
select a template name in step 6, and then press [Register/Change].

« To delete the registered template for custom privileges, select a template name in
step 6, and then press [Delete].

« You can register/change/delete templates for custom privileges using Web Image
Monitor as well. For details, see Web Image Monitor Help.

Registering External Administrator Groups and Assigning the Custom
Administrator Privileges

When Windows authentication or LDAP authentication is activated as the user
authentication method, you can register external authentication server accounts as
external administrators. Register external administrator groups and assign custom
administrator privileges.

To register Windows server accounts as external administrators, register the group
names identical to the names of the global groups with the administrator privileges to
which target accounts belong on the Windows server. Find the names of the global
groups to which the target accounts belong in advance.

« You cannot configure any Windows server account as an account for SNMPv3
access.

« When the central address book management is enabled, no external
administrators can be registered.

See "Others (System Settings)", User Guide in English.

1. Log in to the machine as an administrator with all the standard administrator privileges on
the control panel.

page 288 "Logging in to the Machine as an Administrator"

When custom-privileges administrators are registered, you can log in to the machine
as a custom-privileges administrator with the Authentication/Charge privilege as
well.

page 300 "Logging in to the Machine as a Custom-Privileges Administrator"

2. Onthe Home screen, press [Settings].

Settings
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3. Press [System Settings].
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4. Press [Settings for Administrator] ® [Authentication/Charge] ™ [Administrator
Authentication/User Authentication/App Auth.] P [Register/Change Administrator].

5. Press [External Administrator Setting] under External Administrator.

6. Select [On] from the list next to External Administrator, and then press [OK].
[ & ]Machine Administrator [Logsed n: Machine Admimstrator [ 7 | Il

External Administrator Setting Cancel “

External Administrator Off

On

21 May 202
it ) @

7. Press [External Administrator Group Management] under External Administrator.

8. Select [* Not Registered], and then press [Register/Change].
9. Enter the name of an external administrator group for Group Name.

To register Windows server accounts as external administrators, enter the same
group name as the name of the global group to which the target account belongs.
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10. Select [Custom Privileges] next to Privilege Type, and then select the template for custom
privileges that you want assign to the external administrator.

[ & JMachine Administrator [ Loaged in: Machine Administrator DIl Looout

Register/Change : o1 “

Privileges

Privilege Type ‘ (© Standard Privileges ‘ ‘ (® Custom Privileges

‘ [] Select All

‘ W customO1 [ custom02 ‘

‘ [ custom03 [ custom04 ‘

’ Privileges List ’ To Template Management ‘

09.4n 202
10:15 ) o

You can view the privileges specified for each template for custom privileges by
selecting a template and pressing [Privileges List].

11. Press [OK].
12. Press [Close].
13. Press [OK].
When settings are complete, the machine logs you out automatically.
« You can register up to 10 external administrator groups.

« To change the name or template for custom privileges of the registered external
administrator group, select a group name in step 8, and then press
[Register/Change].

- To delete the registered external administrator group, select a group name in step 8,
and then press [Delete].

« You can register external administrator groups and assign the custom administrator
privileges using Web Image Monitor as well. For details, see Web Image Monitor
Help.

Logging in to the Machine as a Custom-Privileges Administrator

To operate or configure the machine as a custom-privileges administrator, log in to the
machine as an external administrator with a custom administrator privilege(s), and then
place the machine into Administrator Mode.

When you log in to the machine for the first time as a custom-privileges administrator,
the [Administrator Mode] icon is not displayed on the Home screen. In advance, log in to
the machine as the machine administrator and add the icon from the application list
screen to the Home screen.

page 62 "Adding an Icon/Widget to the Home Screen"
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Logging in to the machine using the control panel

1. On the Home screen, press [Login].

II Login ||J

’ ) & Information
Substitute RX File
There is no new

information about
i

the software. E

Check Status 4™

2. Enter the login user name and login password of an external administrator with custom
administrator privileges, and then press [Login].
If an administrator with custom privileges has no privilege to use an application,
such as the copy application, the process is completed. Proceed to Step 5.

If administrators with custom privileges have privileges to use an application,
then proceed to Step 3.

You can configure privileges to use an application with [Available Functions /
Applications] of the Address Book function. For details about the setting, see
page 329 "Limiting Available Functions".

3. Onthe Home screen, press [Administrator Mode].
(3] | Logged in: Il Looout Ik_l

r. 8 B N __§ Y

l 2 % |
l hd |
I Administrator Mode I

| Se———

)

B
Check Status %™  © a fe] ®  Stop
4. When the confirmation message is displayed, press [OK].

When the machine is placed in Administrator Mode, the icons and setting items
are displayed according to the assigned privilege(s).

5. After completing machine operations, press [Logout].
6. When the confirmation message is displayed, press [OK].
Pressing [OK] brings the machine out of Administrator Mode and logs you out.

You can also log out of the machine by pressing the energy saver key ().
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For the characters that can be used for login user names and passwords, see
page 308 "Usable Characters for User Names and Passwords".

Logging in to the machine using Web Image Monitor

1.
2,

Launch the Web browser.

Enter "http://(IP address of the machine or host name)/" on the address bar of the Web
browser, and then press the Enter key.

page 100 "Accessing to Web Image Monitor"

3. Click [Login].

4. Enter the login user name and login password of an external administrator with custom

administrator privileges, and then click [Login].

If an administrator with custom privileges has no privilege to use an application,
such as the copy application, the process is completed. Proceed to Step 6.

If administrators with custom privileges have privileges to use an application,
then proceed to Step 5.

You can configure privileges to use an application using the control panel. For
details about the setting, see page 329 "Limiting Available Functions".

Click [Custom-Privileges Administrator Mode].
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B Qutput Tray J status OK
Check Details

When the machine is placed in Administrator Mode, [Custom-Privileges
Administrator Mode] is replaced by the message “Logged in with Custom-
Privileges Administrator Mode”.

After completing machine operations, click [Logout].

Clicking [Logout] brings the machine out of Administrator Mode and logs you
out.

Delete the cache memory of a web browser after logging out.
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Viewing the Assighed Custom Privileges
Custom-privileges administrators can view which privileges are assigned to themselves.
Viewing the assigned privileges using the control panel

1. Log in to the machine as a custom-privileges administrator on the control panel.

page 300 "Logging in to the Machine as a Custom-Privileges Administrator"

2. Onthe Home screen, press [Settings].

Settings

3. Press [System Settings].

2 Jflexuser01 e C
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4. Press [Settings for Administrator] ® [Authentication/Charge] ® [Administrator
Authentication/User Authentication/App Auth.] ® [Register/Change Administrator]
P [List of Privileges of Logged In User].

The list of privileges is displayed. A check mark appears to the left of every u
assigned privilege.
5. When you are finished with viewing, press [Close].

6. Press [OK].

The machine logs you out automatically.

Viewing the assigned privileges using Web Image Monitor
1. Log in to the machine as a custom-privileges administrator from Web Image Monitor.
page 300 "Logging in to the Machine as a Custom-Privileges Administrator"
2. Click [Configuration] on the [Device Management] menu.
3. Click [Program/Change Administrator] in the "Device Settings" category.
4. Click [List of Privileges of Logged In User].

The list of privileges is displayed. A check mark appears to the left of every
assigned privilege.
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5. When you are finished with viewing, log out of the machine, and then exit the Web
browser.

Using the Supervisor Privilege

The supervisor has the privilege to manage the built-in administrators. When the built-in
administrator is changed, the supervisor can reset the login password. There is only one
supervisor.

Changing the Supervisor Settings

This section describes how to change the supervisor's login user name and password.

Refer to the provided guide for the default login user name and login password of the
supervisor.

- Do not forget the login user name and login password of the supervisor. If you
forget these, you have to restore the factory default settings, which will result in
loss of data.

1. Log in to the machine as the supervisor on the control panel.
page 288 "Logging in to the Machine as an Administrator"

2. Onthe Home screen, press [Settings].

Settings

3. Press [System Settings].

| & |Supervisor [ Logged in: Supervisor B
Settings Q Search All
r L B B N N N | -‘
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4. Press [Settings for Administrator] ® [Authentication/Charge] ® [Administrator
Authentication/User Authentication/App Auth.] ® [Register/Change Administrator] ™
[Set Administrator Login User Name/Login Password].

5. Press [Supervisor].
[ Loggedin: Supervisor J
Set Administrator Login User Name/Login Password

‘ Supervisor

‘ Administrator 1

‘ Administrator 2

‘ Administrator 3

‘ Administrator 4

e ® a

6. Enter the login user name for Login User Name.

7. Press [Change] next to Login Password.

8. Enter the login password for New Password.

9. Enter the login password for Confirm New Password again.
10. Press [OK] twice.
11. Press [Close].
12. Press [OK].

When settings are complete, the machine logs you out automatically.

« For the characters that can be used for login user names and passwords, see page
308 "Usable Characters for User Names and Passwords".

Changing the Password of a Built-in Administrator

Only the supervisor has the privilege to change the password of the built-in
administrators. If a built-in administrator forgets the password or wants to change the
password, the supervisor must reset the password.

Refer to the provided guide for the default login user name and login password of the
supervisor.

- Do not forget the login user name and login password of the supervisor. If you
forget these, you have to restore the factory default settings, which will result in
loss of data.

1. Login to the machine as the supervisor on the control panel.

page 288 "Logging in to the Machine as an Administrator"

305



9. Security

2. Onthe Home screen, press [Settings].

Settings

3. Press [System Settings].
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4. Press [Settings for Administrator] ® [Authentication/Charge] ® [Administrator
Authentication/User Authentication/App Auth.] P [Register/Change Administrator] »
[Set Administrator Login User Name/Login Password].

5. Press the desired built-in administrator ([Administrator 1] to [Administrator 4]).
[ Logged in: Supervisor J

Set Administrator Login User Name/Login Password \ Close

‘ Supervisor

‘ Administrator 1

‘ Administrator 2 ‘

" ‘ Administrator 3
‘ Administrator 4

e ® a

6. Press [Change] next to Login Password.

7. Enter the login password for New Password.

8. Enter the login password for Confirm New Password again.

9. Press [OK] twice.
10. Press [Close].
11. Press [OK].

When settings are complete, the machine logs you out automatically.

« For the characters that can be used for login user names and passwords, see page
308 "Usable Characters for User Names and Passwords".
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« You cannot specify the same login user name for the supervisor and the
administrators.

« Using Web Image Monitor, you can log in as the supervisor and delete an
administrator's password or specify a new one.

Changing the Administrator Login Setting

Only the supervisor has the privilege to allow/prohibit login to the machine by the built-in
administrators.

In the event of a failure in communicating with an external authentication server while
login by the built-in administrators is prohibited and only the external administrators are
allowed to log in to the machine, no administrators can log in to the machine. In such a
case, the supervisor must change the administrator login setting to allow the built-in
administrators to log in to the machine.

1. Log in to the machine as the supervisor on the control panel.

page 288 "Logging in to the Machine as an Administrator"

2. Onthe Home screen, press [Settings].

Settings

3. Press [System Settings].
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Settings Q Search All
r . N B N N N | -‘
Change Language
| b=l
1 I o= Language
I System Settings I
' i Inauiry
[ N B _ N B N

Counter

DOCOPAG042
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4. Press [Settings for Administrator] ® [Authentication/Charge] ® [Administrator
Authentication/User Authentication/App Auth.] ® [Register/Change Administrator] ™
[Administrator Login Setting].

5. Select [Allow] or [Prohibit] from the list next to Administrator Login.

Administrator Login Setting

[ Logged in: Supervisor A

If [Prohibit] is selected. the administrator will not be able to login when the machine cannot
communicate with the authentication server.

Administrator Login

Allow

21 May 2021
11:56

6. Press [OK] twice.

Prohibit

When settings are complete, the machine logs you out automatically.

Usable Characters for User Names and Passwords

The following characters can be used for login user names and passwords. Names and
passwords are case-sensitive.

« Upper case letters: A to Z (26 characters)

« Lower case letters: ato z (26 characters)

» Numbers: 0 to 9 (10 characters)
« Symbols: (space) "#$% &' ()*+,-./:;<=>2@[\]1*_" {|}~ (33 characters)

Supervisor/Built-in Administrators/Users

External Administrators

Login user
name

Can be up to 32 characters long.

Cannot contain spaces, colons or quotation marks.

Cannot be left blank.

The login user name of the supervisor and administrators must
contain characters other than numerical characters (numbers) if
it is up to 8 characters. If it consists of only numbers, 9 or more

must be used.

Login password

The maximum password length for
the administrators and supervisor is
32 characters.

The maximum password length for
users is 128 characters.

 The maximum

password length is

128 characters.




Introduction

Supervisor/Built-in Administrators/Users | External Administrators

« There are no restrictions on the types « For the other
of characters that can be used for a conditions, the
password. For security, it is password policy of
recommended to create passwords the external
consisting of uppercase or lowercase authentication
characters, numbers, and symbols. A server is applied.

password consisting of a large
number of characters is less easily
guessed by others.

« In [Password Policy] in [Extended
Security Settings], you can specify a
password consisting of uppercase or
lowercase characters, numbers, and
symbols, as well as the minimum
number of characters to be used for
the password.

See "Security", User Guide in English.

*1 Attempts to log in as an external administrator may fail from an application where a
limitation is imposed on the password length.
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Preventing Unauthorized Accesses

Taking Measures to Prevent Unauthorized Access

Specify the machine to prevent access by anyone from any location so as to protect the
information asset. You can prevent unauthorized access by restricting the users who can
use the machine and encrypting or restricting the network.

Specifying user authentication

92

DZWs0s

The administrator registers the users on the machine and only the registered users
can use the machine.

page 311 "Verifying Users to Operate the Machine (User Authentication)"

" Specifying the authentication policy

s

DZWa08

ETI N
>
2

Yy,

Specify how many times entering an incorrect password is allowed and the auto-
logout time when you do not operate the machine for a specified period of time to
protect the machine from unauthorized use.

page 333 "Specifying the Policy on Login/Logout"
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Restricting the network connection

1P X000 XXX XXX.001

DZWwe07

To block access from an unauthorized computer for TCP/IP communication, restrict
the range of IP addresses allowed to access the machine. Also, specify the unused
protocols to reduce the risk of intrusion.

page 339 "Access Control"

Encrypting the network communication

Reduce the risk of information leaks by encrypting communication between this
machine and the computers or external devices. For encryption, installation of the
Device Certificate is required.

page 350 "Encrypting Network Communication"

Verifying Users to Operate the Machine (User Authentication)

"User authentication" is a system to authenticate users and grant them privileges to use
the machine. The machine requires entering an arbitrary text, the login user name, or the
login password to authenticate a user.

O O (h

o 822 m—p u
& 822

- User authentication prevents unauthorized users from operating the machine and is
useful for managing and analyzing usage of the machine regarding the user,
operation time, and frequency.

DZwWe08

See "Confirming the Counter for Each User", User Guide in English.

« You can use the IC card or smart device instead of entering your authentication
information on the control panel for user authentication.

page 325 "Logging in to the Machine Using an IC Card or a Smart Device"

User Authentication Method

There are four types of user authentication methods including Basic authentication that
limits use of the machine and methods that use an authentication server in the network.
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Select a method depending on the usage condition or the number of users. You cannot
use more than one authentication method at the same time.

User Authentication Explanation
Method
User Code Authentication is performed using an up to eight-digit user

authentication

code registered in the Address Book of the machine.

When specifying User Code authentication, the machine
prompts you to enter the user code to use the machine.

Multiple users can use the same user code.

You can activate User Code authentication without
activating Administrator Authentication.

Basic authentication

Authentication is performed using the login user name and
login password registered in the Address Book on the
machine.

When specifying Basic authentication, the machine prompts
you to enter the login information to use the machine.

Windows authentication

Authentication is performed using the account registered in
the Active Directory of the Windows server.

When specifying Windows authentication, the machine
prompts you to enter the login information to use the
machine.

LDAP authentication

Authentication is performed using the user information
registered in the LDAP server.

When specifying LDAP authentication, the machine prompts
you to enter the login information to use the machine.

« In Windows or LDAP authentication, the machine can authenticate you without
registering your user information in the machine's Address Book manually, as the
user information in the server is registered in the machine automatically.

« In Windows or LDAP authentication, you can manage user information centrally in
the server. You can also always use the address provided by the server as the
sender (From) of e-mails sent from the machine. These features are useful to avoid
data leakage by erroneous input of information or spoofing by an unauthorized user.

« When switching the authentication method from User Code authentication to
another method, the user code will be used as the login user name. In this case, the
login password is not specified. To avoid unauthorized use, delete unnecessary user
information and set up a password for the continuing users.
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 If user authentication cannot be performed due to a problem with the machine or
network, the machine administrator can disable user authentication temporarily in
order to use the machine. Take this measure only during emergencies.

« User authentication can also be activated via Web Image Monitor. For details, see
Web Image Monitor Help.

Specifying User Code Authentication

Specify the functions to restrict with User Code authentication.
1. Log in to the machine as the machine administrator on the control panel.

page 288 "Logging in to the Machine as an Administrator"

2. Onthe Home screen, press [Settings].

Settings

3. Press [System Settings].

& |Machine Administrator Logaed in: Machine Admiistrator R oot [ ]
Settings Q Search All
f L B _§R N _§B _§N J
I ‘ %Cwier! Document -, Change Language
[ il server Settinos o Language
I @System Settings
I I aFax Settinas i Inauiry
\ C R R —,
ltIAcldre:'.s Book an’nler Settings f Maintenance
DTranPaper Settings f@ Scanner Settings Counter
Basic Settings
When Installing
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4. Press [Settings for Administrator] ® [Authentication/Charge] ® [Administrator
Authentication/User Authentication/App Auth.] » [User Authentication Management].

5. Select [User Code Authentication] from the list next to User Authentication Management.
[ & JMachine Administrator [ Logged in: Machine Administrator DI Losout | (]

User Authentication Management  Cancel

User Authentication Management User Code Authentication ‘

Basic Authentication

Windows Authentication

LDAP Authentication

0ff

06 n. 2019
03:45 )
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6. Under Functions to Restrict, select the functions to restrict against use.

« Specify whether to perform User Code authentication for each function. For
Copier Function and Printer Function, you can specify to perform User Code
authentication for all Copier or Printer functions, or for the color print mode
only.

« When registering the user code of the printer driver automatically, select [PC
Control] for Printer Function. Specify the user code registered in the Address
Book to the printer driver.

« When [PC Control] is selected, the user code specified in the printer driver is
registered in the Address Book automatically and is excluded from the print
volume use limitation. To limit the print volume use, select other than [PC
Control] for Printer Function.

See "Specifying Maximum Print Volume Use of Each User", User Guide in
English.

For Printer Job Authentication, specify the security level for print jobs using the
printer driver.

page 330 "Executing a Print Job with Authentication Information Only"
7. Press [OK].
8. Press [Home] (7).
9. When the confirmation dialog is displayed, press [OK] to log out of the machine.

If registration of the user information is not completed, register the user in the
Address Book and specify the user code.

See "Registering the User Code in the Address Book", User Guide in English.

" Specifying Basic Authentication

Register the default values of the functions available to each user with Basic
authentication.

1. Login to the machine as the machine administrator on the control panel.
page 288 "Logging in to the Machine as an Administrator"

2. Onthe Home screen, press [Settings].

Settings
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3. Press [System Settings].

& Machine Administrator Logged in: Machine Adminstratr | 7 | [

Setings

’-------

I ‘ anierI Document m- Change Language
|| server Setings o Language
I ﬂsmem Settings
I I aFax Settinas i Inauiry
\ L B N B N B | -,
lilAaﬂress Book gPrimer Settings f Maintenance
DTranFaner Settings f&- Scanner Settings Counter
Basic Settings
Wwhen Installing
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4. Press [Settings for Administrator] ® [Authentication/Charge] ® [Administrator
Authentication/User Authentication/App Auth.] ® [User Authentication Management].

5. Select [Basic Authentication] from the list next to User Authentication Management.
[ & JMachine Administrator [ Logged in: Machine Administrator A oot | ]

User Authentication Management  Cancel

User Authentication Management User Code Authentication

Basic Authentication

Windows Authentication

LDAP Authentication

Off

06 . 2019
0345 ) S

6. Under Available Functions, select the functions available to the user.
« Specify the functions available to the user for each function. For Copier Function u
and Printer Function, you can specify that the user can use all Copier or Printer

functions, or the black-and-white print mode only.

 For Printer Job Authentication, specify the security level for print jobs using the
printer driver.

page 330 "Executing a Print Job with Authentication Information Only"
7. Press [OK].
8. Press [Home] (7).
9. When the confirmation dialog is displayed, press [OK] to log out of the machine.

If registration of the user information is not completed, register the user in the
Address Book and specify the login information.

See "Registering a User in the Address Book and Specifying the Login Information",
User Guide in English.
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« The login user name and login password can be used to authenticate the user in the
SMTP or LDAP server, or to authenticate shared folders. Use a login user name other

than "other", "admin", "supervisor", or "HIDE***". (Enter an optional character string
in "***" ) You cannot use these user names for authentication because they are
already in use in the machine.

Specifying Windows Authentication

Register the Windows server information required for authentication with the Windows
server.

« In advance, check the use conditions in the Windows server, and install the Web
server (IIS) and the Active Directory Certificate Service in the Windows server.

page 321 "Preparing the Server to Use for User Authentication"

- To use Kerberos authentication in the server, register the realm in advance to
determine the network area.

See "Registering the Realm", User Guide in English.
1. Log in to the machine as the machine administrator on the control panel.
page 288 "Logging in to the Machine as an Administrator"

2. Onthe Home screen, press [Settings].

Settings

" 3. Press [System Settings].

& 'Machine Administrator

sty

’-------

Logged in: Machine Adminisrator

I l anier / Document m- Change Language
|| lserver Setinas o Language
I Syslem Settings
I i aFax Settings i Inauiry
\ L B N B N B | -,
Il lAmress Book gPrimer Settings ? Maintenance
DTraWPaner Settings Scanner Settings Counter

Basic Settings
Wwhen Installing
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4. Press [Settings for Administrator] ® [Authentication/Charge] ® [Administrator
Authentication/User Authentication/App Auth.] » [User Authentication Management].

5. Select [Windows Authentication] from the list next to User Authentication Management.
(& JMachine Administrator (Losgedin: Mactine Adminstator )| 2 | K

User Authentication Management Cancel

User Authentication Management User Code Authentication

Basic Authentication

Windows Authentication

LDAP Authentication

Off

Ene D A
6. Register the server for authentication and specify the usable functions.
« Kerberos Authentication: To enable Kerberos authentication, select [On].

« Domain Name: To disable Kerberos authentication, enter the domain name to
authenticate.

Realm Name: To enable Kerberos authentication, select the realm name to
authenticate.

Use Secure Connection (SSL): To encrypt communication signals, select [On].

Printer Job Authentication: Specify the security level for print jobs using the
printer driver.

page 330 "Executing a Print Job with Authentication Information Only"

Group: If global groups have been registered, you can specify usable functions
for each global group. Press [* Not Registered], and then [Register/Change].
Enter the same name of the group as the one registered in the server to specify
the available functions.

Users who are registered in multiple groups can use all functions available to
those groups.

A user who is not registered in any group can use the authority specified in [*
Default Group]. By default, all functions are available to the Default Group
members.

Under Available Functions, specify the functions available to each group. For

Copier Function and Printer Function, you can specify whether the user can use
all Copier or Printer functions, or the black-and-white print mode only.
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7. Press [OK].
8. Press [Home] ().
9. When the confirmation dialog is displayed, press [OK] to log out of the machine.

« For the characters that can be used for login user names and passwords, see page
308 "Usable Characters for User Names and Passwords".

« When accessing the machine subsequently, you can use all the functions available
to your group and to you as an individual user.

« Users who are registered in multiple groups can use all functions available to those
groups.

« Under Windows authentication, you do not need to create a server certificate unless
you want to automatically register user information such as user names using SSL.

Specifying LDAP Authentication

Register the LDAP server information required for authentication with the LDAP server.

- In advance, check the use conditions in the LDAP server, and register the LDAP
server in the machine.

page 321 "Preparing the Server to Use for User Authentication"
See "Registering the LDAP Server", User Guide in English.
1. Login to the machine as the machine administrator on the control panel.

page 288 "Logging in to the Machine as an Administrator"

" 2. Onthe Home screen, press [Settings].

Settings

3. Press [System Settings].

& 'Machine Administrator Logged in: Machine Administrator

sty

’-------

I l "o Copier / Document m- Change Language
[ server Setinas o Language
I Syslem Settings
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DTraWPaver Settings f‘? Scanner Settings Counter

Basic Settings
Wwhen Installing

17 Jun 2019
0629

DOCgPAS240

318



Preventing Unauthorized Accesses

4. Press [Settings for Administrator] ® [Authentication/Charge] ® [Administrator
Authentication/User Authentication/App Auth.] » [User Authentication Management].

5. Select [LDAP Authentication] from the list next to User Authentication Management.
(& JMachine Administrator (Losgedin: Mactine Adminstator )| 2 | K

User Authentication Management Cancel

User Authentication Management User Code Authentication

Basic Authentication

Windows Authentication

LDAP Authentication

Off

Ene D A
6. Select the server for authentication and specify the available functions.
« LDAP Servers: Select the LDAP server to authenticate.

- Login Name Attribute: Use this as a search criterion to obtain user information.
Create a search filter based on the login name attribute, select a user, and then
retrieve the user information from the LDAP server to transfer to the machine's
Address Book.

When separating multiple login attributes with a comma (,), the search will
return hits by entering a login name for either or both attributes.

Also, by entering two login names separated by an equal sign (=) (for example:
cn=abcde, uid=xyz), the search will return hits only for a match of the attributes
of both login names. This search function can be applied when "Cleartext
Authentication" is selected as the LDAP authentication method.

« Unique Attribute: Specify this to match the user information in the LDAP server
with that in the machine. A user whose unique attribute registered in the LDAP
server matches that of a user registered in the machine is treated as the same
user in the machine. Specify the attribute that is used for unique information in
the server as the Unique Attribute. You can enter "cn" or "employeeNumber" to
use as "serialNumber" or "uid" as long as it is unique.

- Available Functions: Specify the functions available to the user for each
function. For Copier Function and Printer Function, you can specify whether the
user can use all Copier or Printer functions, or the black-and-white print mode
only. For Printer Job Authentication, specify the security level for print jobs
using the printer driver.

page 330 "Executing a Print Job with Authentication Information Only"
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7. Press [OK].
8. Press [Home] ().
9. When the confirmation dialog is displayed, press [OK] to log out of the machine.

« For the characters that can be used for login user names and passwords, see page
308 "Usable Characters for User Names and Passwords".

« In LDAP simple authentication mode, authentication will fail if the password is left
blank. To use blank passwords, contact your service representative.

Registering/Changing/Deleting User Codes

By registering user codes in the Address Book, you can confirm the print volume (the
number of pages printed by the Copier, Fax, Printer, and Scanner functions) on a
personal basis.

1. Disable user authentication or specify User Code authentication.
page 311 "User Authentication Method"
page 313 "Specifying User Code Authentication”

2. Log in to the machine as the user administrator on the control panel.
page 288 "Logging in to the Machine as an Administrator"

3. Onthe Home screen, press [Address Book].

Address Book

4. On the Address Book screen, select a user, and then press [Edit].

[ & |Machine Administrator [Loggedin: Machine adminstztor || 7 | NS

[

i 14/2000

Viows All - Cart b Nicnl Drinrity - o= ~any, ,
—————--------—0 4. Register

Freq AB CD EF GH UK LMN OPQ RST UVW XYZ +*

ABCD COMPANY YOKOHAMA OFFICE [ CreateGrow
00001 usi i 00002 il & mm

BERLIN OFFICE LONDON OFFICE

00003 i i m 00004 1 i m

NEW YORK OFFICE 105 ANGELES

00005 el = mm 00006 sl = ﬁ' Delete
KYOTO OFFICE BELIING OFFICE

00007 i o i 00008 vimi i

SHANGHAI OFFICE HONG KONG OFFICE 1

00010 il = m 00011 vl Xm0

Management

(1)
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5. Press [User Management / Other] tab ® [User Management].
6. Enter a user code for User Code.

When changing a user code, delete the existing user code and enter a new user
code.
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When deleting a user code, delete the existing user code and proceed to Step 8.

[ & JMachine Administrator [ Looged in: Machine Administrator IRl  Losout

User Management : LONDON OFFICE Cancel “

User Code 0004

‘ LDAP Authentication Info Same as Administrator's Settinas

Restrict Use

‘ Available Functions / Applications

09.n. 2022
i1:13 =)

7. Press [Available Functions / Applications] under Restrict Use, and then select the functions to
make available to the user.

8. Press [OK] several times until the Address Book screen is displayed.
9. Press [Exit].

10. When the confirmation dialog box is displayed, press [Close], and then log out of the
machine.

To back up the changed contents, press [Go to Backup].

See "Backing Up/Restoring the Address Book Using Control Panel", User Guide in
English.

 Deleting a user code clears the respective print volume as well.

Preparing the Server to Use for User Authentication

When using Windows authentication or LDAP authentication as the user authentication
method for the first time, check that your server environment meets the requirements for
user authentication, and configure the required settings.

To use Windows authentication

Prepare the server as follows:
1. Check the requirements of Windows authentication.

2. Install the Web server (IIS) and the Active Directory Certificate Service in the
server.

3. Create a server certificate.

You do not need to create a server certificate to transmit user information that
is not encrypted.
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To use LDAP authentication

Check the requirements of LDAP authentication, and configure the settings
according to the server environment as necessary.

Requirements of Server Authentication Used for User Authentication

Windows authentication

Items Explanation

Usable OS Windows Server 2012/2012 R2/2016/2019/2022

Authentication method | Supports the following authentication methods:
« NTLM authentication (NTLMv1/NTLMv2)
« Kerberos authentication

Requirements for « Set up a domain controller in the domain you specify.

authentication - To obtain user information when Active Directory is

running, use LDAP. It is recommended that
communication be encrypted between the machine and
the LDAP server by using SSL/TLS. The server must
support the TLS 1.0/1.1/1.2/1.3 or SSL 3.0 encryption
method. Register the server certificate of the domain
controller in advance.

page 325 "Creating a Server Certificate"

« TLS 1.0, TLS 1.1, and SSL 3.0 are disabled by default.
Touse TLS 1.0/1.1 or SSL 3.0, enable it on Web Image
Monitor.

« Data transmission between the machine and the KDC
(Key Distribution Center) server must be encrypted if
Kerberos authentication is enabled.

page 350 "Encrypting Network Communication”

- The server can authenticate users managed in other domains, but cannot obtain
information such as an e-mail address.

« When Kerberos authentication is enabled together with SSL/TLS, the e-mail address
cannot be obtained.

« Even if you edit an authenticated user's information, such as an e-mail address, in
the machine's Address Book, it may be overwritten by the information from the
server when authentication is performed.



Preventing Unauthorized Accesses

 If you created a new user in the domain controller and selected "User must change
password at next logon" at password configuration, first log on the computer and
change the password.

« If the Guest account on the Windows server is enabled, users not registered in the
domain controller can be authenticated. When this account is enabled, users are
registered in the Address Book and can use the functions available under [* Default
Group].

LDAP authentication

Items Explanations

Usable version LDAP Version 2.0/3.0

Authentication method | Supports the following authentication methods:
« Kerberos authentication

« Digest authentication

« Cleartext authentication

When you select Cleartext authentication, LDAP simplified
authentication is enabled. Simplified authentication can be
performed with a user attribute (such as cn or uid) instead

of the DN.
Requirements for « To use SSL/TLS, the server must support the TLS
authentication 1.0/1.1/1.2/1.3 or SSL 3.0 encryption method.

« TLS 1.0, TLS 1.1, and SSL 3.0 are disabled by default.
Touse TLS 1.0/1.1 or SSL 3.0, enable it on Web Image
Monitor.

« To use Kerberos authentication, register the realm to
distinguish the network area.

See "Registering the Realm", User Guide in English.

« Data transmission between the machine and the KDC
(Key Distribution Center) server must be encrypted if
Kerberos authentication is enabled.

page 350 "Encrypting Network Communication”

« When you use LDAP, only version 3.0 can use Digest
authentication.

Notes when the LDAP server is configured using Active Directory

« When Kerberos authentication is enabled together with SSL/TLS, the e-mail
address cannot be obtained.

« Anonymous authentication might be available. To improve security, set
anonymous authentication to Disable.
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Even if you edit an authenticated user's information, such as an e-mail address, in
the machine's Address Book, it may be overwritten by the information from the
server when authentication is performed.

Under LDAP authentication, you cannot specify access limits for groups registered in
the server.

Do not use double-byte Japanese, Traditional Chinese, Simplified Chinese, or
Hangul characters when entering the login user name or password. If you use
double-byte characters, you cannot authenticate using Web Image Monitor.

When using the machine for the first time, the user can use Available Functions
specified in [User Authentication Management].

To specify Available Functions for each user, register the user together with
Available Functions in the Address Book, or specify Available Functions in the user
registered automatically in the address book.

Installing the Web Server (I1S) and the "Active Directory Certificate Service"

Install the required service in the Windows server to obtain user information registered
in Active Directory automatically.

A S o

On the [Start] menu, click [Server Manager].

On the [Manage] menu, click [Add Roles and Features].

Click [Next].

Select [Role-based or feature-based installation], and then click [Next].
Select a server, and then click [Next].

Select the [Active Directory Certificate Service] and [Web Server (11S)] check boxes, and then
click [Next].

If a confirmation message appears, click [Add Features].

Check the features to install, and then click [Next].

8. Read the content information, then click [Next].

10.

Make sure that [Certification Authority] is selected in the Role Services area in Active
Directory Certificate Services, and then click [Next].

Read the content information, then click [Next].

When using Windows Server 2016, proceed to Step 12 after reading the content
information.
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11. Check the role services to install under Web server (11S), and then click [Next].
12. Click [Install].
13. When using Windows Server 2019 or Windows Server 2022, click [Close].

14. After completing the installation, click the notification icon of the server manager, and then
click [Configure Active Directory Certificate Service on the destination server].

15. Click [Next].

16. Check [Certification Authority] in the role service, and then click [Next].
17. Select [Enterprise CA], and then click [Next].

18. Select [Root CA], and then click [Next].

19. Select [Create a new private key], and then click [Next].

20. Select a cryptographic provider, key length, and hash algorithm to create a new private key,
and then click [Next].

21. In [Common name for this CA:], enter the Certificate Authority name, and then click [Next].
22. Select the validity period, and then click [Next].

23. Leave [Certificate database location:] and [Certificate database log location:] without change,
and then click [Next].

24. Click [Configure].

25. When the message "Configuration succeeded" appears, click [Close].

Creating a Server Certificate
To encrypt user information, create a server certificate in the Windows server. Windows
Server 2016 is used as an example.

1. On the [Start] menu, point to [All Applications], and then click [Internet Information Service
(11S) Manager] of [Administrative Tools].

2. In the left column, click [Server Name], and then double-click [Server Certificate].
3. Inthe right column, click [Create Certificate Request...].

4. Enter all the information, and click [Next].

5. In [Cryptographic service provider:], select a provider, and then click [Next].

6. Click [...], and then specify a file name for the certificate request.

7. Specify a location in which to store the file, and then click [Open].

8. Click [Finish].

Logging in to the Machine Using an IC Card or a Smart Device
When user authentication is specified on the machine, you can use an IC card

(FeliCa/NFC) or smart device instead of entering your login user name and login
password for user authentication.
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Register the user's IC card or smart device to link to the user information in the Address

Book and authenticate the user. The user can specify both an IC card and smart device to
use for authentication.

« To authenticate an IC card, use the IC card reader connected to the machine.

« To authenticate a smart device, install the cooperative application (RICOH Smart
Device Connector) in the smart device so that the Bluetooth function built in the
control panel of the machine can authenticate the smart device.

« Quick card authentication cannot be used to authenticate an administrator. The

administrator must enter the login user name and login password on the control
panel to log in to the machine.

Preparation for Quick Card Authentication Setting

To enable quick card authentication, specify the type of the IC card reader. To enable
authentication using a smart device, enable Bluetooth.

1. Log in to the machine as the machine administrator on the control panel.

page 288 "Logging in to the Machine as an Administrator"
2. Onthe Home screen, press [Settings].

Settings

3. Press [System Settings].

& Machine Administrator Logged in: Machine Administrator J? m
Settings Q Search All
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4. Press [Network/Interface] ® [External Interface Software Settings].
5. From the list next to Select IC Card Reader, select the type of the IC card reader to use.
& |Machine Administrator (Logoed in: Machine Administrator
Extemal Interface Software Settings el [

Set the software to enable IC cards and smartphones with Bluetooth

to use the machine. -_—eas a»r -»r o o> o> o

Select IC Card Reader ‘ ‘ Do not Use

l Proximity Card Reader

| NFC Card Reader )

Bluetooth Software Settings

18 Jul. 2018
12:33

DZCe97

After selecting the type of IC card reader, set the authentication and software to be
used.

6. To use a smart device to authenticate, press [Bluetooth Software Settings] and select
[Bluetooth Authentication Plugin] from the list next to Bluetooth.

Check that the [Active] check box under Authentication is selected, and then press
[OK].

When the confirmation message is displayed, press [Close].
7. Press [OK].

When the confirmation message is displayed, press [Close].
8. Press [Home] (7a)).

9. Onthe Home screen, press the application list.

y o

mory
ce)
& Information
i' _Threre is no n%w —.
rver Application Site 't“é’;g‘%w’a?ea out : @ I
L |
{ ] L _B ]

10. To use a smart device to authenticate, press [Connector] on the [APPS] tab.

)

Connector
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1.
12.
13.
14,
15.
16.

17.

Press [#], and then press [Bluetooth Settings].

From the list next to Bluetooth, select [ON].

Select the [Allow Bluetooth Connection] check box, and then press [Exit].
Press [Home] (7).

On the application list screen, press [Quick Card Authentication Config.].

Press [Use Authentication].

[ & |Machine Administrator [ Logged in: Machine Administrator ]

8  ONnirk Card Authentiratinn Config,

() Use Authentication 1) Do not Use Authentication

Check Status ~ 3%™

DZC662
Follow the instruction on the screen to turn off the main power of the machine, and then
turn it back on.

When the machine restarts, quick card authentication is enabled. The screen is
ready to read an IC card or smart device.

« When quick card authentication is enabled, the machine does not enter Sleep mode

regardless of the setting of [System Settings] » [Date/Time/Timer] ® [Timer] »
[Sleep Mode Timer].

Registering a User to Authenticate Using Quick Card Authentication

Register an IC card or smart device to a user registered in the Address Book.

1.

On the login screen of quick card authentication, hold the IC card or smart device over the
control panel.

To log in hold smart device over control panel or IC card over reader.
’-—{@ 10 %

Login Using Keyboard

JBjpinanae Change Language

Check Status 2%
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« Hold the IC card in the same orientation indicated on the label of the card
reader.

« Hold the smart device over the control panel after performing the following
steps. In advance, enable the Bluetooth function of the smart device.

1. Swipe the menu of the RICOH Smart Device Connector application, and
then select [Login to MFP].

2. Tap [NEXT].

2. Enter the login user name and login password of the user of the IC card or smart device to
register, and then press [Register].

The unique number of the IC card or smart device is registered to the user
information.

3. Press [Confirm].

« Only one IC card or smart device can be registered per user. A new card or smart
device overwrites the previous one.

« The authentication process time can be shortened by registering a user who uses
the machine frequently to [User Priority Settings] of [Quick Card Authentication
Config.]. Specify the setting with the authority of the machine administrator.

Limiting Available Functions

To prevent unauthorized operations, you can specify who is allowed to access each of
the machine's functions.

Specify the functions available to registered users. By configuring this setting, you can
limit the functions available to users.

1. Log in to the machine as the user administrator on the control panel.
page 288 "Logging in to the Machine as an Administrator"

When custom-privileges administrators are registered, you can log in to the machine
as a custom-privileges administrator with the Address Book privilege as well.

page 300 "Logging in to the Machine as a Custom-Privileges Administrator"

2. Onthe Home screen, press [Address Book].

Address Book
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3. On the Address Book screen, select a user, and then press [Edit].

['& IMachine Administrator | Logged in: Machine Administrator

s ok

L) 14/2000

Views All v Cart b Nicnl Prinrity v ——— ~n() .
N N N S NN SN BN N S B S ey 2, Register

freq AB (D EF GH LK LMN OPQ RST UVW XYZ <3

ABCD COMPANY YOKOHAMA OFFICE | = CreateGrow

00001 i i’ 00002 i i mm

BERLIN OFFICE LONDON OFFICE Jommmm——
00003 1 = mm 00004 1 5 mm || P |
NEW YORK OFFICE LOS ANGELES L F b
NEW YORK

S 00006 v i mm I &  Delete

KYOTO OFFICE BELJING OFFICE
00007 s = i 00008 viai = mm I

SHANGHAI OFFICE HONG KONG OFFICE I
00010 il il mm 00011 vini i w0

L. ¥ & F F 8 B 0 5 B 0 N N |
U0 T 2013 ]

()

Management

DOC9PAS5E83

4. Press the [User Management / Other] tab ® [User Management].

5. Press [Available Functions / Applications] under Restrict Use, and then select available
functions.

[ & JMachine Administrator [ Logged in: Machine Administrator R oot | ]

User Management : LONDON OFFICE Cancel

‘ LDAP Authentication Info Same as Administrator's Settings

Restrict Use

‘ Available Functions / Applications

Change Access Privilege

‘ Access Privileges for Destination

‘ Access Privileges for Stored Files

28 May 2021
09:04 ) &

6. Press [OK] several times until the Address Book screen is displayed.

" 7. Press [Exit].

8. When the confirmation dialog box is displayed, press [Close], and then log out of the
machine.

To back up the changed contents, press [Go to Backup].

See "Backing Up/Restoring the Address Book Using Control Panel", User Guide in
English.

Executing a Print Job with Authentication Information Only

The machine authenticates print jobs specified on the control panel and also specified
via the network.

To print from the printer driver, specify user authentication in [Printer properties].
See "Specifying Login Information in the Printer Driver", User Guide in English.
See "Specifying a User Code in the Printer Driver", User Guide in English.
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An unauthenticated print job may not be printed according to the security level specified
in Printer Job Authentication. You can view the Printer Job Authentication setting by
pressing [System Settings] ® [Settings for Administrator] ® [Authentication/Charge]
» [Administrator Authentication/User Authentication/App Auth.] ® [User
Authentication Management] and selecting user authentication method.

Security level of Printer Job Authentication
(& Machine Administrator (Looged in: Machine Administator ) 2 |t al

Printer Job Authentication Cancel “

Select whether to print jobs or not if the required authentication
information is not set for the printer driver to send the jobs.

Entire
® Print jobs only when the authentication info is set. Cannot print when the authentication info is unset.

Simple (Limitation)

(© Print jobs when the auth. info is set, Following the [Limitation Rangel
settings, print jobs if the auth. info is not set.

o Simple (AlD
Print jobs even if the authentication information is not set.

. S @
- Entire: Authenticates all print jobs. You cannot specify a print job from the

printer driver or device that does not support user authentication. A print job
that cannot be authenticated is displayed on the control panel and is canceled.

« Simple (Limitation): The print jobs from the specified range are exempt from
authentication. Specify the range of IPv4 addresses not to authenticate. You
can specify not to authenticate print jobs from the USB connection. The security
level is the same as [Simple (AlD)].

« Simple (All): Authenticates only print jobs from the printer drivers that support
user authentication. Print jobs without authentication information specified
from a printer driver that does not support user authentication or specified by a u
command are performed without being authenticated. Select this when printing
with a printer driver or device that cannot be identified by the machine.

Printer drivers that support Printer Job Authentication

« PCL6: User code authentication, Basic authentication, Windows authentication,
LDAP authentication

« PostScript 3: User Code authentication

Print job types and authentication settings

Depending on the combination of print job authentication level and print job type,
the machine may not print properly as follows:

¥': Printing is possible when Printer Job Authentication is successful or regardless of
user authentication.

-: Printing is not possible.
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Types of printer Authentication setting Security level
driver/job
All Simple (ALl
PCL6 Login user name/Login v v
password
User code v v
None - v
PostScript 3 User code v v
None - v
PictBridge printing None - v
Mail to Print

LPR printing of a PDF file

ftp printing of a PDF file | User ID and password v v
logged in ftp

Generic driver Login user name/Login vl v
password

Driver encryption key

Login user name/Login v V"2
password
User code v v

*1 Printing is not performed when the encryption method (encryption algorithm) is
specified to AES (Advanced Encryption Standard).

*2 Printing is not performed when the encryption method (encryption algorithm) is
specified to DES (Data Encryption Standard) or AES (Advanced Encryption Standard).

« To specify the driver encryption key or encryption method, press [System
Settings] ™ [Settings for Administrator] ® [Security] ® [Extended Security
Settings] to display the setting window, and then specify [Driver Encryption Key]
or [Driver Encryption Key: Encryption Strength].

 You can specify the range of IPv4 addresses to use for [Simple Encryption] of
[Driver Encryption Key: Encryption Strength] from Web Image Monitor or with
the authfree command of telnet. For details about the telnet command, see
"Device Monitoring (TELNET)" on our website.
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Specifying the Policy on Login/Logout

To protect the data in the machine, configure the machine so that login and logout are
performed properly.

User authentication cannot prevent unauthorized use completely. For example, an
unauthorized person can log in to the machine by guessing the password. If a user does
not log out of the machine, another user can use the privileges of the previous user.

Specify the following functions to protect the machine against such risks.

User Lockout

If an incorrect login password is entered several times, the user lockout function
prevents further login attempts under the same login user name (Lockout). The
locked-out state can be automatically released in a specified period of time. It can
be manually released by the administrator as well.

DzZwa10

- The number of times that the locked-out state is automatically released can be
limited to a maximum of four times. For each of the 1st to 4th lockout actions,
you can specify whether to activate/deactivate the user lockout function, the
number of login attempts before lockout, and the period of time before the
locked-out state is automatically released.

 You can also specify whether to release the locked-out state by restarting the
machine.

page 335 "Specifying User Lockout"

- By default, an incorrect login password entry is permitted up to five times and
the locked-out state is not released automatically.

- Inthe event that a user enters an incorrect login password, and the machine
administrator changes the number of attempts before lockout afterwards, the
state of the user concerning lockout may vary in accordance with the number of

attempts before lockout that is changed by the administrator. Some examples
are as follows:

Number of incorrect login | Change to the number of State of user
password entries by user | attempts before lockout

3 entries Twice -> 4 times The locked-out state of
the user is released.
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Number of incorrect login | Change to the number of State of user
password entries by user | attempts before lockout

3 entries 4 times -> Twice The user is locked out.

3 entries 4 times -> 6 times Remains unchanged (The

user is not locked out.) 1

*1 After 3 entries of an incorrect login password, two more incorrect entries are
permitted, and when an incorrect entry is performed for a third time, the user is
locked out.

Auto Logout Timer

After you log in, the machine logs you out automatically if you do not use the control
panel within a given time.

T g
®
—

pzwei1

- By default, the machine logs you out automatically if you do not use the control
panel for three minutes.

See "Timer", User Guide in English.

« When the time period to allow users to log in to and use the machine is
specified, the machine logs you out upon completion of the time period even
though the auto logout timer has not expired.
page 337 "Specifying the Time Period to Allow Users to Log In to and Use the
Machine"

« For details about auto logout from Web Image Monitor, see Web Image Monitor
Help.

Time Settings Allowing Operating Machine by Logging in

When the time period to allow users to log in to and use the machine is specified, the
machine logs you out upon completion of the time period.
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D) ®
= 8
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page 337 "Specifying the Time Period to Allow Users to Log In to and Use the
Machine"

« The User lockout function is enabled on all users only when Basic authentication is
specified. Under Windows authentication and LDAP authentication, only the
supervisor and administrators are protected by User lockout. The policy of the
certification server is applied to the other users.

Specifying User Lockout
Specify the number of login password attempts to permit before locking out the user and
the period of time until the lockout is released automatically.

1. Log in to the machine as the machine administrator from Web Image Monitor.

page 288 "Logging in to the Machine as an Administrator"

o

Click [Configuration] on the [Device Management] menu.

3. Click [User Lockout Policy] in the "Security" category.

b

Specify the number of login password attempts to permit before locking out the user and the
period of time until the lockout is automatically released.

« Lockout (™ Time)

Select [Active], and then specify "Number of Attempts before Lockout" from 1 to
10.

« Lockout Release Timer

Select [Active] to release the locked-out state after a specified time elapses,
and then enter the desired value in "Lock Out User for" up to 9999 minutes
(about seven days).

« Release Lockout When Restarting and Rebooting System

Specify whether to activate the lockout release function by restarting the
machine. The supervisor and administrators are subject to the lockout release
function.

It takes about 60 seconds for the locked-out state to be actually released after
the machine restarts.
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5. Click [OK].

6. Log out of the machine, and then exit the Web browser.

Releasing the Locked-out State
When a general user is locked out, the user administrator must log in and release the
locked-out state.
1. Login to the machine as the user administrator from Web Image Monitor.
page 288 "Logging in to the Machine as an Administrator"
. Click [Address Book] on the [Device Management] menu.

. Select the locked-out user's account, and then click [Change] on the [Detail Input] tab.

. Click [OK].

. Log out of the machine, and then exit the Web browser.

« When an administrator is locked out, the supervisor must log in to the machine and
release the locked-out state. When the supervisor is locked out, the machine
administrator must log in to the machine and release the locked-out state. Click
[Device Management] ® [Configuration] ® [Program/Change Administrator] to
display the Program/Change Administrator screen, and then release the locked-out
state.

2
3
4. Select [Inactive] on "Lockout" of "Authentication Information".
5
6

« For the supervisor and administrators, you can specify whether to activate the
lockout release function by restarting the machine as well.

page 335 "Specifying User Lockout"

Specifying the Period of Time Until the Machine Logs You Out Automatically

1. Login to the machine as the machine administrator on the control panel.
page 288 "Logging in to the Machine as an Administrator"

When custom-privileges administrators are registered, you can log in to the machine
as a custom-privileges administrator with the Date/Time/Timer privilege as well.

page 300 "Logging in to the Machine as a Custom-Privileges Administrator"

2. Onthe Home screen, press [Settings].

Settings
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3. Press [System Settings].

& Machine Administrator Logged in: Machine Adminstratr | 7 | [
Settings Q Search All
’ L& B B B _§ _§ J
I ‘ @Cwier! Document m- Change Language
|| server Setings o Language
I ﬂsm‘em Settings
I i aFax Settings i Inauiry
\ L B N B N B | -,
lilAclﬂress Book gPrimer Settings f Maintenance
DTranFaper Settings f&- Scanner Settings Counter
Basic Settings
Wwhen Installing
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4. Press [Date/Time/Timer] ® [Timer] ® [Auto Logout Timer].

5. From the list next to Auto Logout Timer, select [On], enter the period of time until the
machine logs you out automatically.

[ & JMachine Administrator [ Logged in: Machine Administrator R oot | ]

Auto Logout Timer | Cancel

Auto Logout Timer ‘ On

Auto Logout Timer ‘ 180 second(s)

<10-999>

06 2019
04351 ) o

You can enter from 10 to 999 seconds.

7. Press [Home] (Za)).

8. When the confirmation dialog is displayed, press [OK] to log out of the machine.

« When the time period to allow users to log in to and use the machine is specified, the

machine logs you out upon completion of this time period even though the auto
logout timer has not expired.

page 337 "Specifying the Time Period to Allow Users to Log In to and Use the
Machine"

Specifying the Time Period to Allow Users to Log In to and Use the Machine

1. Log in to the machine as the machine administrator on the control panel.

page 288 "Logging in to the Machine as an Administrator"
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When custom-privileges administrators are registered, you can log in to the machine
as a custom-privileges administrator with the Authentication/Charge privilege as
well.

page 300 "Logging in to the Machine as a Custom-Privileges Administrator"

2. Onthe Home screen, press [Settings].

Settings

3. Press [System Settings].

& Machine Administrator Logged in: Machine Administrator J? m

settos

’-------

I ‘ %Cmierﬁ Document m-  Change Language
|| dserver Settings o Lanouage
| ﬂsyslem Settings
I I aFax Settinas i Inauiry
\ C R R —'
|3 ] Aaaress Book an’mer Settings ¥ Maintenance
DTranPaDer Settings f@ Scanner Settings Counter
Basic Settings
when Installing

DOCY9PA5240
4. Press [Settings for Administrator] ® [Authentication/Charge] ® [Administrator
Authentication/User Authentication/App Auth.] » [Time Settings Allowing Operating
Machine by Logging in].
5. Select [Active] from the list next to Time Settings Allowing Operating Machine by Logging in,
enter the time for Start Time and End Time.
[ & |Machine Administrator [Logsedin: Machine Admimstater )| 2 | TR K

Time Settings Allowing Operating Machine b.. Cancel

Time Settings Allowing Operating

Machine by Logging in ‘ Active

Start Time ‘ 9

<Hour : Minute (10 Minute Increments)>

‘17

End Time

<Hour : Minute (10 Minute Increments)>

6. Press [OK].
7. When the confirmation dialog is displayed, press [OK].
8. Press [Home] (), and then log out of the machine.

 You can specify the time period to allow users to log in to and use the machine by
using Web Image Monitor as well. For details, see Web Image Monitor Help.
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Access Control

The administrator can limit devices or protocols that can be connected to the machine to
avoid unintended access.

Also, the administrator can select a security level at which to enable or disable a protocol
and to configure the port status.

Limiting machine access (access control)

You can limit the IP addresses from which devices can access the machine or limit
machine access with a firewall.

For example, when specifying the range of IP address from "192.168.15.1" to
"192.168.15.99", the machine cannot be accessed from IP addresses in the range
from 192.168.15.100 to 255.

IP: XXX XXX XXX.020 s

IP: XOOC XXX XXX, 100 h

DZwe12

Disabling unused protocols

The protocol setting can be changed on the control panel, in Web Image Monitor, or
by using other setting methods. The protocols that can be configured vary
depending on the method. Confirm the protocol to configure in page 341 "Protocol
Setting Method List" and follow the instruction.

IPv4 u

FTP
SMB
Bonjour D

DZW913

Specifying the security level

You can select from among four security levels combining different protocols, ports,
and encryption algorithms. Confirm the description of each level in page 345
"Security Level Setting List".

You can customize the security setting based on the selected level setting to suit
your condition.

339



340

9. Security

Limiting Machine Access

Limiting the IP addresses from which devices can access the machine

Specify the range of the IP address that can access the machine.
« You can limit access from the following protocols.

LPR, RCP/RSH, FTP, Bonjour, SMB, WSD (Device), WSD (Printer), WSD
(Scanner)/DSM, IPP, DIPRINT, RHPP, SNMP, telnet, NBT

« The machine also limits access from Web Image Monitor.

1. Login to the machine as the network administrator from Web Image Monitor.
page 288 "Logging in to the Machine as an Administrator"

2. Click [Configuration] on the [Device Management] menu.

3. Click [Access Control] in the "Security" category.

4. In "Access Control Range", click [Active] and specify the range of IP addresses that have
access to the machine.

- To specify an IPv4 address, enter a range that has access to the machine in
Access Control Range.

« To specify an IPv6 address, select [Range] or [Mask] in "Access Control
Range", and then enter a range that has access to the machine.

5. Click [OK].

6. Log out of the machine, and then exit the Web browser.

Limiting machine access with a firewall

You can block machine access and then allow access only from/to the IP addresses
specified in reception/transmission filters. Specify sets of an IP address, a port
number, and a protocol as filters. You can configure up to five filters each for
reception and transmission.

1. Log in to the machine as the network administrator from Web Image Monitor.
page 288 "Logging in to the Machine as an Administrator"

2. Click [Configuration] on the [Device Management] menu.

3. Click [Access Control] in the "Security" category.

4. In Access Control Range, click [Active (Firewall)] and specify reception and transmission
filters.

Specify the following for each reception/transmission filter.
« IPv4/IPv6 reception filter

« Remote IP Address: Enter source IP addresses from which to allow
incoming communications. To allow incoming communications from all
IP addresses, select [All].



Preventing Unauthorized Accesses

 Local Port Number: Enter a port number on the machine through which
to allow incoming communications. To allow incoming
communications to all ports, select [All].

« Protocol: Select a protocol in which to allow communications.
« IPv4/IPv6 transmission filter

« Remote IP Address: Enter destination IP addresses to which to allow
outgoing communications. To allow outgoing access to all IP
addresses, select [All].

« Remote Port Number: Enter port numbers to which to allow outgoing
communications. To allow outgoing communications to all ports, select
[ALL].

« Protocol: Select a protocol in which to allow communications.
5. Click [OK].
6. Log out of the machine, and then exit the Web browser.

« When filters are not configured properly, access to the machine is not possible.
In such a case, specify [Inactive] for [System Settings] ® [Settings for
Administrator] ™ [Security] ® [Access Control Function] on the control panel.

Protocol Setting Method List

You can view the protocol setting methods in the following list:

« 1: Control Panel 2: Web Image Monitor 3: telnet 4: Device Manager NX 5: Remote
Communication Gate S

Protocol/Port Setting Function that cannot be used when Protocol/Port is
method disabled
IPv4 1,2,3 All applications that operate over IPv4

- (IPv4 cannot be disabled from Web Image Monitor
when using IPv4 transmission.)

IPv6 1,2,3 All applications that operate over IPvé6

IPsec 1,2,3 Encrypted transmission using IPsec

FTP 2,3,4,5 Transmissions that require FTP

TCP:21 (You can restrict only the personal information
from being displayed by settings on the control
panel.)
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Protocol/Port Setting Function that cannot be used when Protocol/Port is
method disabled

telnet 2,4 Transmissions that require telnet

TCP:23

SMTP 1,2,4,5 E-mail notification function that requires SMTP

TCP:25 (variable) reception

HTTP 2,3 Transmissions that require HTTP

TCP:80 Print using IPP on port 80

HTTPS 2,3 Transmissions that require HTTP

TCP:443 (You can make settings to require SSL transmission
only and to reject non-SSL transmission using the
control panel or Web Image Monitor.)

SMB 1, 2,3,4,5 | Transmissions that require SMB

TCP:139

TCP:445

NBT 3 SMB print via TCP/IP

UDP:137/UDP:138 NetBIOS designated functions on the WINS server

SNMPv1-v2 2,3,4,5 Transmissions that require SNMPv1/v2

UDP:161 (Using the control panel, Web Image Monitor, or
telnet, you can specify SNMPv1/v2 to prohibit
configuration and make it read-only.)

SNMPv3 2,3,4,5 Transmissions that require SNMPv3

UDP:161 (You can make settings to require SNMPv3
encrypted transmission only and to reject non-
SNMPv3 encrypted transmission using the control
panel, Web Image Monitor, or telnet.)

RSH/RCP 2,3,4,5 Transmissions that require RSH

TCP:514 Network TWAIN
(You can prohibit only personal information from
being displayed by the settings on the control
panel.)

LPR 2,3,4,5 Transmissions that require LPR

TCP:515 (You can restrict only personal information from

being displayed by the settings on the control
panel.)
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Protocol/Port Setting Function that cannot be used when Protocol/Port is
method disabled
IPP 2,3,4,5 Transmissions that require IPP
TCP:631
IP-Fax 1,2,4,5 IP-Fax using H.323, SIP, or T.38
TCP:1720 (H.323)
UDP:1719
(Gatekeeper)
TCP/UDP:5060
(SIP)
TCP:5000 (H.245)
UPD:5004, 5005
(Voice)
TCP/UDP:49152
(T.38)
Bonjour 2,3 Transmissions that require Bonjour
UDP:5353
@Remote 1,2,3 RICOH @Remote
TCP:7443
TCP:7444
DIPRINT 2,3,4,5 Transmissions that require DIPRINT
TCP:9100
RFU 1,2,3 Remote updating of firmware
TCP:10021
WSD (Device) 1,2,3 Transmissions that require WSD (Device)
TCP:53000
(variable) « WS-Discovery (TCP:3702, UDP:3702) also
works.
WSD (Printer) 1,2,3 Transmissions that require WSD (Printer)
TCP:53001
(variable)
WSD (Scanner)/DS | 1, 2,3 Transmissions that require WSD (Scanner)
M Scanner management that requires DSM
TCP:53002
(variable)
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Protocol/Port Setting Function that cannot be used when Protocol/Port is
method disabled
RHPP 2,3 Print with RHPP
TCP:59100
LLMNR 2,3 Name resolution requests using LLMNR
UDP:5355

 For details about the telnet command, see "Device Monitoring (TELNET)" on our

website.

 For details about the settings in Device Manager NX or Remote Communication Gate
S, see the user's manual of each tool.

Disabling Unused Protocols Using the Control Panel

1. Log in to the machine as the machine administrator on the control panel.
page 288 "Logging in to the Machine as an Administrator"

When custom-privileges administrators are registered, you can log in to the machine
as a custom-privileges administrator with the Network/Interface privilege as well.

page 300 "Logging in to the Machine as a Custom-Privileges Administrator"

2. Onthe Home screen, press [Settings].

Settings

3. Press [System Settings].

& ' Machine Administrator Logged in: Machine Administrator A Lowout |
Settings Q Search All
’ N N B B
| 1 S Copier / Document m-  Change Language
| 2 Server Settings - Language
I ﬁsmem Settings
I I aFax Settings i Inauiry
\ L B N B N N | —'
IilAaﬂress Book gPrimer Settings f Maintenance
DTrawPaner Settings ’&- Scanner Settings Counter
Basic Settings
\when Installing

DOCYPAS5240



Preventing Unauthorized Accesses

4. Press [Network/Interface] ® [Effective Protocol].

5. From the list next to each unused protocol, select [Inactive].
[ & JMachine Administrator [ Logged in: Machine Administrator R losout [ ]

Effective Protocol cncel | [T

IPv4 ‘ Active

IPv6 ‘ Inactive

MB ‘ Active

‘ @Remote Service ‘ Active

Firmware Update (IPv4) ‘ Active

06 Jun. 2019
04:56
6. Press [OK].

7. Press [Home] (72Y), and then log out of the machine.

Disabling Unused Protocols Using Web Image Monitor

1. Log in to the machine as the network administrator from Web Image Monitor.
page 288 "Logging in to the Machine as an Administrator"

When custom-privileges administrators are registered, you can log in to the machine
as a custom-privileges administrator with the Security privilege as well.

page 300 "Logging in to the Machine as a Custom-Privileges Administrator"
2. Click [Configuration] on the [Device Management] menu.
3. Click [Network Security] in the "Security" category.
4. Specify protocols to disable or port numbers to close.

Select the security level from the "Security Level" list. You can change the security
level of multiple items at the same time. For details about the items changed by the
setting of the security level, see page 345 "Security Level Setting List".

5. Click [OK].

6. Log out of the machine, and then exit the Web browser.

Security Level Setting List

You can configure security level settings using the control panel or Web Image Monitor.
You can select the following security levels:

- With some utilities, communication or login may fail depending on the network
security level.

e LevelO
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Users can use all features without restriction. Select this when you have no
information that needs to be protected from external threats.

e Levell
Level 1 is suitable for a connection in an office.
« FIPS 140
FIPS 140 provides a security strength intermediate between "Level 1" and "Level 2".

You can only use codes recommended by the U.S. government as its
coding/authentication algorithm. Settings other than the algorithm are the same as

346
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e Level 2

Level 2 is the maximum security that is available in the machine. Select it to protect
extremely important information.

For details about the security level settings, see the following list: You can change the
setting for a particular function according to the use condition of the machine.

TCP/IP'1  (V: Enabled. -: Function is disabled.)

Function Level O Level 1 FIPS 140 Level 2
TCP/IP™? v v v v
HTTP > Port 80 Open Open Open Open
IPP > Port 80 Open Open Open Open
IPP > Port 631 Close Close Close Close
SSL/TLS > Port 443 Open Open”® Open”® Open”®
SSL/TLS > Permit SSL/TLS | Ciphertext Ciphertext Ciphertext Ciphertext
Communication Priority Priority Only Only
SSL/TLS Version > TLS1.3 v v v v
SSL/TLS Version > TLS1.2 v v v v
SSL/TLS Version > TLS1.1 v - - -
SSL/TLS Version > TLS1.0 v - - -
SSL/TLS Version > SSL3.0 v - - -
Encryption Strength 128bit/ 128bhit/ 128bhit/ 128bit/
Setting > AES 256bit 256bit 256bit 256bit
Encryption Strength 256bit 256bit 256bit 256bit
Setting > CHACHA20
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Function Level O Level 1 FIPS 140 Level 2
Encryption Strength 168bit - - -
Setting > 3DES
Encryption Strength - - - -
Setting > RC4
KEY EXCHANGE RSA RSA RSA RSA
DIGEST SHA1 SHA1 SHA1 SHA1
DIPRINT v v - -
LPR v v - -
FTP v v v v
RSH/RCP v v - ]
TELNET v - - -
Bonjour v v - -
SMB v v . ;
NetBIOS over TCP/IPv4 v v - -
WSD (Device) - - - -
WSD (Printer) v v v v
WSD (Scanner) v v v v
WSD (Encrypted - - v v
Communication of Device)

RHPP v v - -

*1 The same settings are applied to IPv4 and IPvé6.

*2 TCP/IP setting is not controlled by the security level. Specify manually whether to

enable or disable this setting.

*3 IPP-SSL Communication is enabled under Windows 8.1 or later.

*4 This is enabled under Windows 8.1 or later.

SNMP (V¥': Enabled -: Disabled)

SNMPv1 and v2

Function Level O Level 1 FIPS 140 Level 2
SNMP v v v v
Permit Settings by v - - -
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Setting

Function Level O Level 1 FIPS 140 Level 2
SNMPv1, v2 Function v v - -
SNMPv3 FUNCTION v v v v
Permit SNMPv3 Encryption/C | Encryption Encryption Encryption
Communication leartext /Cleartext Only Only

TCP/IP Encryption Strength Setting

Function Level O Level 1 FIPS 140 Level 2
IPsec - - - -
IEEE 802.1X (Wired) - - - -
IEEE 802.1X - - - -
(Wired)>Authentication
Method
S/MIME > Encryption 3DES-168bit | 3DES-168bit | 3DES-168hbit | AES-256bit
Algorithm
S/MIME > Digest SHA1 SHA1L SHA1L SHA-256bit
Algorithm
SNMPv3 > Authentication | MD5 SHA1l SHA1l SHAl
Algorithm
SNMPv3 > Encryption DES DES AES-128 AES-128
Algorithm
Kerberos Authentication > | AES256- AES256- AES256- AES256-
Encryption Algorithm CTS-HMAC- | CTS-HMAC- | CTS-HMAC- | CTS-HMAC-

SHA1- SHA1- SHA1- SHA1-
96/AES128- | 96/AES128- | 96/AES128- | 96/AES128-
CTS-HMAC- | CTS-HMAC- | CTS-HMAC- | CTS-HMAC-
SHA1- SHA1- SHA1- SHA1-96
96/DES3- 96/DES3- 96/DES3-
CBC- CBC- CBC-SHA1
SHA1/RC4- | SHA1/RC4-
HMAC/DES- | HMAC
CBC-MD5
Driver Encryption Key > Simple DES AES AES
Encryption Strength Encryption
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Specifying the Security Level Using the Control Panel

1.

Log in to the machine as the network administrator on the control panel.

page 288 "Logging in to the Machine as an Administrator"

When custom-privileges administrators are registered, you can log in to the machine
as a custom-privileges administrator with the Security privilege as well.

page 300 "Logging in to the Machine as a Custom-Privileges Administrator"

On the Home screen, press [Settings].

Settings

Press [System Settings].

& |Machine Administrator Logaed in: Machine Administrator R oot |
Settings Q Search All
’ L B _§R N _§B _§N J
I ‘ %Cmierﬁ Document m-  Change Language
|| dserver Settings o Lanouage
| ﬂsmem Settings
I I aFax Settinas i Inauiry
\ C R R —'
|3 ] Aaaress Book an’mer Settings ¥ Maintenance
DTranPaDer Settings ) Scanner Settings Counter
Basic Settings
when Installing

DOCSPAS5240

Press [Settings for Administrator] P [Security] ® [Network Security Level].

5. From the list next to Network Security Level, select a security level.

[ & JMachine Administrator [Logged in: Machine Administrator J? \

Network Security Level

Network Security Level Level 0

Level 1

Level 2

FIPS 140

Custom

06 2019
04:58 ) o

« Select a security level from among Level O, Level 1, Level 2, and FIPS 140.

For the security levels, see page 345 "Security Level Setting List".

« If you have customized the security level using Web Image Monitor, [Custom] is
selected. You cannot enable [Custom] from the control panel. To customize the

security level, use Web Image Monitor.
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6. Press [OK].
7. Press [Home] (), and then log out of the machine.

Specifying the Security Level Using Web Image Monitor

1. Login to the machine as the network administrator from Web Image Monitor.
page 288 "Logging in to the Machine as an Administrator"

When custom-privileges administrators are registered, you can log in to the machine
as a custom-privileges administrator with the Security privilege as well.

page 300 "Logging in to the Machine as a Custom-Privileges Administrator"
Click [Configuration] on the [Device Management] menu.
Click [Network Security] in the "Security" category.

Select a security level in "Security Level".

o B~ e Db

Specify the settings as necessary.
« Specify each item according to the network condition or security policy.

« When the settings are changed, the security level is changed to [User Settings]
automatically. [Custom] is displayed on the control panel.

6. Click [OK].

A message appears while settings are being done. You may need to wait a short time
before proceeding to the next step.

7. Click [OK].

8. Log out of the machine, and then exit the Web browser.

" Encrypting Network Communication

To protect communicated information, it is necessary to encrypt communication
between computers and external equipment.

Data sent from and received by the machine can be intercepted, cracked, or tampered
with during transmission. For example, the following data can be transmitted between
the machine and external devices or the computer:

« Documents printed in the company using the printer driver
« Documents scanned and sent by e-mail to use in a meeting
« Login user name and login password

See the table below for the methods of encrypting data.

Data to encrypt Encryption method Process/Reference
Web Image Monitor SSL/TLS Install a device certificate.
IPP print
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Data to encrypt

Encryption method

Process/Reference

Windows authentication
LDAP authentication

E-mail transmission

1. Installing a Self-signed
Certificate/Certificate Issued
by a Certificate Authority

2. Encrypting Transmission
Using SSL/TLS

data

E-mail S/MIME Install a user certificate.
« Encrypting E-mail Sent from
the Machine by S/MIME
Machine management SNMPv3 Specify an encryption password.

e Encrypting Data
Communicated with
Machine Management
Software Via SNMPv3

Authentication
information of print jobs

Driver encryption key

IPP authentication

Specifying a Driver Encryption
Key

Specify IPP authentication.

« Encrypting the Login
Password of Print Jobs

Kerberos authentication
data

Varies depending on the
KDC server

Select an encryption method.

« Encrypting Communication
Between KDC and the
Machine

- The administrator is required to manage the expiration of certificates and renew
the certificates before they expire.

- The administrator is required to check that the issuer of the certificate is valid.

Installing a Self-signed Certificate/Certificate Issued by a Certificate

Authority

To encrypt communication with the machine, install a device certificate.

Two types of device certificates can be used: a self-signed certificate created by the
machine and a certificate issued by a certificate authority. When you need higher
reliability, use a certificate issued by a certificate authority.
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DZwse15

« Install a device certificate from the control panel or Web Image Monitor.

e You can install only one self-signed certificate from the control panel. To install
multiple certificates or a certificate issued by a certificate authority, specify the

settings from Web Image Monitor.
Installing a self-signed certificate from the control panel
1. Log in to the machine as the network administrator on the control panel.
page 288 "Logging in to the Machine as an Administrator"

When custom-privileges administrators are registered, you can log in to the

machine as a custom-privileges administrator with the Security privilege as
well.

page 300 "Logging in to the Machine as a Custom-Privileges Administrator"
2. Onthe Home screen, press [Settings].

Settings

3. Press [System Settings].

& Machine Administrator Loaged in: Machine Administrator
Settings Q Search All
’ LB B B B B N  J
| 1 S Cosier / Document m-  Change Language
| 2 Server Settings ol Language
I ﬂsmem Settings
I i aFax Settings i Inauiry
\ LB N B N N | -'
IllAauress Book EPrimer Settings f Maintenance
DTrawPaner Settings ’ﬁ- Scanner Settings Counter
Basic Settings
\when Installing

DOCYPAS5240
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4. Press [Settings for Administrator] P [Security] ® [Register/Delete Device Certificate].
5. Select [Certificate 1] and press [Register].

6. Specify the information to include in the certificate.

& |Machine Administrator Logged in: Machine Administrator R

Create Device Certificate Cancel “

Common Name

o
Oroanization Touch to Enter

Oroanizational Unit Toudh o Enter

06 un. 2019
05:12

DOCOPAG043

« Common Name: Enter the name of the device certificate to create. You
must enter a name.

« Email Address: To use the device certificate for S/MIME, PDF Digital
Signature, or PDF/A Digital Signature, enter the machine administrator's e-
mail address.

« Specify Organization, Organizational Unit, and other items as necessary.
7. Press [OK].
8. Press [Exit].
9. Press [Home] (7)), and then log out of the machine.

Installing a self-signed certificate/certificate issued by a certificate

authority from Web Image Monitor u
1

. Login to the machine as the network administrator from Web Image Monitor.
page 288 "Logging in to the Machine as an Administrator"
2. Click [Configuration] on the [Device Management] menu.
3. Click [Device Certificate] in the "Security" category.

4. On the "Device Certificate" screen, install a self-signed certificate or certificate issued by
a certificate authority by following the instructions below:

To install a self-signed certificate
Create and install a self-signed certificate.
1. Select the number from the list to create a self-signed certificate.
2. Click [Create] to specify the necessary settings.

« Common Name: Enter the name of the device certificate to create. You must
enter a name.

- Email Address: To use the device certificate for S/MIME, PDF Digital Signature,
or PDF/A Digital Signature, enter the machine administrator's e-mail address.
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« Specify "Organization", "Organizational Unit", and other items as necessary.

. Click [OK].

A message appears while settings are being done. You may need to wait a short time
before proceeding to the next step.

. Click [OK].

"Installed" is displayed in [Certificate Status].
To install a certificate issued by a certificate authority

Request a device certificate from a certificate authority and install it. Follow
the same steps to install an intermediate certificate.

1. Select the number from the list to create a device certificate.
2. Click [Request] to specify the necessary settings.
3. Click [OK].

A message appears while settings are being done. You may need to wait a short time
before proceeding to the next step.

. Click [OK].

"Requesting" is displayed in "Certificate Status".

. Apply to the certificate authority for the device certificate.

« You cannot apply to the certificate authority from Web Image Monitor. The
application procedure varies depending on the certificate authority. For details,
contact the certificate authority.

« For the application, click the Details icon and use the information that
appears on the "Certificate Details" screen.

- The issuing location may not be displayed if you request multiple certificates at
the same time. When you install a certificate, be sure to check the certificate
destination and installation procedure.

. After the device certificate has been issued by the certificate authority, select the

number of the issued certificate from the list on the "Device Certificate" screen, and
then click [Install].

. Enter the contents of the device certificate in the entry fields.

« Toinstall the intermediate certificate at the same time, enter also the contents
of the intermediate certificate.

- If anintermediate certificate issued by a certificate authority is not installed, an
alert message is displayed during network communication. When an
intermediate certificate has been issued by a certificate authority, you must
install the intermediate certificate.

. Click [OK].

"Installed" is displayed in "Certificate Status".
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After completing the installation, select the certificate for each application on
"Certification".

Click [OK].

A message appears while settings are being done. You may need to wait a short
time before proceeding to the next step.

7. Click [OK].
8. Log out of the machine, and then exit the Web browser.
« To print data in the machine using IPP-SSL, the user must install a certificate in the

computer. Select [Trusted Root Certification Authorities] for the certificate store
location when accessing the machine by IPP.

« To change [Common Name] of the device certificate when using the Windows
standard IPP port, delete any previously configured PC printer beforehand and
install the printer driver again. Also, to change the user authentication settings (login
user name and password), delete any previously configured PC printer beforehand,
change the user authentication settings, and then install the printer driver again.

Encrypting Transmission Using SSL/TLS

SSL (Secure Sockets Layer) /TLS (Transport Layer Security) is a method to encrypt
network communications. SSL/TLS prevents data from being intercepted, cracked, or
tampered.

Flow of SSL/TLS encrypted communications

1.

The user's computer requests the SSL/TLS device certificate and public key
when accessing the machine.

The device certificate and public key are sent from the machine to the user's
computer.

o,_%o,

DZWa17

The shared key created on the computer is encrypted using the public key, sent
to the machine, and then decrypted using the private key in the machine.

o___': .
NN '

DZWa18
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4. The shared key is used for data encryption and decryption, thus achieving
secure transmission.

EL%

« To enable encrypted communication, install a device certificate in the machine
in advance.

DZwa19

e To encrypt communication using SSL/TLS, enable SSL/TLS as follows:

« To check whether SSL/TLS configuration is enabled, enter "https://(the machine's IP
address or host name)/" in your Web browser's address bar to access this machine.
If the "The page cannot be displayed" message appears, check the configuration
because the current SSL/TLS configuration is invalid.

« If you enable SSL/TLS for IPP (printer functions), sent data is encrypted, preventing
it from being intercepted, analyzed, or tampered with.

Enabling SSL/TLS

1. Login to the machine as the network administrator from Web Image Monitor.
page 288 "Logging in to the Machine as an Administrator"

2. Click [Configuration] on the [Device Management] menu.

3. Click [SSL/TLS] in the "Security" category.

4. Select the protocol to enable encrypted communication on "SSL/TLS" to specify the
details about the communication method.

« Permit SSL/TLS Communication: Select one of the encryption
communication modes below, and then specify whether to activate HSTS.
To activate HSTS, specify the max-age attribute in the range of 0 to
31,536,000 seconds as well.

 Ciphertext Priority: Performs encrypted communication when a device
certificate has been created. If encryption is not possible, the machine
communicates data in clear text.

 Ciphertext/Cleartext: Performs encrypted communication when
connecting to the machine using an "https" address from a Web
browser. Communicates in clear text when connecting to the machine
using an "http" address.

« Ciphertext Only: Allows encrypted communication only. If encryption
is not possible for some reason, the machine cannot communicate. If
this is the case, press [System Settings] ® [Network/Interface] »™
[Communication Security] ®» [Permit SSL/TLS Communication] on the
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control panel, change the communication mode to
[Ciphertext/Cleartext] temporarily, and then check the settings.

e SSL/TLS Version: Specify TLS 1.3, TLS 1.2, TLS 1.1, TLS 1.0, and SSL 3.0 to
enable or disable. At least one of these protocols must be enabled.

- Encryption Strength Setting: Specify the encryption algorithm to apply to
AES, CHACHAZ20, 3DES, and RC4. You must select at least one check box.

« KEY EXCHANGE: Specify whether to enable or disable exchanging of the
RSA key.

« DIGEST: Specify whether to enable or disable SHA1 DIGEST.
5. Click [OK].
6. Log out of the machine, and then exit the Web browser.

To encrypt communications with the SMTP server, use the following procedure
to change [Use Secure Connection (SSL)] to [On].

« To use HSTS, a certificate issued by a certificate authority must be installed.

« While HSTS is active, selecting "Close" for "Port 443" of "SSL/TLS" on the
"Network Security" screen makes Web Image Monitor inaccessible.

- Depending on the states you specify for TLS 1.3, TLS 1.2, TLS 1.1, TLS 1.0, and
SSL 3.0, the machine might not be able to connect to an external LDAP server.

Enabling SSL for SMTP connection
1. Log in to the machine as the network administrator on the control panel.

page 288 "Logging in to the Machine as an Administrator"

When custom-privileges administrators are registered, you can log in to the
machine as a custom-privileges administrator with the Send (Email/Folder)
privilege as well.

page 300 "Logging in to the Machine as a Custom-Privileges Administrator"

2. Onthe Home screen, press [Settings].

Settings
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3. Press [System Settings].

2 |Machine Administrator Logged in: Machine Adminisirator 7
Settings Q Search All
’ L 8 N B B _§ B J
| 1 7 Covier / Document m-  Change Lanouage
[ il server Settngs o= Language
I ﬂsmem Settings
I IEFaxSenings ¥ Maintenance
\ LB N B N B | -'
ll IAddress Book EPrimer Settings Counter
DTra.wPaper Settings [#=3 Scanner Settinas
=T Basic Settings
s when Instaling

4. Press [Send (Email/Folder)] ® [Email] ®» [SMTP Server].

5. From the list next to Use Secure Connection (SSL), select [On].

 After completing the configuration, the port number changes to 465 (SMTP
over SSL). When using SMTP over TLS (STARTTLS) for encryption, change
the port number to 587.

« When you specify the port number to a number other than 465 and 587,

the communication is encrypted according to the setting in the SMTP
server.

[ & JMachine Administrator [ Logged in: Machine Administrator I oot | (]

SMTP Server Cancel “

Touch to enter ‘

Server Name

<0/>

Use Secure Connection (SSL)

Port Number
<1 - 65535>

06 2019
05:17 =)

6. Press [OK].
7. Press [Home] (f2Y), and then log out of the machine.

« When SSL is enabled in the SMTP server, e-mails are always sent via the SMTP
server.

Encrypting E-mail Sent from the Machine by S/MIME

S/MIME (Secure/Multipurpose Internet Mail Extensions) is an encryption method to
improve security of e-mail communications. By specifying S/MIME, you can send an
encrypted e-mail attaching an encrypted file or electronic signature.
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» To use S/MIME, you must first specify [System Settings] » [Send
(Email/Folder)] ™ [Email] ™ [Administrator's Email Address]

Nk

D2wWs20

« When you send e-mails to both users whose mail clients support S/MIME and users
whose clients does not support it, only e-mails sent to clients supporting S/MIME
are encrypted.

« The receiver must use software that supports S/MIME.

e You can apply either an e-mail encryption or electronic signature, or apply both
functions together.

« When sending an e-mail attached with an electronic signature, you do not need the
user certificate. Install a device certificate, and then specify the electronic signature
to attach to the e-mail. For details about installing a device certificate, see page 351
"Installing a Self-signed Certificate/Certificate Issued by a Certificate Authority".

e When using S/MIME, the e-mail size is larger than normal.

 For details about using S/MIME with the Fax and Scanner function, see the section
below:

See "Applying Encryption and Using a Signature for Enhanced Security When
Sending an Internet Fax", User Guide in English.

See "Applying Security Settings to an E-mail When Sending a Scanned Document”,
User Guide in English.

Registering a user certificate to the user that will receive e-mails

To send an encrypted e-mail, first register a user certificate to the user that will
receive the e-mail.

Prepare user certification in advance. You can register three types of user
certificates to the machine: "DER Encoded Binary X.509", "Base 64 Encoded X.509",
and "PKCS #7 certificate".

1. Log in to the machine as the user administrator from Web Image Monitor.
page 288 "Logging in to the Machine as an Administrator"

When custom-privileges administrators are registered, you can log in to the
machine as a custom-privileges administrator with the Address Book privilege
as well.

page 300 "Logging in to the Machine as a Custom-Privileges Administrator"
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2. Click [Address Book] on the [Device Management] menu.

3. Select the user to install the certificate, and then click [Change] on the [Detail Input]
tab.

4. In the "Email" category, specify the necessary settings.
- Email Address: Enter the e-mail address of the user.
- User Certificate: Click [Change] and specify the user certificate to use.
5. Click [OK].
6. Log out of the machine, and then exit the Web browser.
Use the following procedure to specify the details of encryption to be enabled.

« When installing a user certificate to the Address Book using Web Image
Monitor, an error message may appear if the certificate file contains more than
one certificate. If this is the case, install the certificates one at a time.

« Once the valid period of the selected user certificate elapses, encrypted
messages can no longer be sent. Select a certificate that is within its valid
period.

Configuring the encryption algorithm and attachment of an electronic
signature

1. Log in to the machine as the network administrator from Web Image Monitor.
page 288 "Logging in to the Machine as an Administrator"

2. Click [Configuration] on the [Device Management] menu.

3. Click [S/MIME] in the "Security" category.

4. Configure the e-mail encryption and electronic signature.
Encryption

« Encryption Algorithm: Select the encryption algorithm of the shared key
used to encrypt e-mails with S/MIME. Select the encryption algorithm that
is supported by the user's e-mail software.

Signature
- Certificate Status: The certificate specified for S/MIME is displayed.

 Digest Algorithm: Select the digest algorithm to use for the electronic
signature.

« When Sending Email by Scanner, When Transferring by Fax, When Sending
Email by Fax, When Emailing TX Results by Fax, When Transferring Files
Stored in Document Server (Utility): Specify whether to select the method
for attaching an electronic signature in each function when sending or
transferring e-mails or documents.

Operation Mode
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e Operation Mode: Select the timing at which the validity period of a
certificate is checked.

« Performance Priority: The validity period of a user certificate is
checked when you select the address. The validity period of a device
certificate is checked when you press [Start]. It does not meet the
International Evaluation Regulations for Information Security (CC
Authentication), but it responds to the user quicker than when
[Security Priority] is selected.

« Security Priority: The validity period is checked when you select the
address and when you press [Start]. It takes some time to respond to
the user and performs properly under the conditions that meet the
International Evaluation Regulations for Information Security (CC
Authentication).

5. Click [OK].

6. Log out of the machine, and then exit the Web browser.

« When attaching an electronic signature to an e-mail, the e-mail address of the
administrator is used in [From], and the e-mail address of the user selected as
"Sender" is used in [Reply-To].

- If a certificate was valid when transmitted but has expired before the e-mail is
retrieved from the mail server to the client computer, the e-mail may not be
retrieved.

- If an error occurs outside the validity period of the certificate when an e-mail is
sent automatically using Memory Transmission or at a specified time, an error
will be reported by clear text e-mail to the e-mail address of the sender or
administrator. When the job log collection function is enabled, you can view the
error details in the job log.

See "Collecting Logs", User Guide in English.

- If the selected device certificate expires, signatures cannot be attached to
PDFs. Select a certificate that is within its valid period.

« The signature algorithm for the device certificate's digital signature that can be
attached to PDF/A files is "shalWithRSA-1024".

Encrypting Data Communicated with Machine Management Software Via
SNMPv3

When monitoring devices using Device Manager NX via a network, you can encrypt the
transmitted data by using the SNMPv3 protocol.
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1. Log in to the machine as the network administrator on the control panel.
page 288 "Logging in to the Machine as an Administrator"

When custom-privileges administrators are registered, you can log in to the machine
as a custom-privileges administrator with the Network/Interface privilege as well.

page 300 "Logging in to the Machine as a Custom-Privileges Administrator"

2. On the Home screen, press [Settings].

Settings

3. Press [System Settings].

2 Machine Administrator Logged in: Machine Adminstratr | 7 | [
Settings Q Search All
’ L B & B _§ N  J
I l Vo4 Coeier / Document m- Change Language
|| lserver Setinas o Language
I ﬂsmem Settings
I i aFax Settings i Inauiry
\ L B N B N B | -,
lilAclﬂress Book gPrimer Settings f Maintenance
DTravaaper Settings f& Scanner Settings Counter
Basic Settings
Wwhen Installing
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4. Press [Network/Interface] ® [Permit SNMPv3 Communication].

5. From the list next to Permit SNMPv3 Communication, select [Encryption Only].
[ & JMachine Administrator [ Logged in: Machine Administrator R losout [ ]

Permit SNMPv3 Communication Cancel

* Encryption password must be set before encryption
communication can be used.

Permit SNMPv3 Communication

Encryption Only

Encryption/Cleartext

06 Jun. 2019
05:22
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6. Press [OK].

7. Press [Home] (7)), and then log out of the machine.

« To change the settings specified in the machine from Device Manager NX, specify an
encryption password to the network administrator in [Program/Change

Administrator], and then register the encryption password in the SNMP account of
Device Manager NX.

- If network administrator's encryption password is not specified, the data for
transmission may not be encrypted or sent. For details about specifying the network
administrator's Encryption Password setting, see page 290 "Adding Built-in
Administrators or Changing the Privileges".

Encrypting the Login Password of Print Jobs

You can encrypt the login password for the printer driver and the password for IPP
printing to increase security against password cracking.

a
XXXXXXXX ] by
O XXXXXXXX
DZwWe22

« To perform printing from a LAN inside the office, specify the driver encryption key.

e To perform IPP printing from an external network, encrypt the password of IPP
printing.

Specifying a Driver Encryption Key to Encrypt Passwords u

Specify the driver encryption key specified in the machine also to the printer driver
to encrypt and decrypt passwords.

1. Login to the machine as the network administrator on the control panel.
page 288 "Logging in to the Machine as an Administrator"

When custom-privileges administrators are registered, you can log in to the
machine as a custom-privileges administrator with the Security privilege as
well.

page 300 "Logging in to the Machine as a Custom-Privileges Administrator"

2. Onthe Home screen, press [Settings].

Settings
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3.

4,
5.

© o N o

10.

Press [System Settings].

2 |Machine Administrator Logged in: Machine Adminsratr | 7 | [

Setes

’-------

I ‘ @Cwier! Document m- Change Language
|| Slserver Setings o Language
I asmem Settings
I i aFax Settings i Inquiry
\ LB N B N N | -,
lllAclﬂress Book gPrimer Settings f Maintenance
DTranFaper Settings f&- Scanner Settings Counter
Basic Settings
when Installing
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Press [Settings for Administrator] P [Security] ® [Extended Security Settings].

Press [Change] next to Driver Encryption Key.
( & |Machine Administrator ( Logged in: Machine Administrator IR oot | (]

Extended Security Settings Cancel “

Driver Encryption Key ‘ Change

[S)tnr\é%rg Eﬂcryptinn Key: Encryption ‘ Simple Encryption . ‘

Restrict Display of User off
Information

Enhance File Protection ‘ Off

| RestictUseofDestirations G0 Of
BRT o [ 4
Enter the password to be used as the driver encryption key.
Enter the password for Confirm Password again.
Press [OK] twice.
Press [Home] (73), and then log out of the machine.

The network administrator must give users the driver encryption key specified on the
machine so they can register it on their computers.

- Make sure to enter the same driver encryption key as that specified on the
machine.

« When using a PCL 6 printer driver, you can enter the driver encryption key
on [Printer Properties] ® the [Advanced Options] tab ® [User
Authentication].

For details about specifying the encryption key on the printer, TWAIN, or LAN-
Fax driver, see the driver help.



Preventing Unauthorized Accesses

Encrypting the password of IPP printing

When printing using the IPP protocol, specify the authentication method to [DIGEST]
to encrypt the IPP authentication password. Register the user name and password
for IPP authentication separately from the user information in the Address Book.

1. Login to the machine as the network administrator from Web Image Monitor.
page 288 "Logging in to the Machine as an Administrator"

Click [Configuration] on the [Device Management] menu.

Click [IPP Authentication] in the "Security" category.

Select [DIGEST] in "Authentication".

AR e

Enter User Name and Password.

« Click [On] of "User Authentication Function of Main Unit" to use the user
authentication information specified on the machine instead of the
username and password for IPP authentication.

6. Click [OK].

A message appears while settings are being done. You may need to wait a short
time before proceeding to the next step.

7. Click [OK].

8. Log out of the machine, and then, exit the Web browser.

Encrypting Communication Between KDC and the Machine

You can encrypt communications between the machine and the Key Distribution Center
(KDC) server when using Kerberos authentication with Windows or LDAP authentication
to secure communication.

The supported encryption algorithm differs depending on the type of KDC server.
1. Log in to the machine as the machine administrator from Web Image Monitor.
page 288 "Logging in to the Machine as an Administrator"
2. Click [Configuration] on the [Device Management] menu.
3. Click [Kerberos Authentication] in the "Device Settings" category.
4. Select the encryption algorithm to enable.
« Only Heimdal supports DES3-CBC-SHAL.

« To use DES-CBC-MD5 in the Windows Server operating system, enable it in the
operating system settings.

5. Click [OK].

6. Log out of the machine, and then exit the Web browser.

365



9. Security

Preventing Information Leaks

Taking Measures to Prevent Information Leaks

Information leaks may be caused by loss of documents or data, or by human error. The
information asset in the machine will be safer by decreasing these problems and
promoting user awareness of file management.

Restricting access to the Address Book

DZwe23

Restricts the method to specify destinations with the Fax or Scanner function to
avoid sending data to an unintended address.

page 367 "Preventing Information Leaks by Sending Data to a Wrong Destination"

Restricting use of the media slot

!I’SD

" Disables the USB port on the side of the control panel to store scanned data and

avoid data leaks.

page 369 "Preventing Information Leaks from the Media Slot"

Specifying the function to avoid leaving documents or unauthenticated
copies

@

« To avoid leaving printed documents in the machine, specifies to print the name
of the user who performed printing on the output sheet or to use the control
panel to perform printing.

"1
oA
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- Specifies also to print embedded text to warn of unauthorized copying.
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page 370 "Preventing Data Leaks from Printed Sheets"

Encrypting data in the internal storage or deleting data by overwriting

DZwsa2e

The internal storage of the machine stores all data about documents and users in
the Address Book. The data in the internal storage can be encrypted or temporary
data can be deleted by overwriting to avoid restoring the data.

page 380 "Encrypting Data to Prevent Data Leaks Caused by a Stolen or Disposed
Machine"

« See also the sections below on how to prevent information leaks:
page 379 "Controlling Access to Untrusted Websites from the Control Panel"
page 377 "Preventing Printing Personal Information in Fax Reports"

page 391 "Restricting Operations of the Customer Engineer without the Supervision
of the Machine Administrator"

Preventing Information Leaks by Sending Data to a Wrong
Destination

You can restrict the method to specify destinations with the Fax or Scanner function to u
avoid sending data to an unintended address.

Restricting manual entry of destinations (Restrict Use of Destinations)

DZwWo32

- Select the destination to send data and prevent incorrect entry.
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Restricting new registration of destinations in the Address Book (Restrict
Adding of User Destinations)

a
B

- If a wrong destination is registered, you may send data to an unintended
destination repeatedly. Disable registering or editing destinations in the address
book to avoid sending data repeatedly to a wrong destination.

DZWa34

e The user administrator can change the registered information, and the users
can change their own password.

« You can prevent a fax transmission to a wrong destination with the Fax function.

See "Preventing a Fax Transmission to the Wrong Destination", User Guide in
English.

1. Log in to the machine as the user administrator on the control panel.
page 288 "Logging in to the Machine as an Administrator"

When custom-privileges administrators are registered, you can log in to the machine
as a custom-privileges administrator with the Security privilege as well.

page 300 "Logging in to the Machine as a Custom-Privileges Administrator"
2. Onthe Home screen, press [Settings].

Settings

3. Press [System Settings].

& Machine Administrator

Logged in: Machine Administrator J 7 m
Q Search All
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DTranPaper Settings f&v Scanner Settings Counter
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4. Press [Settings for Administrator] ® [Security] ™ [Extended Security Settings].

5. From the list next to Restrict Use of Destinations (Fax) or Restrict Adding of User Destinations
(Fax), select [On].

To restrict the method to specify destinations with the Scanner function, select [On]
from the list next to Restrict Use of Destinations (Scanner) or Restrict Adding of User
Destinations (Scanner).

[ & |Machine Administrator [Logsedin Machine Admimstater )| 2 | IR K

Extended Security Settings Cancel

Restrict Use of Destinations (Fax) ‘ 0ff

Restrict Adding of User off
Destinations (Fax)

Restrict Use of Destinations off
(Scanner)

Restrict Adding of User off
Destinations (Scanner)

When specifying Restrict Adding of User Destinations first, you can also specify
Restrict Use of Destinations.

6. Press [OK].
7. Press [Home] (7)), and then log out of the machine.

Preventing Information Leaks from the Media Slot

You can restrict use of the media slot to prevent information leaks.

Documents scanned on the machine can be stored to a USB memory device using the u
media slot on the side of the control panel. This function is useful, but it also increases

the possibility of information leaks due to misplaced or stolen storage devices. Restrict

the functions of the media slot according to your security policy.

S
{an
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« The media slot can be used to store scanned documents to an external media or
print documents stored on the media. You can disable only the scanning feature or
disable both the scanning and printing features.

1. Log in to the machine as the machine administrator on the control panel.
page 288 "Logging in to the Machine as an Administrator"

When custom-privileges administrators are registered, you can log in to the machine
as a custom-privileges administrator with the Machine privilege as well.
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page 300 "Logging in to the Machine as a Custom-Privileges Administrator"
2. Onthe Home screen, press [Settings].

Settings

3. Press [System Settings].

& 'Machine Administrator Logged in: Machine Administrator ?
Settings Q Search All
’ LB B B B B _§ _J
I l @Cwiermm(ument m- Change Language
[ i Server Settings o Language
I ESystem Settings
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4. Press [Machine] ® [External Device] ® [Allow Media Slots Use].

5. For each condition, select whether to prohibit from the list.
(& ]Machine Administrator ( Loggediin: Machine Administrator R oot | (]

Allow Media Slots Use \ Cancel

Store to Memory Storage Device ‘ Allow

Print from Memory Storage Device ‘ Allow

06 2019
05:29 2 &

» Store to Memory Storage Device: Select [Prohibit] to disable storing documents
in memory storage devices.

« Print from Memory Storage Device: Select [Prohibit] to disable printing
documents stored in memory storage devices.

6. Press [OK].
7. Press [Home] (73), and then log out of the machine.

Preventing Data Leaks from Printed Sheets

Confidential or private information printed on paper may be copied improperly or stolen,
leading to data leaks.
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The following functions in the machine can promote user awareness of file management
and discourage unauthorized copying or leaving of printed sheets.

Adding the name of the user printing the job on printed sheets
(Compulsory Security Stamp)

Dzwsa30

Always adding a printed name can promote user awareness of file management.

Warning unauthorized copying (Unauthorized Copy Prevention/Data
Security for Copying)

- S-%

=>
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You can add specified text to documents copied or printed in the machine. See the
sections below for details about these functions:

« Copier/Document Server function:

See "Preventing Unauthorized Copies by Embedding Text and a Pattern", User
Guide in English.

e Printer function:

See "Applying the Unauthorized Copy Prevention Function When Printing", User
Guide in English.

You can enable these functions even if users do not use them.

Always storing print jobs in the machine

The print jobs are always stored in the machine before printing on paper regardless
of the settings on the printer driver.

Users must operate the control panel on the machine to perform print jobs. The user
can retrieve the printed sheets soon after printing.

Specifying the Compulsory Security Stamp Function

Specify the location to stamp user information such as a login user name.
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Compulsory Security Stamp can be used with the Copier, Document Server, Fax, and
Printer functions.

1.

Log in to the machine as the machine administrator on the control panel.
page 288 "Logging in to the Machine as an Administrator"

When custom-privileges administrators are registered, you can log in to the machine
as a custom-privileges administrator with the Security Pattern/Stamp privilege as
well.

page 300 "Logging in to the Machine as a Custom-Privileges Administrator"

On the Home screen, press [Settings].

Settings

Press [System Settings].

& |Machine Administrator Logged in: Machine Administrator ?
Settings Q Search Al
’ L B _§B B N _§ J
I l 4 Copier / Document m  Change Language
| ) Server Settings o Language
I @Syslem Settings
| 1 EFax Settings i Inquiry
\ LB B B & _§ | —,
lalAmressBonx EPrinterSeans i’ Maintenance
DTraWPaper Settings f&y Scanner Settings Counter
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Press [Settings for Administrator] P [Security Pattern/Stamp] ® [Compulsory Security
Stamp: Copier].
To specify the compulsory security stamp function for the functions other than the
Copier function, press [Compulsory Security Stamp: Document Server], [Compulsory
Security Stamp: Fax], or [Compulsory Security Stamp: Printer].

From the list next to Compulsory Security Stamp: Copier, Compulsory Security Stamp:
Document Server, Compulsory Security Stamp: Fax, or Compulsory Security Stamp: Printer,
select [On], and then specify the stamp information and position.

(& JMachine Administrator (Lossedin: Machine Admiistrator [ 2 | el K

Compulsory Security Stamp: Copier

Compulsory Security Stamp: Copier ‘ On

Date/Time ‘ Stamp

Printout User Name ‘ Stamp User Name

Machine ID ‘ Do not Stame

IP Address ‘ Do not Stamp

06 2019
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« Date/Time: Prints the job output time.
« Printout User Name:
- Stamp User Name: Prints the name in the address book.

« Stamp Login User Name: Prints the user code or login user name in the
authentication information in the address book.

« Machine ID: Prints the serial number of the machine. You can view the serial
number by pressing [Settings] ® [Inquiry].

See "Checking the Serial Number of the Machine Using the Control Panel", User
Guide in English.

« IP Address: Prints the IP address of the machine.
- Stamp Position: Select the stamp position.

 Adjust Stamp Position: Enter a value or adjust the position by pressing the arrow
button.

6. Press [OK].
7. Press [Home] (F3)), and then log out of the machine.

Specifying the Unauthorized Copy Prevention Function

This function can be used with the Copier, Document Server, Fax, and Printer functions.
1. Log in to the machine as the machine administrator on the control panel.
page 288 "Logging in to the Machine as an Administrator"

When custom-privileges administrators are registered, you can log in to the machine
as a custom-privileges administrator with the Security Pattern/Stamp privilege as
well.

page 300 "Logging in to the Machine as a Custom-Privileges Administrator"

2. Onthe Home screen, press [Settings].

Settings
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3. Press [System Settings].

& Machine Administrator Logged in: Machine Administrator J? m
Settings Q Search All
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4. Press [Settings for Administrator] P [Security Pattern/Stamp] P [Unauthorized Copy
Prevention Printing: Copier].

To specify the unauthorized copy prevention function for the functions other than
the Copier function, press [Unauthorized Copy Prevention Printing: Document
Server] or [Unauthorized Copy Prevention Printing: Printer].

5. Specify the unauthorized copy prevention function.
[ & JMachine Administrator [Logged in: Machine Administrator ‘Hz‘

Unauthorized Copy Prevention Printing: Copier Cancel

Compulsory Unauthorized Copy off
Prevention

Unauthorized Copy Prevention Type ‘ Unauthorized Copy Prevention for Pattern

Unauthorized Copy Prevention of

Patterns Effect ‘ Text and Background

Mask Type for Pattern ‘ None

" Pattern Color ‘ Black
06.un. 2019
b D 4

Basic settings of [Unauthorized Copy Prevention Printing: Copier] / [Unauthorized
Copy Prevention Printing: Document Server]

e Compulsory Unauthorized Copy Prevention: Select whether to make printing of
the embedded pattern mandatory.

« Off:

Printing of the embedded pattern is not mandatory. Users can specify
whether to print with the embedded pattern and can specify its settings
from the Copier/Document Server screen.

e On: User Can Change Some Settings:

Printing of the embedded pattern is mandatory. Users can specify the
embedded pattern settings except for type and thickness from the
Copier/Document Server screen.

e On: User Cannot Change Settings:
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Printing of the embedded pattern is mandatory. Users cannot specify the
embedded pattern settings from the Copier/Document Server screen.

« Unauthorized Copy Prevention Type: Select the type of unauthorized copy
prevention.
 Data Security for Copying;:
Protects documents by printing a gray pattern when making unauthorized
copies.
« Unauthorized Copy Prevention for Pattern:

Adds text or a pattern to unauthorized copies of documents. When you
select an unauthorized copy prevention pattern, you need to specify the
effect, mask pattern, density, and so on.

« Unauthorized Copy Prevention of Patterns Effect: Specify a
combination of text and a pattern.

« Mask Type for Pattern: Select from among 11 types.
« Pattern Color: Select a color from among Black, Cyan, and Magenta.
« Pattern Density: Select one of 5 levels of gradation.

« Data Security for Copying Effect: Specify a combination of text and a pattern.

- Text Selection: Select a text string for Text Selection from among the standard
text strings such as User Name, Date & Time, or custom text. You can specify
the point size, text position, and angle for the selected text string, as well as
whether to repeat the selected text string. When repeating the selected text
string, you can also specify the carriage return space.

Basic settings of [Unauthorized Copy Prevention Printing: Printer]
« Unauthorized Copy Prevention Setting: Specify whether to enable unauthorized
copy prevention.
e On:
Enables the unauthorized copy prevention function specified in the
machine regardless of the settings on the printer driver.
- Off:

Disables the unauthorized copy prevention function specified in the
machine. If the unauthorized copy prevention function is specified in the
printer driver, the machine performs print jobs according to the specified
settings.
« Compulsory Unauthorized Copy Prevention: Select the contents of unauthorized
copy prevention and their priority.

» Driver/Command:

The added pattern is not printed. Specify the unauthorized copy prevention
function on the control panel or in the printer driver as necessary.

« Driver/Command (Most Settings):
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The settings specified in the machine are applied to the mask type for
pattern, color, and density, and the settings specified on the control panel
or in the printer driver are applied to the other items.

« Machine Setting(s):
The settings specified in the machine are applied to printing.

« Unauthorized Copy Prevention Type: Select the type of unauthorized copy
prevention.

 Data Security for Copying:

Protects documents by printing a gray pattern when making unauthorized
copies.

« Unauthorized Copy Prevention for Pattern:

Adds text or a pattern to unauthorized copies of documents. When you
select an unauthorized copy prevention pattern, you need to specify the
effect, mask pattern, density, and so on.

« Unauthorized Copy Prevention of Patterns Effect: Specify a
combination of text and a pattern.

« Mask Type for Pattern: Select from among 11 types.
 Pattern Color: Select a color from among Black, Cyan, and Magenta.
- Pattern Density: Select one of 5 levels of gradation.

« Data Security for Copying Effect: Specify a combination of text and a pattern.

- Text Selection: Select a text string for Text Selection from among the standard
text strings such as User Name, Date & Time, custom text, or "Do not copy". You
can specify the font, point size, text position, and angle for the selected text

n string, as well as whether to repeat the selected text string. When repeating the
selected text string, you can also specify the carriage return space.
6. Press [OK].
7. Press [Home] (7)), and then log out of the machine.

- To gray out the contents of the original embedded with the text for Data Security for
Copying when the original is scanned by the Copier or Scanner function or stored it
in the Document Server, press [System Settings] » [Settings for Administrator] »
[Security Pattern/Stamp] ™ [Detect Data Security for Copying], and then specify
[On].

Specifying the Restrict Direct Print Jobs Function

1. Login to the machine as the machine administrator on the control panel.

page 288 "Logging in to the Machine as an Administrator"
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When custom-privileges administrators are registered, you can log in to the machine
as a custom-privileges administrator with the Printer Settings privilege as well.

page 300 "Logging in to the Machine as a Custom-Privileges Administrator"

2. Onthe Home screen, press [Settings].

Settings

3. Press [Printer Settings].

7|
Settings Q Search All

Copier / Document m- Change Language
4 Server Settings o Language

System Settings
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4. Press [Data Management/Maintenance] ® [PrintJobs] ® [Restrict Direct Print Jobs].

5. From the list next to Restrict Direct Print Jobs, select [Automatically Store Jobs].
[ & JMachine Administrator [Logged in: Machine Administrator ‘Hz‘

Restrict Direct Print Jobs Cancel

Restrict Direct Print Jobs 0off ‘

Automatically Store Jobs i
Cancel All Direct Print Jobs

06 un. 2019
08:28 2 A

If you select [Cancel All Direct Print Jobs], all print jobs to print are canceled without
being stored.

6. Press [OK].

7. Press [Home] (2Y), and then log out of the machine.

Preventing Printing Personal Information in Fax Reports

You can specify not to print destinations or sender names in the reports output in the Fax
function such as communication result reports or communication failure reports.
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In some settings of the Fax function, lists and reports are printed automatically and may
be left in the output tray. They can be carried away or lost. Specify not to print personal
information in these lists and reports to prevent information leaks.

1. Log in to the machine as the machine administrator on the control panel.
page 288 "Logging in to the Machine as an Administrator"

When custom-privileges administrators are registered, you can log in to the machine
as a custom-privileges administrator with the Fax Settings privilege as well.

page 300 "Logging in to the Machine as a Custom-Privileges Administrator"

2. Onthe Home screen, press [Settings].

Settings

3. Press [Fax Settings].

?
Settings Q Search All
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" 4. Press [Others] ® [Report Output Settings] ® [Report Contents Settings].

5. From the list next to Include Destination(s), select [Off].

[ & JMachine Administrator [ Loaged in: Machine Administrator DI  Looout

Report Contents Settings

Include Image

Include Destination(s)

Include Sender's Name

09 Jun. 2022
13:10 =
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6. From the list next to Include Sender's Name, select [Off].
7. Press [OK].

8. Press [Home] (F3), and then log out of the machine.

Controlling Access to Untrusted Websites from the Control Panel

You can specify to display a warning message on the screen when a user accesses an
untrusted Website.

Reminding users not to access Websites whose security or script is not certain decreases
the possibility of data leaks and tampering.
(& ]Machine Administrator [ Loggedin: Machine Administrator A

A

T,r%ere are problems with the security certificate for this
site.

Go back View certificate Continue

Check Status ~ F%™ € o
Websites with at least one of the following conditions cannot be trusted:
It does not issue a certificate.
« An unknown source issues the site's certificate.
« The site's certificate has expired.

« You need a root certificate (root CA certificate). In advance, prepare a certificate
issued by the certificate authority who signed the server certificate or a
certificate from a higher certificate authority.

« A PEM (Base64 Encoded X.509) root certificate can be imported.
« Enable SSL/TLS on the machine in advance.
page 350 "Encrypting Network Communication"
Install the certificate of the Website to enable the Root Certificate Check function.
1. Log in to the machine as the network administrator from Web Image Monitor.

page 288 "Logging in to the Machine as an Administrator"
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2. Click [Configuration] on the [Device Management] menu.
3. Click [Root Certificate] in the "Security" category.
4. Click [Active] of "Root Certificate Check" to import the site certificate.
1. For "Root Certificate to Import", select a root certificate file to import.
2. Click [Import].
Check that the imported certificate's status is "Trustworthy".
5. Click [OK].
6. Log out of the machine, and then exit the Web browser.

Encrypting Data to Prevent Data Leaks Caused by a Stolen or
Disposed Machine

By encrypting data on the internal storage of the machine, you can prevent possible data
leaks when you replace or dispose of the machine, or even if the machine were to be

stolen.

Encrypting data on the internal storage

(@)D =
N

DZwo2s

Encryption is an effective measure against data leaks. Be sure to keep the
encryption key secure to use for decryption. Print it on a sheet or save it to a USB

" flash memory device.

Overwriting data to prevent restoration

You can delete data that you do not want to be restored. The Auto Erase Memory
Setting function deletes the data temporarily stored on the machine for copying or
printing, and the Erase All Memory function deletes all data and initializes the
internal storage of the machine.

The Auto Erase Memory Setting function is available only when the machine is
equipped with the HDD option.
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Changing the SSD authentication code

The Enhanced Security SSD Option attached to the machine protects the Solid State
Drive (SSD) from tampering.

The self-encrypting function equipped with the Enhanced Security SSD Option
encrypts all data stored in the machine. Also, the Enhanced Security SSD Option can
authenticate the equipment connected to the SSD based on the Authentication
Code. This function prevents the SSD data from being decrypted as long as the SSD
authentication code is not known even if the SSD were to be removed and connected
to an analyzer.

page 390 "Changing the SSD Authentication Code"

Encrypting Data on the Internal Storage
A CAUTION

« Keep SD cards and USB flash memory devices out of reach of children. If a child
accidentally swallows an SD card or USB flash memory device, consult a doctor
immediately.

You can encrypt data contained in the Address Book, authentication information, and
stored documents to prevent data leaks in case the internal storage is removed from the
machine.

Once encryption is enabled, all data subsequently stored on the machine will be
encrypted.

The encryption algorithm used in the machine is AES-256.

- If your machine is equipped with the Enhanced Security SSD Option, data on the
internal storage is always encrypted. Therefore, this function only encrypts the
machine's NVRAM data.

- The machine cannot be operated while encrypting data, updating the encryption
key, or canceling encryption.

- Do not turn off the power of the machine while encrypting data, updating the
encryption key, or canceling encryption. If you turn off the power, the internal
storage may be damaged and all data may be unusable.

- If the encryption key update was not completed, the created encryption key will
not be valid.

- After completing this procedure on the machine's control panel, turn off the
main power and restart the machine to enable the new settings by turning it
back on. Restarting can be slow when there is data to be carried over to the
internal storage.

- The encryption process takes several hours. Once the encryption process starts,
it cannot be stopped.
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The encryption key is required for data recovery or migration to another
machine. Be sure to keep the encryption key secure by printing it on a sheet or
storing it in a USB flash memory device.

To transfer data from the machine to another machine, you must decrypt the
encrypted data. Contact your service representative for data migration.

If you specify both the Erase All Memory function and the encryption function,
the Erase All Memory function is performed first. Encryption starts after the
Erase All Memory function has been completed and the machine has been
rebooted.

If you use the Erase All Memory function and the encryption function
simultaneously, and select overwrite 3 times for the Random Numbers
overwriting method, the process will take up to 3 hours and 30 minutes. Re-
encrypting from an already encrypted state takes the same amount of time.

Rebooting will be faster if there is no data to carry over to the internal storage
and if encryption is set to [Format All Data], even if all data on the internal
storage is formatted. Before you perform encryption, we recommend you back
up important data such as the Address Book and all data stored in Document
Server.

When disposing of a machine, completely erase the memory. For details about
erasing all the memory, see page 387 "Initializing the Machine with the Erase All
Memory Function".

. Login to the machine as the machine administrator on the control panel.

page 288 "Logging in to the Machine as an Administrator"

When custom-privileges administrators are registered, you can log in to the machine
as a custom-privileges administrator with the File Management privilege as well.

page 300 "Logging in to the Machine as a Custom-Privileges Administrator"

. On the Home screen, press [Settings].

Settings
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3. Press [System Settings].

& Machine Administrator Logged in: Machine Adminstratr | 7 | [
Settings Q Search All
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4. Press [Settings for Administrator] ® [File Management] ® [Machine Data Encryption
Settings].
5. Press [Encrypt].

[ & JMachine Administrator [ Logged in: Machine Administrator R oot | ]

Machine Data Encryption Settings

The current data in the machine is not encrypted.

Encrypt

06 2019
05:53 ) o

- If the data has been encrypted, you can decrypt the data, update the encryption
Key, or back up the data. u

- Update Encryption Key: Encrypts data again and creates a new encryption
Key.
« Cancel Encryption: Cancels encryption.

« Back Up Encryption Key: Makes a backup of the encryption key. The
encryption setting is not changed. Proceed to Step 7

6. Select one of the options from among [All Data], [File System Data Only], and [Format All
Data] to encrypt the data.

The initial settings of the machine are not initialized regardless of the option you
select.

« All Data: Encrypts all data.
 File System Data Only: The following data are encrypted or initialized:
- Data that are encrypted
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Address Book, registered fonts, job logs, access logs, thumbnail images of
stored documents, sent/received e-mail, documents transferred to the
document management server, files received by Mail to Print, spooled jobs

« Data that are initialized

Stored documents (documents in the Document Server, documents related
to Locked Print/Sample Print/Stored Print/Hold Print, documents of fax
stored reception), registered data (stamps/forms)

- Format All Data: Initializes all data without encryption. The NVRAM data
(memory that remains even after the machine is turned off) will not be deleted
(initialized).

7. Select the location to store the encryption key.

« Save to Media: Saves the encryption key to a USB flash memory device. Insert a
USB flash memory device into the media slot, and then press [Save to Media] ®
[OK].

A
4-,.-"

=

« Print on Paper: Prints the encryption key on a sheet of paper. Press [Print on
Paper] » [Print].

8. Press [OK].
9. When the confirmation dialog is displayed, press [Exit].
10. Press [Home] (72)), and then log out of the machine.
11. Turn off the main power of the machine, and then turn it back on.

When the main power is turned on, the machine starts to convert the data on the
memory. Wait until the message "Memory conversion complete. Turn the main
power switch off." appears. After that, turn off the main power again.

Enabling the Auto Erase Memory Setting Function

When the machine is equipped with the HDD option, you can overwrite and erase job
data that was temporarily stored on the machine when using certain functions.

« When the Auto Erase Memory Setting function is set to [On], temporary data that

remained on the hard disk while the Auto Erase Memory Setting function was set
to [Off] might not be overwritten.



Preventing Information Leaks

If the main power switch is turned off before the Auto Erase Memory Setting
process is completed, overwriting will stop and data will be left on the hard disk.
Do not stop the overwrite mid-process. Doing so will damage the hard disk.

If the main power switch is turned off before the Auto Erase Memory Setting
process is completed, overwriting will continue once the main power switch is
turned back on.

If an error occurs before the overwriting process is completed, turn off the main
power. Turn it back on, and then repeat from Step 1.

The machine will not enter Sleep mode until the overwriting process is
completed.

. Login to the machine as the machine administrator on the control panel.

page 288 "Logging in to the Machine as an Administrator"

When custom-privileges administrators are registered, you can log in to the machine
as a custom-privileges administrator with the Data Management privilege as well.

page 300 "Logging in to the Machine as a Custom-Privileges Administrator"

On the Home screen, press [Settings].

Settings

Press [System Settings].

& |Machine Administrator Logged in: Machine Administrator 47

Settns

’-------

I ' o4 Copier / Document m- Change Language
I M Server Settings . Lanauage
I System Settings

1 | zi;ax Settings i oy
\ LB B B & _§ | -'
E Printer Settings

L2 J Aacress took Y Maintenance

D Tray/Parer Settings E Scanner Settings Counter

Basic Settings
when Installing

DOCSPAS5240

Press [Settings for Administrator] ® [Data Management] P [Auto Erase Memory Setting].

5. From the list next to Auto Erase Memory Setting, select [On], and then select an erase

method.

The default erase method is [Random Numbers], and the default number of
overwrites is [3].
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[ & JMachine Administrator

Auto Erase Memory Setting

\ Logged in: Machine Administrator 4

Cancel

2 T

Auto Erase Memory Setting

HDD Erase Method

Number of Erase

DoD

Random Numbers

194l 2019
01:37 2

A

« NSA™: Overwrites data twice with random numbers and once with zeros.

« DoD"2: Overwrites data with a random number, then with its complement, then
with another random number, and the data is verified.

« Random Numbers: Overwrites data multiple times with random numbers.
Select the number of overwrites from one to nine.

*1 National Security Agency (U.S.A)
*2 Department of Defense (U.S.A)

6. Press [OK].

7. Press [Home] (73), and then log out of the machine.

 If you enable the Auto Erase Memory Setting function along with the data encryption
function, the overwriting data will also be encrypted.

To check the overwriting process on the control panel

When the Auto Erase Memory Setting function is enabled, the data overwrite icon is

displayed at the bottom right of the control panel screen to indicate the status of
data that is not overwritten.

« The machine will not enter Sleep mode while overwriting is in progress.
When overwriting has been completed, the machine enters Sleep mode.

« Do not turn off the main power of the machine while overwriting is in
progress. Be sure to check the data status with the data overwrite icon on

the screen.

- Even though there is Hold Print/Stored Print/Locked Print/Sample Print
data in the hard disk, the "No data remains" icon is displayed as the data
overwrite icon.
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[ & |Machine Administrator

Check Status ™™ <

Preventing Information Leaks

Logaed in: Machine Administrator J 7 IETE

i}
==
CH | I | T
- -

There is data to be
overwritten.

This icon lights up when there is data to be overwritten, and
flashes during overwriting.

Overwriting starts automatically once the job is completed.

The Copier, Fax, and Printer functions take priority over the
Auto Erase Memory Setting function. Overwriting will start
after the job is completed.

No data remains.

The trash box of the icon is empty when there is no data to
be overwritten.

This icon is also displayed when there is Hold Print/Stored
Print/Locked Print/Sample Print data in the hard disk.

e As data scanned enabling the read-ahead function of the TWAIN driver is stored
on the HDD, it can be overwritten. Data scanned without enabling the read-
ahead function is not overwritten.

- If the data overwrite icon indicates that there is data to be overwritten while
there is no data to be overwritten, turn off the main power of the machine. Turn
it on again and see if the icon changes to indicate that there is no data to be
overwritten. If it does not change, contact your service representative.

- If the data overwrite icon is not displayed, first check if the Auto Erase Memory
Setting function is set to [Off]. If the icon is not displayed even though the Auto
Erase Memory Setting function is set to [On], contact your service

representative.

Initializing the Machine with the Erase All Memory Function

Overwrite and erase all data stored on the internal storage when you relocate or dispose
of the machine. The device settings stored on the machine's memory are initialized.

For details about using the machine after executing Erase All Memory, contact your

service representative.
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If your machine is equipped with the Enhanced Security SSD Option, the SSD
automatically discards the encryption key, making it impossible to decrypt the
data on the SSD before the data is erased using the selected overwriting
method.

If the main power switch is turned off before the Erase All Memory process is
completed, overwriting will be stopped and data will be left on the internal
storage. Do not stop the overwrite mid-process. Doing so will damage the
internal storage.

Before you start the Erase All Memory process, we recommend that you back up
the user codes, the counters for each user code, and the Address Book. You can
back up the user codes and the counters for each user code using Device
Manager NX. For details, see Device Manager NX Help. You can back up the
Address Book using the control panel.

See "Backing Up/Restoring the Address Book Using Control Panel", User Guide
in English.

If the method of Random Numbers is selected and overwrite three times is set,
the Erase All Memory process takes up to 2 hours and 30 minutes. You cannot
operate the machine during overwriting.

The Erase All Memory function also clears the machine's security settings, so
that neither machine nor user administration will be possible. Ensure that users
do not save any data on the machine after the Erase All Memory process is
completed.

. Login to the machine as the machine administrator on the control panel.

page 288 "Logging in to the Machine as an Administrator"

When custom-privileges administrators are registered, you can log in to the machine
as a custom-privileges administrator with the Data Management privilege as well.

page 300 "Logging in to the Machine as a Custom-Privileges Administrator"

. On the Home screen, press [Settings].

Settings
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3. Press [System Settings].

& Machine Administrator Logged in: Machine Adminstratr | 7 | [
Settings Q Search All
’ L& B B B _§ _§ J
I ‘ @Cwier! Document m- Change Language
|| server Setings o Language
I ﬂsmem Settings
I I aFax Settinas i Inauiry
\ L B N B N B | -,
lilAaﬂress Book gPrimer Settings f Maintenance
DTranFaner Settings f&- Scanner Settings Counter
Basic Settings
Wwhen Installing

DOC9PA5240
4. Press [Settings for Administrator] ® [Data Management] ™ [Erase All Memory].
5. From the list next to Erase Method, select an erase method.

The default erase method is [Random Numbers], and the default number of
overwrites is [3].

[ & JMachine Administrator [ Logged in: Machine Administrator DI  looout

Erase All Memory

Erase Method NSA

DoD (522022-M)

Number of Erase

Random Numbers

Format

BSIVSITR

Secure Erase (ATA)

B o A
« NSA™: Overwrites data twice with random numbers and once with zeros. u
« DoD (5220.22-M)*2: Overwrites data with a random number, then with its
complement, then with another random number, and the data is verified.

« Random Numbers: Overwrites data multiple times with random numbers.
Select the number of overwrites from one to nine.

« Format: Formats the internal storage. Data is not overwritten.

« BSI/VSITR: Overwrites data seven times with the fixed value (for example:
0x00).

« Secure Erase (ATA): Overwrites data using an algorithm that is built in to the
internal storage.

*1 National Security Agency (U.S.A)
*2 Department of Defense (U.S.A)
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6. Press [Erase].
7. Press [Yes].

8. When the Erase All Memory process is completed, press [Exit], and then turn off the main
power of the machine.

« If the main power of the machine is turned off before the Erase All Memory process
is completed, overwriting will start over when the main power is turned back on.

- If an error occurs before overwriting is completed, turn off the main power of the
machine. Turn it back on, and then repeat from Step 1.

« To print the erase result, press [System Settings] » [Settings for Administrator] »
[Data Management] ® [Erase All Memory], and then press [Print Report].

- Initialize the settings on the control panel as necessary. Press [System Settings] »
[Settings for Administrator] ® [Data Management] » [Restore Default Control
Panel Settings] to initialize the data, including the individual application settings and
cache memory.

Changing the SSD Authentication Code

To securely protect confidential information stored on the attached Enhanced Security
SSD Option, change the SSD authentication code when the machine is installed and at
regular intervals (using 8 to 32 alphanumeric characters).

- The SSD authentication code currently specified is not displayed on the screen
of the machine to protect data.

" « Prevent the SSD authentication code from being leaked so that the data remains
secure.

1. Log in to the machine as the machine administrator on the control panel.
page 288 "Logging in to the Machine as an Administrator"

When custom-privileges administrators are registered, you can log in to the machine
as a custom-privileges administrator with the Security privilege as well.

page 300 "Logging in to the Machine as a Custom-Privileges Administrator"

2. Onthe Home screen, press [Settings].

Settings

390



Preventing Information Leaks

3. Press [System Settings].

& |Machine Administrator Logsedin- Machine Admiistrator )| 7 | R
Q Search All
’ N N . -
I l "4 Copier / Document m-,  Change Lanauage
| A Server Settings ol Lanauage
I ﬂsmem Settings
| i 4 Fax Settings i Inauiry
\ I N . .
IllAmress Book EPrinter Settings ¥ Maintenance
DTranPaper Settings f& Scanner Settings Counter
Basic Settings
When Installing

DOCSPAS240

Press [Settings for Administrator] ® [Security] P [SSD Authentication Code].

Press [Change].
Enter the authentication code, and then press [OK].
Press [OK].

Press [Home] (73), and then log out of the machine.

®© N o g b~

Restricting Operations of the Customer Engineer without the
Supervision of the Machine Administrator

You can restrict the customer engineer's access to the service mode when performing
inspection or repair.

A customer engineer needs permission from the machine administrator to use the
service mode. This ensures that the machine cannot be operated without the supervision
of the machine administrator.

1. Login to the machine as the machine administrator on the control panel.
page 288 "Logging in to the Machine as an Administrator"

When custom-privileges administrators are registered, you can log in to the machine
as a custom-privileges administrator with the Security privilege as well.

page 300 "Logging in to the Machine as a Custom-Privileges Administrator"

2. Onthe Home screen, press [Settings].

Settings
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3. Press [System Settings].

2 Machine Administrator Logged in: Machine Administrator J?
Settings Q Search All
’ L& B B B _§ _§ J
I ‘ @Cwier! Document m- Change Language
[ i server Settins o Language
I ﬂsmem Settings
I i aFaxSetlinqs i Inauiry
\ L B N B N B | -,
lxlAclﬂress Book gPrimer Settings f Maintenance
DTranFaper Settings f&- Scanner Settings Counter
Basic Settings
Wwhen Installing

DOC9PA5240
4. Press [Settings for Administrator] ® [Security] ® [Service Mode Lock].

5. From the list next to Service Mode Lock, select [On].

[ & |Machine Administrator ( Losgedin: Machine Administrator I oot | (]

Service Mode Lock Cancel

When [Onl is selected and service mode is locked, this machine cannot be restored by service

Service Mode Lock On
off

06 Jun. 2019
06: 01

6. Press [OK].
7. Press [Home] (72Y), and then log out of the machine.
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10. Specifications

Specifications for Paper

Recommended Paper Sizes and Types

The recommended paper sizes and types for each tray are as described below.

« When performing multiple sheet feeding, fan sheets thoroughly or load sheets one
by one from the bypass tray.

« The printing speed may be lower depending on the paper size or paper type.

Tray 1
Paper type and weight Paper size Paper capacity
60-300 g/m? (Approx. | @Fresier A(mainly Europe and 550 sheets
16 lb. Bond-110 Lb. Asia)/@Fesion B(Taiwan)
Cover) AaD
Plain Paper 1-Thick @ Region B(mainly North America)
Paper 4
apet 8/, x 110
60-300 g/m? (Approx. | * 550 sheets

16 lb. Bond-110 lb.
Cover)

Plain Paper 1-Thick
Paper 4

&P Region A (mainly Europe and
Asia)/@Region B(Taiwan)

A5[, B5 J1SDJ, 81/, x 1107
@ Region B(mainly North America)
A4, AsD, B5 JI1SL)

*1 To load paper any of the sizes specified above, contact your service representative.

Tray 2

Paper type and weight

Paper size

Paper capacity

60-300 g/m? (Approx.
16 lb. Bond-110 Lb.
Cover)

Paper sizes that can be detected
automatically %

@ region A (mainly Europe and
Asia)/@Region B(Taiwan)

550 sheets
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Paper type and weight

Paper size

Paper capacity

Plain Paper 1-Thick
Paper 4

A3?, A4, A5D, B4 JISD?, B5 JIS,
81/, x 1117, SRA3?

@ Region B(mainly North America)
A4LY A5LJ, B5 JISEP, 11 x 1707,
81/2 x 1412, 815 x 11, 7/4 x
10%/20, 12 x 1812, 81/, x 13?/5
=

60-300 g/m? (Approx.
16 lb. Bond-110 Ib.
Cover)

Plain Paper 1-Thick
Paper 4

Select the paper size using the
Tray Paper Settings menu™®:

& region A(mainly Europe and
Asia)/@Region B(Taiwan)

A5LP A6LP, B6 JISLP, 11 x 17
2, 81/, x 1402, 81/, x 1312, 81/,
x 1107, 81/4 x 1412, 8/, x 1307,
8 x 132, 8 x 1007, 71/4 x 10%/2,
51/, x 81,02, 8K?, 16K, 12 x
1817, 11 x 152, 10 x 142, 81/,
x 13%/507

& FRegion B(mainly North America)
A3E?, aaD), ASD?, AP, B4 J1S
2, B5 J1SDJ, B6 JISC2, 81/, x 13
2, 8Y/4 x 1402, 8/, x 137, 8 x
1302, 8 x 1012, 71/4 x 10%/,02,
51/, x 81,12, 8K?, 16K, 11 x
157,10 x 1407, SRA3LY

550 sheets

60-300 g/m? (Approx.
16 lb. Bond-110 Lb.
Cover)

Plain Paper 1-Thick
Paper 4

. *9 *
Custom size 2 3:

& Region A (mainly Europe and
Asia)/ @ Region B(Taiwan)

Vertical: 90.0-320.0 mm
Horizontal: 148.0-457.2 mm

@ Region B(mainly North America)
Vertical: 3.55-12.59 inches
Horizontal: 5.83-18.00 inches

550 sheets

Envelopes

Select the paper size using the
Tray Paper Settings menu:

« [J: 50 sheets




Specifications for Paper

Paper type and weight

Paper size

Paper capacity

AY/g x 9Y/,, 37/ x 71/212, C5
Env, C6 Env, DL Env

. -
Double flap: 15
sheets

Single flap: 25
sheets

*1 Adjust the auxiliary side fence before loading B4 JISL?, A3L2, SRA3L?, 11 x 1717, or

12 x 187 paper.

*2 Set the auxiliary side fence in the outermost position before loading paper with a
vertical length of 297 mm (11.7 inches) or longer and a horizontal length of over 335 mm

(13.2 inches).

*3 When loading paper with a vertical length of more than 304.8 mm (12.0 inches) in
Trays 2—4, use paper that has a horizontal width of 450 mm (17.8 inches) or less. When
loading paper with a horizontal width of more than 450 mm (17.8 inches) in Trays 2-4,
use paper that has a vertical length of 304.8 mm (12.0 inches) or less.

Lower Paper Trays (Trays 3, 4)

60-300 g/m? (Approx.
16 lb. Bond-110 Ib.
Cover)

Plain Paper 1-Thick
Paper 4

Tray Paper Settings menu™*:

& Region A (mainly Europe and
Asia)/@Region B(Taiwan)

Paper type and weight Paper size Paper capacity
60-300 g/m? (Approx. Paper sizes that can be detected | 550 sheets
16 lb. Bond—110 Lb. automatically ™
Cover) @region A (mainly Europe and
Plain Paper 1-Thick Asia)/@Region B(Taiwan)

Paper 4 A3, A4, A5DD, B4 JISDZ, B5 JIS,
81/, x 1107, SRA3P™2
@ region B(mainly North America)
AALP A5[), B5 JISY, 11 x 1702,
812 x 1412, 81/, x 11, 7%/4 x
10%/20, 12 x 180772, 81/, x 132/5
=
Select the paper size using the 550 sheets
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Paper type and weight Paper size Paper capacity

A52, AP, B6 JISD?, 11 x 17
L, 8/, x 1417, 81/, x 1317, 81/,
x 110, 81/4 x 1412, 8/, x 1307,
8 x 1317, 8 x 1012, 71/4 x 101/5,
51/, x 8%/,07, 8K?, 16K, 12 x
1807211 x 152, 10 x 142,
8'/2 x 13%/507

@ Region B(mainly North America)
A3?, AaD), AS?, A2, B4 JIS
2, B5 JISDJ, B6 JISL?, 81/, x 13
2 81/, x 1412, 81/, x 1307, 8 x
1302, 8 x 1012, 71/4 x 10%/,2,
51/2 x 81,2, 8K?, 16K, 11 x
1502, 10 x 1452, SRA3EF™2

60-300 g/m? (Approx. | Custom size™> " 550 sheets
16 lb. Bond-110 lb. @region A (mainly Europe and

Cover) Asia)/@Region B(Taiwan)

Plain Paper 1-Thick Vertical: 90.0-320.0 mm

Paper 4

Horizontal: 148.0-457.2 mm

@@ Region B(mainly North America)
Vertical: 3.55-12.59 inches
Horizontal: 5.83-18.00 inches

Envelopes Select the paper size using the « [J: 50 sheets
Tray Paper Settings menu: . -
4Y1g x 9%/2,37[g x 71212, C5 Double flap: 15
Env, C6 Env, DL Env sheets
Single flap: 25
sheets

*1 Adjust the auxiliary side fence before loading B4 JISL?, A3LY, SRA3L?, 11 x 1717, or
12 x 187 paper.

*2 There are lines to indicate these paper sizes on the labels attached to the lower paper
trays, however there is no size description for these paper sizes.

*3 When loading paper with a vertical length of more than 304.8 mm (12.0 inches) in
Trays 2—-4, use paper that has a horizontal width of 450 mm (17.8 inches) or less. When



loading paper with a horizontal width of more than 450 mm (17.8 inches) in Trays 2-4,

Specifications for Paper

use paper that has a vertical length of 304.8 mm (12.0 inches) or less.

*4 Set the auxiliary side fence in the outermost position before loading paper with a

vertical length of 297 mm (11.7 inches) or longer and a horizontal length of over 335 mm

(13.2 inches).

Bypass Tray

Paper type and weight

Paper size

Paper capacity

52-300 g/m? (Approx.
14 lb. Bond-110 lb.
Cover)

Thin Paper=Thick Paper
4

Paper sizes that can be detected
automatically:

@ Region A\ (mainly Europe and
Asia)/@Region B(Taiwan)

A3X A4, A5, A6LY, B4 JISY, BS
JIS, B6 JISY, SRA3EY

@ Region B(mainly North America)
A50J, B5 JIS?, 11 x 1712, 81/, x

11, 5%/> x 81,7, 12 x 1807,
SRA3Y

100 sheets (80
g/mz, Approx. 20
lb. Bond)

Thick Paper 1: 40
sheets

Thick Paper 2-
Thick Paper 3: 20
sheets

Thick Paper 4: 16
sheets

52-300 g/m? (Approx.
14 lb. Bond-110 lb.
Cover)

Thin Paper=Thick Paper
4

Specify the paper size™:

@ region A(mainly Europe and
Asia)/@Region B(Taiwan)

11 x 1702, 8%/, x 145, 81/, x 13
2 81/, x 11, 8Y/4 x 1407, 81/4 x
1302, 8 x 137, 8 x 1002, 7%/, x
10%/,, 5%/2 x 81/,07, 8K?, 16K,
12 x 182, 11 x 1512, 10 x 14,
SRA4, 81/2 x 13%/517

& Region B(mainly North America)
A3P A4, ASDP A6?, B4 JISDZ,
B5 JIS[J, B6 JISC?, 81/, x 1402,
81/, x 1312, 81/, x 1412, 81/, x
1307, 8 x 137, 8 x 102, 71/, x
10%/,, 8KZ, 16K, 11 x 1552, 10
x 1452 SRA4, 81/ x 13%/512

100 sheets (80
g/mz, Approx. 20
lb. Bond)

Thick Paper 1: 40
sheets

Thick Paper 2-
Thick Paper 3: 20
sheets

Thick Paper 4: 16
sheets
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Paper type and weight

Paper size

Paper capacity

52-300 g/m? (Approx.
14 lb. Bond-110 lb.
Cover)

Thin Paper=Thick Paper
4

Custom size:

& Region A\ (mainly Europe and
Asia)/@Region B(Taiwan)

. Vertical: 90.0-320.0 mm "2

» Horizontal: 148.0-457.2mm
(When using copy, document
server)3

« Horizontal: 148.0-600.0mm

(When using printer,

TN
facsimile) ™

@ Region B(mainly North America)
 Vertical: 3.55-12.59
inches 2
 Horizontal: 5.83-18.00
inches (When using copy,
document server) 3

« Horizontal: 5.83-23.62

inches (When using printer,

TN L
facsimile) 3™

Custom size (Banner Paper Guide
Tray):

& Region A (mainly Europe and
Asia)/@Region B(Taiwan)
- Vertical: 90.0-320.0 mm"?

« Horizontal: 148.0-
1260.0mm (When using

printer, facsimile)®
@ Region B(mainly North America)
 Vertical: 3.55-12.59
inches

 Horizontal: 5.83-49.60
inches (When using printer,

facsimile)™

« 100 sheets (80
g/mz, Approx. 20
lb. Bond)

« Thick Paper 1: 40
sheets

 Thick Paper 2-
Thick Paper 3: 20
sheets

« Thick Paper 4: 16
sheets

Label paper (adhesive

labels)

A4, B4 JISY

30 sheets




Specifications for Paper

Paper type and weight

Paper size

Paper capacity

Envelopes

Specify the paper size™:

4Y/g x 91/2,37/g x 7%/, C5 Env,
C6 Env, DL Env

10 sheets

*1 Specify the paper size.

« Using the Copy function.

page 105 "Basic Procedure for Copying Documents"

 Using the Printer function.

page 149 "Basic Procedure for Printing Documents"

*2 When only the internal multi-fold unit is mounted, you cannot use paper that is wider

than 297 mm (11.7 inches).

*3 When paper larger than 432 mm (17.1 inches) in size is used, the paper may become
wrinkled, may not be fed into the machine, or may cause paper jams.

*4 In printer or facsimile mode, the maximum horizontal length of the custom size is
1,260 mm (49.60 inches). If you want to print on paper with a horizontal length of 600—
1,260 mm (23.62-49.60 inches), contact your service representative. If you want to load
paper with a horizontal length of 600 mm (23.62 inches) or longer in the bypass tray, it
must have a vertical width of 305 mm (12.1 inches) or less.

*5 If you want to print on paper that has a horizontal length of 600-1,260 mm (23.62-
49.60 inches), we recommend using the banner paper guide tray.

Tray 3 (LCT)

Paper type and weight

Paper size

Paper capacity

60-300 g/m? (Approx.
16 lb. Bond-110 Lb.
Cover)

Plain Paper 1-Thick
Paper 4

@ Region A\ (mainly Europe and
Asia)/@Region B(Taiwan)

A4l
@ Region B(mainly North America)

8%, x 110

1000 sheets x 2

60-300 g/m? (Approx.
16 lb. Bond-110 Lb.
Cover)

Plain Paper 1-Thick
Paper 4

@ region A (mainly Europe and
Asia)/@Region B(Taiwan)

81/2 x 120
@ Region B(mainly North America)
A4D™

1000 sheets x 2

*1 To load paper any of the sizes specified above, contact your service representative.
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16 lb. Bond-110 lb.

Asia)/@Region B(Taiwan)

Large Capacity Tray
Paper type and weight Paper size Paper capacity
60-300 g/m? (Approx. | @FResier A(mainly Europe and 1650 sheets
16 Ib. Bond—110 lb. Asia)/@kegion B(Taiwan)
Cover) A4l
Plain Paper 1-Thick @ Region B
Paper 4 81/2 < 110
60-300 g/m? (Approx. | @Regen A(mainly Europe and 1650 sheets

Cover) B5 JISD™, 8%/2 x 110
Plain Paper 1-Thick @ Region B(mainly North America)
Paper 4

A4 B5 J1S)™?

*1 To load paper any of the sizes specified above, contact your service representative.

Notes on Special Paper

Paper Type Note

page 403 "Thick Paper Orientation and
Recommended Status"

Setting thick paper

page 404 "Envelope Orientation and
Recommended Status"

Setting envelopes

page 406 "Loading Orientation-fixed Paper or Two-
sided Paper"

Setting letterhead paper

We recommend that you use specified label paper.
If paper other than the specified one is used,
normal operation and quality cannot be
guaranteed.

Setting label paper (adhesive
labels)

« Specify "Paper Type" to [Coated Paper: Matte]
and an appropriate item for "Paper Thickness"
in paper type setting for each tray under
[Tray/Paper Settings].

Setting coated paper

« To print on high-gloss coated paper, specify
"Paper Type" to [Coated Paper: Glossy] in
paper type setting for each tray under
[Tray/Paper Settings].
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Paper Type

Note

« If a paper jam occurs or if the machine makes
a strange noise, feed the coated paper from

the bypass tray one sheet at a time.

Paper Thickness for Each Paper Weight

Paper Thickness

Paper weight

Thin Paper 52-59 g/m? (Approx. 14-15 lb. Bond)
Plain Paper 1 60-74 g/m? (Approx. 16—20 lb. Bond)
Plain Paper 2 75-81 g/m? (Approx. 20 lb. Bond)
Middle Thick 82-105 g/m? (Approx. 20-28 lb. Bond)

Thick Paper 1

106-169 g/m? (Approx. 28 lb. Bond—90 lb. Index)

Thick Paper 2

170-220 g/m? (Approx. 65-80 lb. Cover)

Thick Paper 3

221-256 g/m? (Approx. 80 lb. Cover—140 lb.
Index)

Thick Paper 4

257-300 g/m? (Approx. 140 lb. Index—110 lb.

Cover)

Unusable Paper

ACAUTION

« Do not use stapled sheets of paper, aluminum foil, carbon paper, or any kind of

conductive paper. Doing so can result in fire.

Paper causing faults

Do not use any of the following kinds of treated paper. Doing so may cause faults.

Paper for inkjet printers
Thermal paper

Art paper

Aluminum foil

Carbon paper
Conductive paper

Paper with perforated lines
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Hemmed-edge paper

Window envelopes
Tab stock

OHP transparencies

- Translucent paper
Do not copy or print onto sides that are already printed.

Paper causing paper jam

Do not use the following kinds of paper. It may cause a paper jam.
- Bent, folded, or creased paper
« Perforated paper
 Slippery paper
e Torn paper
« Rough paper
 Thin paper with little stiffness
« Paper with a dusty surface

If you use paper curled by humidity or drying, the paper or staple may jam.

Do not load sheets that have already been printed onto by another machine. Doing
so may interfere with loading of paper because the powder for preventing offset may
attach to the paper roller.

« A paper jam may occur depending on the condition of the paper even when using the
recommended paper.

Paper Storage
When storing paper, the following precautions should always be followed:

« Do not store paper where it will be exposed to direct sunlight.
« Store paper in a dry environment (humidity: 70% or less).
 Store on a flat surface.

» Do not store paper vertically.

« Once opened, store paper in a plastic bag.

Saving Printouts

- Prints will fade if exposed to strong light or dampness and humidity for extended
periods of time. Preserve the quality of your copies by storing them in a binder in a
dark, dry place.
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« When folding prints, toner in the folds will come off.

« If the prints are stored in the conditions described below, toner may melt:
« When a print and a half-dried print are put on top of each other
« When solvent-type adhesive agents are used for pasting prints

« When prints are placed on mats made of chlorinated plastic in locations of high
temperature for long periods of time

« When prints are placed in locations of extremely high temperatures, such as
near a heater

Thick Paper Orientation and Recommended Status

When loading thick paper of 106-300 g/m? (Approx. 28 lb. Bond—110 lb. Cover) in the
paper trays, or in the bypass tray, follow the recommendations below to prevent
misfeeds and loss of image quality.

Paper Orientation

Thick paper has a paper direction according to its grain. Set the paper direction
according to the grain, as shown in the following diagram:

Direction of Tray 1 or Tray Large Capacity | Bypass Tray
paper grain 3 (LCT) Tray 2-4 Tray
f— J— |
Il dp i il
EhAA 4l HLAA 4
Longitudinal by ] -

direction

«—> Not Not

g recommended EIIII recommended %
Lateral —— i
direction

Paper Storage
« Temperature: 20-25°C (68-77°F)
« Humidity: 30-65%.

Do not use together paper that has been stored in different environments.
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Minimum Number of Sheets

« 20 sheets or more (paper trays of the machine/optional lower paper trays unit
used)

After loading paper, position the side fences flush against the paper stack.

« When printing on thick, smooth paper, be sure to fan the paper thoroughly before
loading. If you do not fan thick paper, jams and misfeeds can occur. If paper
continues to become jammed or feed in together even after they are fanned, load
them one by one from the bypass tray.

» Proper performance and quality may not be achieved under the recommended
conditions depending on the paper.

« The printed sheet may curl. If the printed sheet curls, correct it.

Envelope Orientation and Recommended Status

The way to place an original on the exposure glass and load envelopes varies depending
on the shape and orientation of the envelopes.

« Do not print on the following envelopes:
« Window envelopes

« Envelopes with moisture

Before setting envelopes

« To load envelopes with the flaps opened, use only envelopes that are at least
148 mm (5.9 inches) long including the open flap. Set the envelopes with the
flaps fully open. A paper jam may occur depending on the length or shape of the

envelope flap.

- Before loading envelopes, press down on them to remove any air from inside
and flatten out all four edges. If they are bent or curled, flatten their leading
edges (the edge going into the machine) by running a pencil or ruler across
them.

« For information about recommended envelopes, contact your local dealer.
« The Duplex function cannot be used with envelopes.

- Copied or printed sheets are delivered to the internal tray 1 even if you specified a
different tray.

« Set the margins on the top, bottom, left and right to be 15 mm or more so as to print
with adequate quality.
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« Animage may not be printed clearly on a sheet whose thickness is uneven. Print a
few sheets and check the result.

« The printing result may not be adequate or the envelope may become wrinkled
when the temperature or humidity is high.

« The printing result may not be adequate or output envelopes may become wrinkled
depending on the printing environment even when using the recommended

envelopes.

« When printing onto paper other than an envelope after printing onto several
envelopes, you may have to wait about one minute until printing starts to allow the
machine to make adjustments.

Using the Copy Function
Orientation of Exposure Glass Tray 2-4 Bypass Tray
Envelopes
Side-opening § ——
envelopesl) - ﬁ
—
—
Flaps: open Flaps: open Flaps: open
Side to be scanned: | Side to be printed: Side to be printed:
face down face up face down
Bottom side of Bottom side of Bottom S_Ide of
envelopes: toward | envelopes: toward envelopes: toward
the left of the the right of the the left of the
machine machine machine
Side-opening 5
onelopes? | L — | =
[ —

DZwies

Flaps: closed

Side to be scanned:

face down

Bottom side of
envelopes: toward
the back of the
machine

Flaps: closed

Side to be printed:
face up

Bottom side of
envelopes: toward
the back of the
machine

Flaps: closed

Side to be printed:
face down

Bottom side of
envelopes: toward
the back of the
machine

When loading envelopes, specify the envelope size and thickness.
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page 121 "Copying onto Envelopes"

Using the Printer Function

Side to be printed: face up

Bottom side of envelopes:
toward the right of the

Orientation of Bypass Tray
Envelopes Tray 2-4
Side-opening envelopes
[ f -
o %
——
Flaps: open Flaps: open

Side to be printed: face
down

Bottom side of envelopes:
toward the left of the

Flaps: closed
Side to be printed: face up

Bottom side of envelopes:
toward the back of the
machine

machine )
machine
Side-opening envelopes
ines E ]
= - — - ﬁ%
—
——

Flaps: closed

Side to be printed: face
down

Bottom side of envelopes:
toward the back of the
machine

*1 Select the check box of [Rotate by 180 Degrees] on [Input/Output] tab, and then print.

Loading Orientation-fixed Paper or Two-sided Paper

To print onto letterhead paper or business letter paper on which logos or patterns are
printed, confirm how to set the paper or the settings of this machine so that the original
is printed onto the orientation-fixed (top to bottom) or two-sided paper correctly.

Copying onto Letterhead Paper

Specify the settings of this machine as described below, and then place an original and

load the paper.




Specifications for Paper

« [Settings] ® [Copier / Document Server Settings] » [Paper/Paper Input] »
[Letterhead Setting] ™ [Yes]

Original Orientation

Exposure Glass ADF
o ()
\; :’:_‘i i i_____‘-n.-_:_: R m
27 E—
1
Paper Orientation
Copy Side Tray 1 Tray 2-4 Large Capacity | Bypass Tray
Tray 3 (LCT) Tray
One-sided
.. R— R e
originals i E
I—D:I]—. 1
‘ L —
4
—
I
Two-sided ——
originals " i { =
s}
[

*1 When printing the first page onto the letterhead side

Printing onto Letterhead Paper Using the Printer Driver

Specify the settings of this machine as described below.
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« [Settings] ™ [Printer Settings] » [System] » [Paper In/Out] ® [Letterhead
Setting] ® [Auto Detect]

Paper Orientation

Copy Side Tray 1 Large Capacity | Bypass Tray
Tray 3 (LCT) Tray 2-4 Tray
One-sided
.. R— R e
originals i E
| | T
f |
—
[ ——
Two-sided — — —
originals E : =
| ]  —
- i
]

« When you set [Letterhead Setting] to [On (Always)], you can print onto letterhead
paper when the paper type in the printer driver’s settings is set to [Letterhead].

 If a print job is changed partway through printing from one-sided to two-sided
printing, one-sided output after the first copy may be printed facing a different
direction. To ensure all paper is output facing the same direction, specify different
input trays for one-sided and two-sided printing. Note also that two-sided printing
must be disabled for the tray specified for one-sided printing.
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Specifications for Originals

Recommended Original Size and Weight

@region A(mainly Europe and Asia)/@resion B(Taiwan)

Original location Original size Original weight
Exposure glass Up to A3 -
ARDF One-sided A3P-B6 J1S 40-128 g/m?
originals (Japanese (Approx. 11-34 Lb.
Industrial Bond)
Standard)
11 x 175-5%/5 x
81/2*1
Two-sided A3LP-A5 52-128 g/m?
originals 11 x 17-5%/, x| (Approx. 14-34 b.

81/2*1

Bond)

Mixed Sizes mode

A3 B4 JIsD?,
A4, B5 JIS, 11 x

1707, 8%/, x 130,

52-81 g/m?
(Approx. 14-20 lb.
Bond)

8l/2x 11
One-pass Duplex | One-sided A3LP-A7L7 11 x | Larger than A6:
Scanning ADF 2 originals 175751/ x 38-220 g/m?
812", Business (Approx. 10 lb.
Card™® Bond-80 Lb. Cover)
A6 or smaller: 64-
220 g/m? (Approx.
16 |b. Bond-80 Lb.
Cover)
Two-sided A3LP-A7LP 11 x | Larger than A6:
originals 173-51/, x 52-220 g/m?

81/,™ Business
Cardl”

(Approx. 14 lb.
Bond-80 lb. Cover)
A6 or smaller: 64-
220 g/m? (Approx.
16 lb. Bond-80 lb.
Cover)

409



410

10. Specifications

Original location

Original size

Original weight

Mixed Sizes
mode”3

A3?, A4, A5D), B4
J1s2, B5 J1SDD,
11 x 1752, 8%/, x
11, 8x13

52-81 g/m?
(Approx. 14-20 Lb.
Bond)

*1 5%/, x 81/, can be used only in the scanner function.

*2 For originals with a vertical length smaller than 128 mm (5.0 inches), set the

original horizontal to the feeding direction.

*3 A3/B5 JISEY cannot be mixed. Set it in the direction of A3/B5 JISL).

@resion B(mainly North America)

Original location

Original size

Original weight

Exposure glass

Upto 11 x 1702

ARDF One-sided

originals

11 x 170-51/, x
81/2
A3P-A5™1

40-128 g/m?
(Approx. 11-34 lb.
Bond)

Two-sided
originals

11 x 1780-51/, x
81/2
A3P-A5"

52-128 g/m?
(Approx. 14-34 |b.
Bond)

Mixed Sizes mode

11 x 17022, 8%/, x
1405, 8%/, x 11,
10 x 1402, 714 x
10122, A3D?, A4

52-81 g/m?
(Approx. 14-20 Lb.
Bond)

One-sided
originals

One-pass Duplex
Scanning ADF 2

11 x 170251/ x
8'/2, A3P-A5EY
"1 Business Card
7

Larger than A6:
38-220 g/m?
(Approx. 10 Lb.
Bond-80 lb. Cover)

A6 or smaller: 64-
220 g/m? (Approx.

16 lb. Bond-80 lb.
Cover)




Specifications for Originals

Original location

Original size

Original weight

Two-sided
originals

11 x 172-51/; x
81/, A3P-A5EY
"1 Business Card
e

Larger than A6:
52-220 g/m?
(Approx. 14 b.
Bond-80 lb. Cover)
A6 or smaller: 64-
220 g/m? (Approx.
16 |b. Bond-80 Lb.
Cover)

Mixed Sizes mode

11 x 1752, 81/, x
11, 10 x 14, 8%/2 x
145, 8 x 1302,
5%, x 81/,0), A3
VAR

52-81 g/m?
(Approx. 14-20 Lb.
Bond)

*1 A5 can be used only in the scanner function.

*2 For originals with a vertical length smaller than 128 mm (5.0 inches), set the

original horizontal to the feeding direction.

« Anoriginal whose size is within the range of the maximum original scan area can be

placed.

page 416 "Specifications for the Main Unit"

« On all sides of the original, there is a missing image area. Even if you place originals
on the exposure glass or in the ADF correctly, the missing image area on all four
sides of the original might not be copied.

page 416 "Specifications for the Main Unit"

« You can place originals of two different sizes only in Mixed Sizes mode.

Sizes Detectable with Auto Paper Select

@region A(mainly Europe and Asia)/ @resicn B(Taiwan)

Original location ALY | B4 A4 B5 As[) | A5LY | Bé6
Jist? J1S J1S

Exposure glass vl N2 T A o B B Wi _*1*3 -
ARDF v v v v v v v
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Original location A3LY | B4 A4 B5 A5} | A5LY | B6
Jist? JIS JIS
One-pass Duplex v v v v v v v’
Scanning ADF
Original location A6l | B7 | A7 | 11x | gl/, x | 81/, x | Busin
JIS 170 11 13> ess
Card
=
Exposure glass - - - - 2 V'8 -
ARDF - - - Ve V7 Wat: -
One-pass Duplex v v v VAl v V'8 v

Scanning ADF

v': Detectable size, -: Undetectable size
*1 If you want to switch the detectable size from A3L?, A4, A5LJ, B4 JISL?, or B5 JIS
to 8KLY, 16K, contact your service representative.

*2 Default is A4. If you want to switch the detectable size from A4 to 8/5 x 11,
contact your service representative.

*3 If you want to detect sizes smaller than A5 to A5L7, contact your service
representative.
*4 You cannot use the two-sided scanning mode.

*5 Default is B6 JISE?. If you want to switch the detectable size from B6 JISE? to
A6LF | contact your service representative.

*6 Default is 11 x 177, If you want to switch the detectable size from 11 x 1702 to
8KLY, contact your service representative.

*7 Default is 81/2 x 11. If you want to switch the detectable size from 81/2 x 11 to
16KE?, contact your service representative.

*8 Default is 81/2 x 132, If you want to switch the detectable size from 8/, x 1317
to 8 x 132 or 8/4 x 132, contact your service representative.

*9 Default is Business Card™. If you want to switch the detectable size from
Business Cardl? to B8 JISLY, contact your service representative.
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@region B(mainly North America)

Original location 11x | 8l x | 82 x | 812 x | 5%/2x | 5L/ x

175 1 140 | 110 | 115 | gl | 8l
=’
Exposure glass v v v V"2 v -"3
ARDF N VN VAR VA v v
One-pass Duplex Scanning ADF | ™ | *'1'5 | % v'e v v

Original location 10x |71/, x | A3 | A4 | Busin
’
4 o, =
- ar
|
Exposure glass - - - *2 -

ARDF

<
<
<
<

<
<
<
<
<

One-pass Duplex Scanning ADF

v': Detectable size, -: Undetectable size

*1 You can switch the detectable size from 8/2 x 1417 to 81/ x 132/517 by using
[Auto Detect: Switch Paper Size Detected Legal/Oficio] in the [Tray/Paper Settings]
menu.

*2 Default is 81/2x11. If you want to switch the detectable size from 8%/2x11 to A4,
contact your service representative.

*3 If you want to detect sizes smaller than 5%/ x 81/2 to 5%/2 x 81/212, contact your
service representative.

*4 Default is 11 x 1757, If you want to switch the detectable size from 11 x 1757 to
11 x 1507, contact your service representative.

*5 Default is 81/2 x 1457 If you want to switch the detectable size from 8%/, x 1452
to 81/2 x 13%/5s12 or 8/, x 137, contact your service representative.

*6 Default is 81/2 x 11. If you want to switch the detectable size from 8/2 x 11 to 8
x 102 or 7%/4 x 10/20), contact your service representative.

- If the original type is one of the following, the machine may not be able to detect the
paper size automatically. Select the paper size manually.

« Dark originals with a lot of text and drawings

 Originals that partially contain a solid image
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 Originals that have solid images at their edges

« Originals with indexes, tags, or other projecting parts

« Transparent originals such as OHP transparencies or translucent paper
« Originals with glossy surfaces

« Bound originals with a thickness of more than 10 mm (0.4 inches), such as
books

- When the ADF scans an original of a size that cannot be detected automatically, the
size of the scanned image will be different from the original.

« When loading an original of a size that is not automatically detected, specify the
original size or select the paper tray that is the same size as the original. The output
image may not be full size or it may be different from the intended one if the print
settings are not specified properly.



Machine and Options Specifications

Machine and Options Specifications

Model-Specific Information

This section explains how you can identify the region your machine belongs to.

There is a label on the rear of the machine, located in the position shown below. The
label contains details that identify the region your machine belongs to. Read the label.

The following information is region-specific. Read the information under the symbol that
corresponds to the region of your machine.

@@ Region A\ (mainly Europe and Asia)

If the label contains the following, your machine is a region A model:
« CODE XXXX -27, -65, -23, -63, -29, -28, -25, -21, -22, -26
e 220-240V

@ Region B(mainly North America and Taiwan)

If the label contains the following, your machine is a region B model:
« CODE XXXX -17, -15, -19
» 120-127 V (mainly North America)
« 110V (Taiwan)

« If your machine is a region A model and "CODE XXXX -27, -65, -23, -63" is printed
on the label, see "@Resion A (mainly Europe)" also.

 If your machine is aregion A model and "CODE XXXX -29, -28, -25, -21, -22, -26" is
printed on the label, see "@@Regien A (mainly Asia)" also.

« If your machine is a region A model and "CODE XXXX -21, -22" is printed on the
label, see "@Regien A (China)" also.

« If your machine is a region B model and "CODE XXXX -17, -15" is printed on the
label, see "@Region B(mainly North America)" also.

 If your machine is a region B model and "CODE XXXX -19" is printed on the label,
see "@Region B(Taiwan)" also.
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« Dimensions in this manual are given in two units of measure: metric and inch. Refer
to the units that are used in your country/region.

List of Specifications

Specifications for the Main Unit

Item Specifications
Configuration Desktop
Memory « IM
C3010/C3010A/C3510/C3510A/C35193/C4510/C4510A/C551
0/C5510A/C6010/GS4030c/GS4045¢c/GS4160c
8 GB (4 GB on the main unit and 4 GB on the control panel)
- IM
C2010/C2010A/C2510/C2510A/C25193/GS4020c/GS4025¢c
6 GB (2 GB on the main unit and 4 GB on the control panel)
- IMC7010
8 GB (4 GB on the main unit and 4 GB on the control panel)
Internal 256 GB(SSD)
storage size
Color Full Color
Photosensitivit | OPC drum

y type

Copy process

Laser beam scanning and electro-photographic printing

Exposure glass

Stationary original exposure type

Scan method

Flatbed scanning

Warm-up time

@ Region A (mainly Europe)

- IM
C2010/C2010A/C2510/C2510A/C3010/C3010A/C3510/C3510
A

Normal mode: 55 seconds
Quick mode: 24 seconds

- IMC4510/C4510A/C5510/C5510A/C6010
Normal mode: 55 seconds

Quick mode: 23 seconds
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Item Specifications

- IMC7010
Normal mode: 55 seconds
Quick mode: 24 seconds

@ Region A (mainly Asia’ L)

- IMC2010/C2510/C25193/C3010/C3510/C3519J
Normal mode: 55 seconds
Quick mode: 24 seconds

- IMC4510/C6010
Normal mode: 55 seconds
Quick mode: 23 seconds

*1 Except for China.
@ Region B(mainly North America)

- IMC2010/C2510/C4510/C6010
Normal mode: 55 seconds
Quick mode: 24 seconds

- IMC3010/C3510
Normal mode: 55 seconds
Quick mode: 25 seconds

- IMC7010
Normal mode: 55 seconds
Quick mode: 24 seconds

@ Region A\ (China)

- IMC2010/C2510/C3010/C3510/GS4020c/GS4025¢/GS4030c¢

Normal mode: 55 seconds

Quick mode: 24 seconds

- IMC4510/C6010/GS4045¢c/GS4160c
Normal mode: 55 seconds
Quick mode: 23 seconds

- IMC7010
Normal mode: 55 seconds
Quick mode: 24 seconds

@ Region B(Taiwan)
- IM C2010/C2510/C4510/C6010
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Item

Specifications

Normal mode: 55 seconds
Quick mode: 24 seconds
- IMC3010/C3510
Normal mode: 55 seconds
Quick mode: 25 seconds
(23 °C (73.4 °F), rated voltage)

First copy time

@ Region A (mainly Europe)
-« IMC2010/C2010A/C2510/C2510A

Full color: 7.4 seconds / B&W: 5.1 seconds

- IMC3010/C3010A/C3510/C3510A

Full color: 6.9 seconds / B&W: 4.5 seconds

-« IMC4510/C4510A

Full color: 5.4 seconds / B&W: 3.6 seconds

« IMC5510/C5510A/C6010

Full color: 4.2 seconds / B&W: 2.9 seconds

- IMC7010

Full color: 4.3 seconds / B&W: 2.9 seconds

@Region A (mainly Asia™)
« IMC2010/C2510/C25193

Full color: 7.4 seconds / B&W: 5.1 seconds

-« IMC3010/C3510/C35193

Full color: 6.9 seconds / B&W: 4.5 seconds

-« IMC4510

Full color: 5.4 seconds / B&W: 3.6 seconds

- IMC6010

Full color: 4.2 seconds / B&W: 2.9 seconds

*1 Except for China.
@Region B (mainly North America)
- IM C2010/C2510

Full color: 7.4 seconds / B&W: 5.1 seconds

- IMC3010/C3510

Full color: 6.9 seconds / B&W: 4.5 seconds

« IMC4510
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Item

Specifications

Full color: 5.4 seconds / B&W: 3.6 seconds
- IMC6010

Full color: 4.2 seconds / B&W: 2.9 seconds
-« IMC7010

Full color: 4.3 seconds / B&W: 2.9 seconds

@) Region A (China)

- IMC2010/C2510/GS4020c/GS4025¢

Full color: 7.4 seconds / B&W: 5.1 seconds
- IMC3010/C3510/GS4030c

Full color: 6.9 seconds / B&W: 4.5 seconds
- IMC4510/GS4045¢c

Full color: 5.4 seconds / B&W: 3.6 seconds
- IMC6010/GS4160c

Full color: 4.2 seconds / B&W: 2.9 seconds
-« IMC7010

Full color: 4.3 seconds / B&W: 2.9 seconds

@ Rregion B(Taiwan)

- IMC2010/C2510

Full color: 7.4 seconds / B&W: 5.1 seconds
- IMC3010/C3510

Full color: 6.9 seconds / B&W: 4.5 seconds
- IMC4510

Full color: 5.4 seconds / B&W: 3.6 seconds
- IMC6010

Full color: 4.2 seconds / B&W: 2.9 seconds

Copy/print
speed (per
minute)

@D Region A (mainly Europe)

« IM C2010/C2010A: 20 sheets/minute
« IM C2510/C2510A: 25 sheets/minute
« IM C3010/C3010A: 30 sheets/minute
« IM C3510/C3510A: 35 sheets/minute
« IM C4510/C4510A: 45 sheets/minute
« IM C5510/C5510A: 55 sheets/minute
« IM C6010: 60 sheets/minute

419



10. Specifications

Item

Specifications

« IM C7010: 70 sheets/minute
@ Region A (mainly Asia 1)/ @Fesion B(mainly North America and
Taiwan)

« IM C2010: 20 sheets/minute
IM C2510/C25193J: 25 sheets/minute
IM C3010: 30 sheets/minute
IM C3510/C35193J: 35 sheets/minute
IM C4510: 45 sheets/minute
IM C6010: 60 sheets/minute

- IM C7010: 70 sheets/minute
*1 Except for China.

@) Region A\ (China)

- IM C2010/GS4020c: 20 sheets/minute
IM C2510/GS4025¢c: 25 sheets/minute
IM C3010/GS4030c: 30 sheets/minute
IM C3510: 35 sheets/minute
IM C4510/GS4045c: 45 sheets/minute
IM C6010/GS4160c: 60 sheets/minute
- IM C7010: 70 sheets/minute

(A4D, 81/, x 1107)

Maximum
original size

@ Region AL (mainly Europe and Asia)/ @Region B(Taiwan)
A3

@region B (mainly North America)

11x17

Original
scanning area

« Exposure Glass
2
—2—>

1
v

DZW7e8
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Item

Specifications

1. Vertical: Up to 297 mm (11.7 inches)
2. Horizontal: Upto 432 mm (17. 1 inches)
 ARDF

€——2—>
1
v

DZwW78g

1. Vertical: 128 t0 297 mm (5.1 to 11.7 inches)
2. Horizontal
« Copy function: 128 t0 1,260 mm (5.1 to 49.7 inches)
« Scanner function: 128 to 432 mm (5.1 to 17. 1 inches)

« Facsimile function: 128 to 1,200 mm (5.1 to 47.3
inches)

e One-pass duplex scanning ADF

g s

[
1
v

 —

1. Vertical: 51 t0 297 mm (2.1 to 11.7 inches)

2. Horizontal

« Copy function: 89 t0 1,260 mm (3.6 to 49.7 inches)

« Scanner function: 89 to 432 mm (3.6 to 17.1 inches)

« Facsimile function: 89 to 1,200 mm (3.6 to 47.3
inches)

Originals

Sheet, book, three-dimensional object

Copy size

« Trays 1-2 and the bypass tray:
page 393 "Recommended Paper Sizes and Types"

» Duplex:
A3?, A4, A5, A6, B4 JIST?, B5 JIS, B6 JIST?, 11 x 177, 81/,
x 1402, 81/, x 1302, 81/, x 11, 81/ x 1412, 81/, x 1302, 8 x 13
2,8 x 1052, 7%/4 x 10%/2, 5%/2 x 81217, 8K, 16K, 12 x 1807,
11 x 152,10 x 1452, SRA3?, SRA4, 81/, x 132/57

« Duplex (Custom Size):
Vertical: 90.0-320.0 mm (3.6-12.6 inches)
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Item Specifications
Horizontal: 148.0-457.2 mm (5.9-18.0 inches)
Paper weight « Trays 1-2 and the bypass tray:

page 393 "Recommended Paper Sizes and Types"
« Duplex:
€D Region A (mainly Europe)
« IMC2010/C2010A/C2510/C2510A
52-169 g/m? (Approx. 14 lb. Bond—90 lb. Index) *

« IM
C3010/C3010A/C3510/C3510A/C4510/C4510A/C5510/C5510
A/C6010

52-256 g/m? (Approx. 14 lb. Bond—-140 lb. Index)™?
- IMC7010
52-256 g/m? (Approx. 14 lb. Bond—140 lb. Index) ™
@ Region A (mainly Asia )
. IM C2010/C2510/C25193
52-169 g/m? (Approx. 14 lb. Bond—90 lb. Index) *
- IM C3010/C3510/C35193/C4510/C6010
52-256 g/m? (Approx. 14 lb. Bond—140 lb. Index)™?
*2 Except for China.
@ Region B(mainly North America and Taiwan)
. IM C2010/C2510
52-169 g/m? (Approx. 14 lb. Bond—90 lb. Index) "*
- IM C3010/C3510/C4510/C6010
52-256 g/m? (Approx. 14 lb. Bond—140 lb. Index) ™
. IMC7010
52-256 g/m? (Approx. 14 lb. Bond—140 lb. Index) ™
@ Region A (China)
. IM C2010/C2510/GS4020c/GS4025¢
52-169 g/m2 (Approx. 14 lb. Bond—90 b. Index)
. IM C3010/C3510/C4510/C6010/GS4030c/GS4045¢/GS4160c
52-256 g/m2 (Approx. 14 lb. Bond-140 lb. Index)"*
. IMC7010
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Item

Specifications

52-256 g/m2 (Approx. 14 |b. Bond-140 lb. Index)*1

For details about and recommendations concerning thick paper, see
page 403 "Thick Paper Orientation and Recommended Status".

*1 Paper types that cannot be used for two-sided/book print:
envelopes, label paper, matte coated paper, and glossy coated paper

Missing image

1 y

area (Copy) | —— =% = ¥ 1
Print area
2
. 2
- - - «1
4 3 DZX710
1. Leading edge: 4.2 £1.5 mm (0.17 +0.06 inches)
2. Trailing edge: 0.5-6.0 mm (0.02-0.24 inches)
Trailing edge (Banner sheet): 0.5-10.0 mm (0.02-0.4 inches)
3. Right edge: 0.5-4.0 mm (0.02-0.16 inches)
4. Left edge: 0.5-4.0 mm (0.02-0.16 inches)
Paper output A4 or smaller: 500 sheets (80 g/m?)
capacity of the )
internal tray B4 JIS or larger: 250 sheets (80 g/m*~)
Preset @ Region A (mainly Europe and Asia)/ @Regien B(Taiwan)

reproduction
ratio

Preset reproduction ratios (%):
- Enlargement: 400, 200, 141,122, 115
 Full size: 100
« Reduction: 93, 82, 75, 71, 65, 50, 25
@ Region B(mainly North America)
Preset reproduction ratios (%):
- Enlargement: 400, 200, 155,129, 121
 Full size: 100

« Reduction: 93, 85, 78, 73, 65, 50, 25
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Item

Specifications

Reproduction
ratio (zoom)

From 25-400% in increments of 1%

Resolution 600 x 600dpi
(scanning

originals)

Resolution 600 x 600dpi
(copying)

Tone 256 tones

Paper capacity
(80 g/m?,
Approx. 20 lb.
Bond)

page 393 "Recommended Paper Sizes and Types"

Continuous
Copy run

1-999 sheets

Duplex

Standard

Power
requirements

@ Region A (mainly Europe and Asia)
220-240V, 10 A, 50/60 Hz

@ Region B(mainly North America)
120-127V,12 A, 60 Hz

@ Region B(Taiwan)

110V, 20 A, 60Hz

Power
consumption
(Main unit only)

@D Region A (mainly Europe)

- IMC2010/C2010A/C2510/C2510A
Ready: 37.7 W
During printing: 412 W (IM C2010/C2010A)
During printing: 449 W (IM C2510/C2510A)
Maximum: 1700 W or less

-« IMC3010/C3010A/C3510/C3510A
Ready: 38.5W
During printing: 464 W (IM C3010/C3010A)
During printing: 501 W (IM C3510/C3510A)
Maximum: 1700 W or less

- IMC4510/C4510A
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Item

Specifications

Ready: 40.5W

During printing: 577 W

Maximum: 1850 W or less
- IMC5510/C5510A

Ready: 40.6 W

During printing: 726 W

Maximum: 1850 W or less
« IMC6010

Ready: 40.1 W

During printing: 763 W

Maximum: 1850 W or less
-« IMC7010

Ready: 39.1 W

During printing: 902 W

Maximum: 1850 W or less

The power level when the main switch is turned off and the power
cord is plugged into an outlet: 1 W or less

@ region A (mainly Asia %)

- IMC2010/C2510/C25193

Ready: 37.7 W

During printing: 412 W (IM C2010)
During printing: 449 W (IM C2510/C25197J)

Maximum: 1700 W or less

- IMC3010/C3510/C35193

Ready: 38.5W

During printing: 464 W (IM C3010)
During printing: 501 W (IM C3510/C35197J)

Maximum: 1700 W or less
- IMC4510

Ready: 40.5W

During printing: 577 W

Maximum: 1850 W or less
- IMC6010
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Item

Specifications

Ready: 40.1 W
During printing: 763 W
Maximum: 1850 W or less

The power level when the main switch is turned off and the power
cord is plugged into an outlet: 1 W or less

*1 Except for China.
@ Region B(mainly North America and Taiwan)

- IMC2010/C2510
Ready: 40.9 W
During printing: 421 W (IM C2010)
During printing: 462 W (IM C2510)
Maximum: 1584 W or less

- IMC3010/C3510
Ready: 46.2 W
During printing: 473 W (IM C3010)
During printing: 488 W (IM C3510)
Maximum: 1584 W or less

- IMC4510/C6010
Ready: 47.2 W
During printing: 582 W (IM C4510)
During printing: 748 W (IM C6010)
Maximum: 1584 W or less

-« IMC7010
Ready: 54.2 W
During printing: 905 W
Maximum: 1584 W or less

The power level when the main switch is turned off and the power
cord is plugged into an outlet: 1 W or less

@ Region A (China)
- IMC2010/C2510/GS4020c/GS4025¢
Ready: 37.7 W
During printing: 412 W (IM C2010/GS4020c)
During printing: 449 W (IM C2510/GS4025¢c)

Maximum: 1700 W or less
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Item

Specifications

- IMC3010/C3510/GS4030c
Ready: 38.5W
During printing: 464 W (IM C3010/GS4030c)
During printing: 501 W (IM C3510)
Maximum: 1700 W or less
- IMC4510/GS4045c
Ready: 40.5W
During printing: 577 W
Maximum: 1850 W or less
- IMC6010/GS4160c
Ready: 40.1 W
During printing: 763 W
Maximum: 1850 W or less
- IMC7010
Ready: 39.1 W
During printing: 902 W
Maximum: 1850 W or less

The power level when the main switch is turned off and the power
cord is plugged into an outlet: 1 W or less

Power
consumption
(Complete
system)

@D Region A (mainly Europe)

- IM
C2010/C2010A/C2510/C2510A/C3010/C3010A/C3510/C3510
A

Maximum: 1700 W or less

- IMC4510/C4510A/C5510/C5510A/C6010
Maximum: 1850 W or less

- IMC7010
Maximum: 1850 W or less

« The complete system of the IM
C2010/C2010A/C2510/C2510A/C3010/C3010A/C3510/C3510
A consists of the main unit, one-pass duplex scanning ADF,
lower paper trays, large capacity tray, internal tray 2, internal
multi-fold unit, and Booklet Finisher SR3330.
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Item

Specifications

« The complete system of the IM
C4510/C4510A/C5510/C5510A/C6010 consists of the main
unit, one-pass duplex scanning ADF, lower paper trays, large
capacity tray, internal tray 2, internal multi-fold unit, and
Booklet Finisher SR3350.

« The complete system of the IM C7010 consists of the main unit,
one-pass duplex scanning ADF, lower paper trays, large capacity
tray, internal tray 2, internal multi-fold unit, and Booklet Finisher
SR3350.

@ region A\ (mainly Asia™)

- IMC2010/C2510/C2519J3/C3010/C3510/C3519J
Maximum: 1700 W or less

- IMC4510/C6010
Maximum: 1850 W or less

« The complete system of the IM
C2010/C2510/C25193/C3010/C3510/C3519J consists of the
main unit, one-pass duplex scanning ADF, lower paper trays,
large capacity tray, internal tray 2, internal multi-fold unit, and
Booklet Finisher SR3330.

« The complete system of the IM C4510/C6010 consists of the
main unit, one-pass duplex scanning ADF, lower paper trays,
large capacity tray, internal tray 2, internal multi-fold unit, and
Booklet Finisher SR3350.

*1 Except for China.
@ Region B(mainly North America and Taiwan)

Maximum: 1584 W or less

« The complete system of the IM C2010/C2510/C3010/C3510
consists of the main unit, one-pass duplex scanning ADF, lower
paper trays, large capacity tray, internal tray 2, internal multi-
fold unit, and Booklet Finisher SR3330.

« The complete system of the IM C4510/C6010 consists of the
main unit, one-pass duplex scanning ADF, lower paper trays,
large capacity tray, internal tray 2, internal multi-fold unit, and
Booklet Finisher SR3350.

« The complete system of the IM C7010 consists of the main unit,
one-pass duplex scanning ADF, lower paper trays, large capacity
tray, internal tray 2, internal multi-fold unit, and Booklet Finisher
SR3350.

@@ Region A (China)
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Item Specifications

-« IM C2010/C2510/C3010/C3510/GS4020c/GS4025¢/GS4030c
Maximum: 1700 W or less

« IM C4510/C6010/GS4045¢/GS4160c
Maximum: 1850 W or less

- IMC7010
Maximum: 1850 W or less

« The complete system of the IM
C2010/C2510/C3010/C3510/GS4020c/GS4025¢/GS4030c¢
consists of the main unit, one-pass duplex scanning ADF, lower
paper trays, large capacity tray, internal tray 2, internal multi-
fold unit, and Booklet Finisher SR3330.

e The complete system of the IM
C4510/C6010/GS4045¢c/GS4160c consists of the main unit,
one-pass duplex scanning ADF, lower paper trays, large capacity
tray, internal tray 2, internal multi-fold unit, and Booklet Finisher
SR3350.

« The complete system of the IM C7010 consists of the main unit,
one-pass duplex scanning ADF, lower paper trays, large capacity
tray, internal tray 2, internal multi-fold unit, and Booklet Finisher
SR3350.

Dimensions @D Region A (mainly Europe)

-« IM C2010/C2510/C3010/C3510/C4510/C5510 (W x D x Hup
to ADF):

587 x 701 x 913 mm (23.2 x 27.6 x 36.0 inches)

« IMC2010A/C2510A/C3010A/C3510A/C4510A/C5510A/C6010
(W x D x Hup to ADF):

587 x 701 x 963 mm (23.2 x 27.6 x 38.0 inches)
« IMC7010 (W x D x H up to ADF):
587 x 724 x 963 mm (23.2 x 28.6 x 38.0 inches)
@ Region A (mainly Asia™)
« IM C2010/C2510/C25193/C3519J (W x D x H up to ADF):
587 x 701 x 913 mm (23.2 x 27.6 x 36.0 inches)
« IMC3010/C3510/C4510/C6010 (W x D x H up to ADF):
587 x 701 x 963 mm (23.2 x 27.6 x 38.0 inches)
*1 Except for China.

@ Region B(mainly North America)
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Item

Specifications

. IM C2010 (W x D x H up to ADF):
587 x 701 x 913 mm (23.2 x 27.6 x 36.0 inches)
- IM C2510/C3010/C3510/C4510/C6010 (W x D x H up to ADF):
587 x 701 x 963 mm (23.2 x 27.6 x 38.0 inches)
« IMC7010 (W x D x H up to ADF):
587 x 724 x 963 mm (23.2 x 28.6 x 38.0 inches)
@) Region A\ (China)

- IM
C2010/C2510/C3010/C3510/C4510/GS4020c/GS4025¢/GS40
30c/GS4045¢c(W x D x H up to exposure glass):

587 x 701 x 788 mm (23.2 x 27.6 x 31.1 inches)

« IMC6010/GS4160c (W x D x H up to ADF):
587 x 701 x 963 mm (23.2 x 27.6 x 38.0 inches)

« IMC7010 (W x D x H up to ADF):
587 x 724 x 963 mm (23.2 x 28.6 x 38.0 inches)

@ Region B(Tajwan)

« IM C2010/C2510 (W x D x H up to ADF):
587 x 701 x 913 mm (23.2 x 27.6 x 36.0 inches)

« IMC3010/C3510/C4510/C6010 (W x D x H up to ADF):
587 x 701 x 963 mm (23.2 x 27.6 x 38.0 inches)

Space for main
unit
(W x D)

IM
C2010/C2010A/C2510/C2510A/C25193/C3010/C3010A/C3510/C3
510A/C3519J/C4510/C4510A/C5510/C5510A/C6010/GS4020c/GS
4025c¢/GS4030c/GS4045¢/GS4160c:

1,104 x 701 mm (43.5 x 27.6 inches) or less (When the bypass tray,
external bypass tray, and output trays are open.)

IM C7010:

1,104 x 724 mm (43.5 x 28.6 inches) or less (When the bypass tray,
external bypass tray, and output trays are open.)

Noise emission
(Sound power
level: Main unit
only)

@D Region A (mainly Europe)
- IMC2010/C2010A
Stand-by: 17.6 dB
Copying: 58.4 dB
- IMC2510/C2510A
Stand-by: 17.6 dB
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Copying: 58.7 dB

- IMC3010/C3010A
Stand-by: 17.6 dB
Copying: 59.4 dB

-« IMC3510/C3510A
Stand-by: 17.5 dB
Copying: 59.9 dB

- IMC4510/C4510A
Stand-by: 17.5 dB
Copying: 62.0 dB

- IMC5510/C5510A/C6010
Stand-by: 17.5 dB
Copying: 64.4 dB

- IMC7010
Stand-by: 17.7 dB
Copying: 68.5 dB

@ Region A (mainly Asia™h)

- IMC2010
Stand-by: 17.6 dB
Copying: 58.4 dB

- IM(C2510/C2519J
Stand-by: 17.6 dB
Copying: 58.7 dB

- IMC3010
Stand-by: 17.6 dB
Copying: 59.4 dB

- IMC3510/C3519J
Stand-by: 17.5 dB
Copying: 59.9 dB

- IMC4510
Stand-by: 17.5 dB
Copying: 62.0 dB

- IMC6010
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Item Specifications

Stand-by: 17.5 dB
Copying: 64.4 dB
*1 Except for China.
@ Region B(mainly North America and Taiwan)
- IMC2010
Stand-by: 17.6 dB
Copying: 58.4 dB
- IMC2510
Stand-by: 17.6 dB
Copying: 58.7 dB
- IMC3010
Stand-by: 17.6 dB
Copying: 59.4 dB
- IMC3510
Stand-by: 17.5 dB
Copying: 59.9 dB
- IMC4510
Stand-by: 17.5 dB
Copying: 62.0 dB
- IMC6010
Stand-by: 17.5 dB
Copying: 64.4 dB

+ M C7010

Stand-by: 17.7 dB
Copying: 68.5 dB
@ Region A\ (China)

- IM C2010/GS4020c
Stand-by: 17.6 dB
Copying: 58.4 dB

- IM C2510/GS4025¢c
Stand-by: 17.6 dB
Copying: 58.7 dB

- IMC3010/GS4030c
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Stand-by: 17.6 dB
Copying: 59.4 dB

- IMC3510
Stand-by: 17.5 dB
Copying: 59.9 dB

- IM C4510/GS4045c
Stand-by: 17.5 dB
Copying: 62.0 dB

- IMC6010/GS4160c
Stand-by: 17.5 dB
Copying: 64.4 dB

- IMC7010
Stand-by: 17.7 dB
Copying: 68.5 dB

Noise emission
(Sound power
level: Complete
system)

@ Region A (mainly Europe)

- IM C2010/C2010A
Stand-by: 19.0 dB
Copying: 65.9 dB

- IM C2510/C2510A
Stand-by: 18.0 dB
Copying: 66.7 dB

-« IMC3010/C3010A
Stand-by: 19.9 dB
Copying: 67.3 dB

-« IMC3510/C3510A
Stand-by: 18.8 dB
Copying: 68.2 dB

- IMC4510/C4510A
Stand-by: 19.1 dB
Copying: 69.5 dB

- IMC5510/C5510A
Stand-by: 19.4 dB
Copying: 70.3 dB
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« IMC6010
Stand-by: 19.5 dB
Copying: 70.9 dB

- IMC7010
Stand-by: 19.1 dB
Copying: 72.4 dB

@ Region A (mainly Asia™t)

- IMC2010
Stand-by: 19.0 dB
Copying: 65.9 dB

« IM(C2510/C25193
Stand-by: 18.0 dB
Copying: 66.7 dB

- IMC3010
Stand-by: 19.9 dB
Copying: 67.3 dB

- IMC3510/C3519J
Stand-by: 18.8 dB
Copying: 68.2 dB

- IMC4510
Stand-by: 19.1 dB
Copying: 69.5 dB

- IMC6010
Stand-by: 19.5 dB
Copying: 70.9 dB

*1 Except for China.
@ Region B(mainly North America and Taiwan)

- IMC2010
Stand-by: 19.0 dB
Copying: 65.9 dB

- IMC2510
Stand-by: 18.0 dB
Copying: 66.7 dB
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IM C3010
Stand-by: 19.9 dB
Copying: 67.3 dB
IM C3510
Stand-by: 18.8 dB
Copying: 68.2 dB
IM C4510
Stand-by: 19.1 dB
Copying: 69.5 dB
IM C6010
Stand-by: 19.5 dB
Copying: 70.9 dB
IM C7010
Stand-by: 19.1 dB
Copying: 72.4 dB

@@ Region A\ (China)
- IMC2010/GS4020c

Stand-by: 19.0 dB
Copying: 65.9 dB
IM C2510/GS4025¢
Stand-by: 18.0 dB
Copying: 66.7 dB
IM C3010/GS4030c
Stand-by: 19.9 dB
Copying: 67.3 dB
IM C3510
Stand-by: 18.8 dB
Copying: 68.2 dB
IM C4510/GS4045c¢
Stand-by: 19.1 dB
Copying: 69.5 dB
IM C6010/GS4160c
Stand-by: 19.5 dB
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Copying:70.9 dB

-« IMC7010
Stand-by: 19.1 dB
Copying: 72.4 dB

Noise emission | @ Region A(mainly Europe)

(Sound - IM C2010/C2010A

pressure level:

Main unit only) Stand-by: 3.0 dB

Copying: 44.5 dB

« IMC2510/C2510A
Stand-by: 3.0 dB
Copying: 45.4 dB

-« IMC3010/C3010A
Stand-by: 3.2 dB
Copying: 45.7 dB

-« IMC3510/C3510A
Stand-by: 3.1 dB
Copying: 46.1 dB

- IMC4510/C4510A
Stand-by: 3.2 dB
Copying: 48.4 dB

- IMC5510/C5510A
Stand-by: 2.9 dB

Copying: 50.4 dB

- IMC6010
Stand-by: 2.9 dB
Copying: 50.3 dB

- IMC7010
Stand-by: 3.1 dB
Copying: 53.6 dB

@ region A\ (mainly Asia™)

- IMC2010
Stand-by: 3.0 dB
Copying: 44.5 dB
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« IM(C2510/C25193
Stand-by: 3.0 dB
Copying: 45.4 dB

- IMC3010
Stand-by: 3.2 dB
Copying: 45.7 dB

- IMC3510/C3519J
Stand-by: 3.1 dB
Copying: 46.1 dB

- IMC4510
Stand-by: 3.2 dB
Copying: 48.4 dB

- IMC6010
Stand-by: 2.9 dB
Copying: 50.3 dB

*1 Except for China.
@ Region B(mainly North America and Taiwan)

- IMC2010
Stand-by: 3.0 dB
Copying: 44.5 dB

- IMC2510
Stand-by: 3.0 dB
Copying: 45.4 dB

- IMC3010
Stand-by: 3.2 dB
Copying: 45.7 dB

- IMC3510
Stand-by: 3.1 dB
Copying: 46.1 dB

- IMC4510
Stand-by: 3.2 dB
Copying: 48.4 dB

- IMC6010
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Stand-by: 2.9 dB
Copying: 50.3 dB
- IMC7010
Stand-by: 3.1 dB
Copying: 53.6 dB
@) Region A (China)

- IMC2010/GS4020c

Stand-by: 3.0 dB
Copying: 44.5 dB

- IMC2510/GS4025¢c

Stand-by: 3.0 dB
Copying: 45.4 dB

- IMC3010/GS4030c

Stand-by: 3.2 dB
Copying: 45.7 dB
- IMC3510
Stand-by: 3.1 dB
Copying: 46.1 dB

- IMC4510/GS4045¢c

Stand-by: 3.2 dB
Copying: 48.4 dB

- IMC6010/GS4160c

Stand-by: 2.9 dB
Copying: 50.3 dB
- IMC7010
Stand-by: 3.1 dB
Copying: 53.6 dB

Noise emission
(Sound
pressure level:
Complete
system)

@D Region A (mainly Europe)
« IMC2010/C2010A

Stand-by: 3.0 dB
Copying: 51.8 dB

- IMC2510/C2510A

Stand-by: 3.4 dB
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Copying: 52.7 dB
- IMC3010/C3010A
Stand-by: 3.1 dB
Copying: 52.7 dB
« IMC3510/C3510A
Stand-by: 3.1 dB
Copying: 53.4dB
« IMC4510/C4510A
Stand-by: 3.0 dB
Copying: 54.2 dB
« IMC5510/C5510A
Stand-by: 3.6 dB
Copying: 55.2 dB
- IMC6010
Stand-by: 3.0 dB
Copying: 55.8 dB
- IMC7010
Stand-by: 3.2 dB
Copying: 57.5dB
@ region A\ (mainly Asia™)
- IMC2010
Stand-by: 3.0 dB
Copying: 51.8 dB
« IMC2510/C25193J
Stand-by: 3.4 dB
Copying: 52.7 dB
- IMC3010
Stand-by: 3.1 dB
Copying: 52.7 dB
« IMC3510/C35193
Stand-by: 3.1 dB
Copying: 53.4 dB
- IMC4510
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Stand-by: 3.0 dB
Copying: 54.2 dB
- IMC6010
Stand-by: 3.0 dB
Copying: 55.8 dB
*1 Except for China.

@ Region B(mainly North America and Taiwan)

- IMC2010
Stand-by: 3.0 dB
Copying: 51.8 dB

- IMC2510
Stand-by: 3.4 dB
Copying: 52.7 dB

-« IMC3010
Stand-by: 3.1 dB
Copying: 52.7 dB

- IMC3510
Stand-by: 3.1 dB
Copying: 53.4 dB

- IMC4510
Stand-by: 3.0 dB
Copying: 54.2 dB

- IMC6010
Stand-by: 3.0 dB
Copying: 55.8 dB

- IMC7010
Stand-by: 3.2 dB
Copying: 57.5 dB

@ Region A\ (China)

- IM C2010/GS4020c
Stand-by: 3.0 dB
Copying: 51.8 dB

- IM C2510/GS4025¢c
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Stand-by: 3.4 dB
Copying: 52.7 dB

- IMC3010/GS4030c
Stand-by: 3.1 dB
Copying: 52.7 dB

-« IMC3510
Stand-by: 3.1 dB
Copying: 53.4 dB

- IM C4510/GS4045c
Stand-by: 3.0 dB
Copying: 54.2 dB

- IMC6010/GS4160c
Stand-by: 3.0 dB
Copying: 55.8 dB

- IMC7010
Stand-by: 3.2 dB
Copying: 57.5 dB

Noise emission | @ Region A(mainly Europe)

(Sound

pressure level) « Sound power levels and sound pressure levels are actual values
measured in accordance with ISO 7779.

« Sound pressure levels are measured from the position of the
bystander.

« The complete system of the IM C2010/C2010A/C2510/C2510A
consists of the main unit, one-pass duplex scanning ADF,
internal tray 2, lower paper trays, and Internal Finisher SR3310.

« The complete system of the IM C3010/C3010A/C3510/C3510A
consists of the main unit, one-pass duplex scanning ADF,
internal tray 2, bridge unit, lower paper trays, large capacity tray,
and Booklet Finisher SR3330.

« The complete system of the IM
C4510/C4510A/C5510/C5510A/C6010 consists of the main
unit, one-pass duplex scanning ADF, internal tray 2, bridge unit,
lower paper trays, large capacity tray, and Booklet Finisher
SR3350.
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Item

Specifications

« The complete system of the IM C7010 consists of the main unit,
one-pass duplex scanning ADF, internal tray 2, bridge unit, lower
paper trays, large capacity tray, and Booklet Finisher SR3350.

@ Region A (mainly Asia™t)

« Sound power levels and sound pressure levels are actual values
measured in accordance with ISO 7779.

« Sound pressure levels are measured from the position of the
bystander.

« The complete system of the IM C2010/C2510/C2519J consists
of the main unit, one-pass duplex scanning ADF, internal tray 2,
lower paper trays, and Internal Finisher SR3310.

« The complete system of the IM C3010/C3510/C3519J consists
of the main unit, one-pass duplex scanning ADF, internal tray 2,
bridge unit, lower paper trays, large capacity tray, and Booklet
Finisher SR3330.

« The complete system of the IM C4510/C6010 consists of the
main unit, one-pass duplex scanning ADF, internal tray 2, bridge
unit, lower paper trays, large capacity tray, and Booklet Finisher
SR3350.

*1 Except for China.

& Region B(mainly North America and Taiwan)

« Sound power levels and sound pressure levels are actual values
measured in accordance with ISO 7779.

« Sound pressure levels are measured from the position of the
bystander.

« The complete system of the IM C2010/C2510 consists of the
main unit, one-pass duplex scanning ADF, internal tray 2, lower
paper trays, and Internal Finisher SR3310.

« The complete system of the IM C3010/C3510 consists of the
main unit, one-pass duplex scanning ADF, internal tray 2, bridge
unit, lower paper trays, large capacity tray, and Booklet Finisher
SR3330.

« The complete system of the IM C4510/C6010 consists of the
main unit, one-pass duplex scanning ADF, internal tray 2, bridge
unit, lower paper trays, large capacity tray, and Booklet Finisher
SR3350.
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Item

Specifications

« The complete system of the IM C7010 consists of the main unit,
one-pass duplex scanning ADF, internal tray 2, bridge unit, lower
paper trays, large capacity tray, and Booklet Finisher SR3350.

@resion A (China)

« Sound power levels and sound pressure levels are actual values
measured in accordance with ISO 7779.

« Sound pressure levels are measured from the position of the
bystander.

« The complete system of the IM
C2010/C2510/GS4020c/GS4025¢ consists of the main unit,
one-pass duplex scanning ADF, internal tray 2, lower paper
trays, and Internal Finisher SR3310.

« The complete system of the IM C3010/C3510/GS4030c
consists of the main unit, one-pass duplex scanning ADF,
internal tray 2, bridge unit, lower paper trays, large capacity tray,
and Booklet Finisher SR3330.

« The complete system of the IM
C4510/C6010/GS4045¢c/GS4160c consists of the main unit,
one-pass duplex scanning ADF, internal tray 2, bridge unit, lower
paper trays, large capacity tray, and Booklet Finisher SR3350.

« The complete system of the IM C7010 consists of the main unit,
one-pass duplex scanning ADF, internal tray 2, bridge unit, lower
paper trays, large capacity tray, and Booklet Finisher SR3350.

Weight

@D Region A (mainly Europe)

- IMC2010/C2510
Approx. 90 kg (198.5 |b.)
- IMC2010A/C2510A
Approx. 97 kg (213.9 b.)
- IMC3010/C3510
Approx. 93 kg (205.1 lb.)
-« IMC3010A/C3510A
Approx. 100 kg (220.5 lb.)
- IM C4510/C5510
Approx. 95 kg (209.5 Ib.)
- IM C4510A/C5510A/C6010
Approx. 101 kg (222.7 lb.)
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Item

Specifications

- IMC7010
Approx. 102 kg (224.9 |b.)
@ Region A (mainly Asia L)
« IM C2010/C2510/C2519]
Approx. 90 kg (198.5 |b.)
- IMC3010/C3510/C3519]
Approx. 100 kg (220.5 lb.)
« IM C4510/C6010
Approx. 101 kg (222.7 lb.)
*1 Except for China.
@ Region B(mainly North America)
- IMC2010
Approx. 90 kg (198.5 lb.)
- IMC2510
Approx. 97 kg (213.9 lb.)
- IMC3010/C3510
Approx. 100 kg (220.5 b.)
- IMC4510/C6010
Approx. 101 kg (222.7 lb.)
- IMC7010
Approx. 102 kg (224.9 |b.)
@ Region A (China)
« IM C2010/C2510/GS4020c/GS4025¢
Approx. 82 kg (180.8 lb.)
- IMC3010/C3510/GS4030c
Approx. 85 kg (187.4 |b.)
« IM C4510/GS4045¢
Approx. 86 kg (189.6 |b.)
- IMC6010/GS4160c
Approx. 101 kg (222.7 lb.)
- IMC7010
Approx. 102 kg (224.9 |b.)
@ Region B(Taiwan)
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Item

Specifications

- IM C2010/C2510
Approx. 90 kg (198.5 lb.)

- IMC3010/C3510
Approx. 100 kg (220.5 lb.)

- IM C4510/C6010
Approx. 101 kg (222.7 lb.)

Specifications for the Document Server

Item Specifications

Internal Approx. 25 GB

storage Maximum: 9,000 pages (Total number of pages that can be stored

(SDocur)nent with all functions combined.)

erver

Copy/B&W/A4 original: Approx. 9,000 pages
Copy/Full Color/A4 original: Approx. 2,000 pages
Printer/Full Color/A4/600 dpi, 2 bits: Approx. 9,000 pages
Scanner/Full Color/A4/200 dpi, 8 bits/JPEG: Approx. 9,000 pages
(Under the printer and scanner modes, the number of the pages that
can be stored depends on the print image and original.)

Maximum 3,000 documents

number of

stored

documents

Number of Maximum: 2,000 pages

pages Copy/B&W/A4 original: Approx. 2,000 pages

supported by | o ier/Ba 00 dpi, 4 bits: 2,000

memory Printer/B&W/A4/6 pi, 4 bits: Approx. 2, pages

sorting (Under the printer mode, the number of pages that can be sorted
depends on the print image.)

 After the documents have been stored up to the maximum, no more document can
be stored. Delete unneeded documents.

Specifications for Facsimile

This function may not be used depending on the telephone line or area status.
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e To connect the machine to the network, use a LAN cable supporting 1000BASE-T,
100BASE-TX, and 10BASE-T. The length of the usable cable is up to 200 m.

Fax Transmissions and Reception

Item Specifications
Standard G3
Resolution « Standard: 8 x 3.85 lines/mm, 200 x 100 dpi (Standard

character), 8 x 7.7 lines/mm, 200 x 200 dpi (Detail character)
« Optional: 8 x 15.4 lines/mm, 16 x 15.4 lines/mm, 400 x 400 dpi
(Super Fine character) ™

Transmission
time

3 seconds at 28,800 bps, Standard resolution (JBIG transmission: 2
seconds)

scanning size

Data MH, MR, MMR, JBIG 2

compression

method

Maximum Standard: A3 or11 x 172

original size Custom (w x h): 297 x 1,200 mm (11.7 x 47.3 inches)
Maximum 297 x 1,200 mm (11.7 x 47.3 inches)

Print process

Laser beam scanning and electro-photographic printing

Transmission
speed

33,600/31,200/ 28,800/ 26,400/ 24,000/ 21,600/ 19,200/
16,800/14,400/ 12,000/ 9,600/ 7,200/ 4,800/ 2,400 bps (auto
shift down system)

*1 For Super Fine transmission, a fax memory unit is required.

*2 JBIG transmission cannot be performed if the JBIG reception and ECM functions are
not available on the destination fax. The ECM function is valid for communication over

the G3 line.

Internet Fax Transmissions and Reception

Item Specifications
Network - Standard:
Ethernet (10BASE-T/100BASE-TX/1000BASE-T)
« Option:

IEEE802.11a/b/g/n/ac wireless LAN interface
Wired LAN and wireless LAN cannot be used at the same time.
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Scanning width

Item Specifications
Transmit E-mail
function
Scan line « Standard: 200 x 100 dpi (Standard character), 200 x 200 dpi
density (Detail character)
« Optional: 200 x 400 dpi, 400 x 400 dpi (Super Fine
character) ™™
Original size: | 297 mm (A3E)%, 257 mm (B4 JISE?) 1, 210 mm (A4?)

Communicatio
n Protocols

« Transmission:
SMTP, TCP/IP
« Reception:
POP3, SMTP, IMAP4, TCP/IP

E-mail format

Single/Multi-part, MIME Conversion
Attached file forms: TIFF-F (MH, MR*l, MMR™? compression)

Internet
communication

Send and receive e-mail with a computer that has an e-mail address

Encryption
method (for
forwarding)

S/MIME

Internet Fax
send functions:

Automatic conversion of sent documents to e-mail format and e-mail
transmission. Memory transmission only.

Internet Fax
receive
functions

Automatic detection and printing of appended TIFF-F (MH) files and
ASCII text.

Memory reception only.

*1 Full mode

*2 For superfine-character transmission, a fax memory unit is required.

IP-Fax Transmissions and Reception

Item Specifications
Network  Standard:
Ethernet (10BASE-T/100BASE-TX/1000BASE-T)
« Option:

IEEEB02.11a/b/g/n/ac wireless LAN interface

447



10. Specifications

Item Specifications
Wired LAN and wireless LAN cannot be used at the same time.
Scan line « Standard: 8 x 3.85 lines/mm, 200 x 100 dpi (Standard
density character), 8 x 7.7 lines/mm, 200 x 200 dpi (Detail character)
« Optional: 8 x 15.4 lines/mm, 16 x 15.4 lines/mm, 400 x 400 dpi

(Super Fine character) ™
Maximum Standard: A3 or11 x 1717
original size Custom (w x h): 297 x 1,200 mm (11.7 x 47.3 inches)
Maximum 297 x 1,200 mm (11.7 x 47.3 inches)

scanning size

Transmission

Recommendation: T.38, TCP, UDP/IP communication, SIP (RFC

protocol 3261 compliant), H.323 v2

Compatible IP-Fax compatible machines

machines

IP-Fax Specify an IP address and send faxes to an IP-Fax compatible fax

transmission through a network.

function Also capable of sending faxes to a G3 fax connected to a telephone
line via a VoIP gateway.

IP-Fax Receive faxes sent from an IP-Fax compatible fax through a network.

reception Also capable of receiving faxes from a G3 fax connected to a

function

telephone line via a VoIP gateway.

*1 For detail-character and superfine-character transmission, a fax memory unit is
required.

Validated Peripherals
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Specifications

Gateway (T.38
compliant)

« InnovaPhone VoIP-Gateway IP305
Software version: v7 hotfix (09-70300.17)

« Cisco VoIP-Gateway (Operation confirmed with H.323)
Software version: 10S12.3 (5)

Platform: Cisco2600XM, 3725, 847-4V, 26XX, 36XX, 37XX,
7200, AS5300, ICS 7750

» Siemens VoIP-Gateway RG8300 (Operation confirmed with SIP)

Software version: Version 5

Gatekeeper

« InnovaPhone VoIP-Gateway IP305
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Item Specifications
Software version: v7 hotfix (09-70300.17)
« Cisco Gatekeeper
Software version: 10512.1 (2) T

Platform: Cisco2600XM, 3620, 3640, 3660, 3725, 3745, 7200,
7400

SIP server  Cisco SIP proxy server
Software version: Version 2.0
« Cisco VoIP-Gateway
Software version: 10512.3 (17) a

Platform: Cisco3725 (256Mbyte RAM), Cisco2621XM (128Mbyte
RAM)

 Cisco unified CallManager
Software version: Ver6.2

« InnovaPhone VoIP-Gateway IP305
Software version: v7 hotfix (09-70300.17)

« Siemens HiPath8000 (Operation confirmed with SIP)
Software version: Voice redundant v4

« You can assign multiple addresses of the machine in the IPv6 environment, but only
one address can receive IP-fax.

« The SIP connection is specified to connect to either IPv4 or IPv6 depending on the
environment of the machine. To change the setting, contact your local dealer.

E-mail Transmission and Folder Transmission (Fax (Classic) only)

Item Specifications
Network - Standard:
Ethernet (10BASE-T/100BASE-TX/1000BASE-T)
 Option:

IEEEB02.11a/b/g/n/ac wireless LAN interface

Wired LAN and wireless LAN cannot be used at the same time.

Scan.line « Standard: 200 x 100 dpi (Standard character)®, 200 x 200 dpi
density (Detail character)

- Optional: 200 x 400 dpi, 400 x 400 dpi (Super Fine character)?
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scanning size
(w x h)

Item Specifications
Maximum Standard: A3LY or11 x 177
original size Custom (w x h): 297 x 1,200 mm (11.7 x 47.3 inches)
Maximum 297 x 1,200 mm (11.7 x 47.3 inches)

E-mail
transmission
protocols

SMTP, TCP/IP

Protocols for
sending files to
folders

SMB, FTP, TCP/IP

E-mail format

Single/Multi-part, MIME Conversion

File formats

TIFF (MH, MR, MMR compression), PDF, PDF/A

When you select PDF or PDF/A for the file format, you can attach a
digital signature.

Authentication
methods

SMTP-AUTH, POP before SMTP

Encryption
method

S/MIME

E-mail sending

Automatically converts documents to e-mail format and sends them

functions as e-mail.

Sending to Sends scanned files over the network to shared folders or FTP server
folder folders.

functions

*1 When you send documents in TIFF format.

*2 For detail-character and superfine-character transmission, a fax memory unit is

required.

E-mail Reception

Item Specifications
Network - Standard:
Ethernet (10BASE-T/100BASE-TX/1000BASE-T)
« Option:

IEEEB02.11a/b/g/n/ac wireless LAN interface
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Item Specifications
Wired LAN and wireless LAN cannot be used at the same time.
E-mail POP3, SMTP, IMAP4, TCP/IP
reception
protocols (Mail
to Print)

E-mail format

Single/Multi-part, MIME Conversion

File formats
(Mail to Print)

JPEG (JFIF), PDF

Authentication | A-POP

methods

Encryption S/MIME

method

E-mail Automatically detects and outputs JPEG and PDF documents
receiving attached to received e-mail.

functions

Specifications for Printer

Item

Specifications

Printing speed

@D Region A\ (mainly Europe)

« IM C2010/C2010A: 20 sheets/minute
IM C2510/C2510A: 25 sheets/minute
IM C3010/C3010A: 30 sheets/minute
IM C3510/C3510A: 35 sheets/minute
IM C4510/C4510A: 45 sheets/minute
IM C5510/C5510A: 55 sheets/minute
IM C6010: 60 sheets/minute

« IM C7010: 70 sheets/minute
@ Region A (mainly Asia 1)/ @Resion B(mainly North America and
Taiwan)

« IM C2010: 20 sheets/minute

« IM C2510/C25193J: 25 sheets/minute

« IM C3010: 30 sheets/minute

« IM C3510/C35193J: 35 sheets/minute
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Item

Specifications

IM C4510: 45 sheets/minute
IM C6010: 60 sheets/minute
IM C7010: 70 sheets/minute

*1 Except for China.
@ Region A\ (China)

IM C2010/GS4020c: 20 sheets/minute
IM C2510/GS4025c: 25 sheets/minute
IM C3010/GS4030c: 30 sheets/minute
IM C3510: 35 sheets/minute

IM C4510/GS4045c: 45 sheets/minute
IM C6010/GS4160c: 60 sheets/minute
IM C7010: 70 sheets/minute

(A4D), 81/2 x 1107, plain paper, one-side printing)

Resolution

200 dpi, 300 dpi, 400 dpi, 600 dpi, 1,200 dpi

Printer
language

Standard:

PCL5c/6(XL), PostScript 3 Emulation, PDF Emulation, MediaPrint
(JPEG, TIFF)

Option:

Genuine Adobe PostScript 3, PDF Direct from Adobe, PictBridge,
IPDS, XPS

Interface

Standard:

IM
C2010/C2010A/C2510/C2510A/C25193/C3010/C3010A/C351
0/C3510A/C35193/C4510/C4510A/C5510/C5510A/C6010/GS
4020c¢/GS4025¢/GS4030¢/GS4045¢/GS4160c:

Ethernet (10BASE-T/100BASE-TX/1000BASE-T)

USB2.0 (Type A) port

USB2.0 (Type B) port

USB2.0 (Type A) port (on the control panel)

IM C7010:

@ Region A (mainly Europe and Asia t)/@Resion B(mainly North
America and Taiwan)

Ethernet (10BASE-T/100BASE-TX/1000BASE-T)

USB2.0 (Type A) port
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Item

Specifications

USB3.2 Genl (Type B) port
USB2.0 (Type A) port (on the control panel)
*1 Except for China.
@ Rregion A (China)
Ethernet (10BASE-T/100BASE-TX/1000BASE-T)
USB2.0 (Type A) port
USB2.0 (Type B) port
USB2.0 (Type A) port (on the control panel)
« Option:
IEEE 802.11a/b/g/n/ac wireless LAN interface
File format converter

Device Server option

Network
protocol

TCP/IP (IPv4, IPv6)

USB interface

IM
C2010/C2010A/C2510/C2510A/C25193/C3010/C3010A/C3510/C3
510A/C3519J3/C4510/C4510A/C5510/C5510A/C6010/GS4020c/GS
4025¢/GS4030¢/GS4045¢/GS4160c:

« Transmission spec:
USB 2.0 Standard
- Connectable device:
Devices corresponding to USB 2.0 Standard
IM C7010:
@ Region A (mainly Europe and Asia 1)/ @Resion B(mainly North America
and Taiwan)
« Transmission spec:
USB2.0, USB3.2 Gen1 Standard
« Connectable device:
Devices corresponding to USB2.0, USB3.2 Gen1 Standard
*1 Except for China.
@) Region A\ (China)
« Transmission spec:
USB 2.0 Standard

« Connectable device:
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Item Specifications
Devices corresponding to USB 2.0 Standard
Operating « Windows 8.1/10/11
system - Windows Server 2012/2012 R2/2016/2019/2022
e macO0S 10.14 or later
Fonts « PCL 5¢/6(XL): 80 fonts, 13 International fonts

« PostScript 3 Emulation: 80 fonts, 13 International fonts
« PDF Emulation: 80 fonts, 13 International fonts

« Genuine Adobe PDF: 136 fonts

« Genuine Adobe PostScript 3: 136 fonts

- IPDS: 108 fonts

Store function

Total number of documents that can be stored: Up to 100
documents

Number of pages for each document that can be stored: Up to 2,000
pages

Total number of pages of all documents that can be stored: Up to
9,000 pages

Sort function

Number of pages that can be sorted: Up to 2,000 pages

Number of copies that can be sorted: Up to 999 copies

« To connect the machine to the network, use a LAN cable supporting 1000BASE-T,
100BASE-TX, and 10BASE-T. The maximum length for the cable connecting the
machine to an Ethernet network is 100 meters.

« When the resolution is 1200 dpi, the printing speed may be slower for the IM
C2010/C2010A/C2510/C2510A/C25193/C3010/C3010A/C3510/C3510A/C35197/

GS4020c/GS4025¢/GS4030c.

Specifications for Scanner

« To connect the machine to the network, use a LAN cable supporting 1000BASE-T,
100BASE-TX, and 10BASE-T. The length of the usable cable is up to 200 m.

Scanning

Item

Specifications

Type

Full-color scanner
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Item

Specifications

Scan method

Flatbed scanning

Image sensor
type

CMOS Image Sensor

Scan type

Sheet, book, three-dimensional object

Original sizes
that can be
scanned

« Exposure glass

Length: 10-297 mm (0.4-11.6 inches), Width: 10-432 mm
(0.4-17.0 inches)

« ARDF

Length: 128-297 mm (5.1-11.6 inches), Width: 128-432 mm
(5.1-17.0 inches)

e One-pass duplex scanning ADF

Length: 51-297 mm (2.1-11.6 inches), Width: 89-432 mm
(3.6—17.0 inches)

Scan sizes
automatically
detectable

e Exposure glass
@ region A (mainly Europe and Asia)/ @Resion B(Taiwan)
A3D?, A4, A5D), B4 JISDY, B5 J1S
@ Region B(mainly North America)
11 x 1702, 8%/, x 1402, 81/, x 1321502, 81/, x 11, 5/2 x 81/,0
« ARDF
@region A (mainly Europe and Asia)/ @Region B(Taiwan)
A3?, A4, A5, B4 JISI?, B5 JIS, B6 J1S, 11 x 1712, 8%/, x 11,
8l/2 x 1307
@ Region B(mainly North America)
A3, A4, 11 x 1707, 81/, x 1402, 81/, x 11, 71/a x 10Y/,2, 5Y/2
x 812,10 x 1452
e One-pass duplex scanning ADF
@region A (mainly Europe and Asia)/ @Region B(Taiwan)
A3L?, A4, A5, A6D), A7, B4 JISE?, B5 JIS, B6 JIS, B7 JIS, 11 x
1707, 81/, x 11, 8%/ x 137, Business Card™?
@ Region B(mainly North America)
A3D?, A4, 11 x 1702, 81/, x 1412, 81/, x 11, 714 x 101/,.2, 5%/,
x 8%/2, 10 x 1452, Business Card™

Scan speed

« ARDF
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Item

Specifications

« When scanning A4L) (black and white, full color)
80 pages/minute
« When scanning 8> x 110 (black and white, full color)
79 pages/minute
When using the E-mail, Scan to Folder, WSD (Push Type), or Scan to

Removable device (Original size: A4D/81/2 x 11, Resolution: 200
dpi/300 dpi)

« Black and white

Original Type: B & W two-value, Compression (MMR):
Compressed, ITU-T Nol Chart

e Full color

Original type: Text / Photo, Compression (Gray Scale / Full
Color): Default, Original Chart

Scanning speed differs depending on the operating environment of
the machine and computer, scan settings, and the content of
originals.

« One-pass duplex scanning ADF

« When scanning one-sided originals (black and white, full
color, Resolution: 200 dpi)

150 pages/minute

« When scanning two-sided originals (black and white, full
color, Resolution: 200 dpi)

300 pages/minute

« When scanning one-sided originals (black and white, full
color, Resolution: 300 dpi)

120 pages/minute

« When scanning two-sided originals (black and white, full
color, Resolution: 300 dpi)

220 pages/minute
When using the E-mail, Scan to Folder, WSD (Push Type), or Scan to
Removable device (Original size: A4D/8Y/5 x 11)
- Black and white

Original Type: B & W two-value, Compression (MMR):
Compressed, ITU-T Nol Chart

« Full Color
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Item

Specifications

Original type: Text/Photo, Compression (Gray Scale/Full
Color): Default, Original Chart

Scanning speed differs depending on the operating environment of
the machine and computer, scan settings, and the content of
originals.

Tone

e Black & White: 2 tones
« Full Color/Gray Scale: 256 tones

compression
type for black

Basic scanning | 600 dpi
resolution:
Image MH, MR, MMR, JBIG2

and white
(two-value)
Image JPEG
compression
type for gray
scale/full color
Interface « Standard:
Ethernet (10BASE-T/100BASE-TX/1000BASE-T)
USB 2.0 (Type A) port (on the control panel)
« Option:
IEEE 802.11a/b/g/n/ac wireless LAN interface
Wired LAN and wireless LAN cannot be used at the same time.
Network TCP/IP
protocol
WSD Supported
DSM Supported™®

*1 The function can be used only in Scanner (Classic).

E-mail transmission

Item Specifications
Scanning 100 dpi, 200 dpi, 300 dpi, 400 dpi, 600 dpi
resolution
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Item Specifications

Protocol’™? POP, SMTP2, IMAP4

Output format | TIFF, JPEG, PDF, High Compression PDF, PDF/A, Searchable PDF >4

*1 Supporting Web mail transmission
*2 Supporting SMTP over SSL
*3 To perform OCR, the OCR unit is required.

*4 The number of characters that can be scanned optically is about 40,000 characters
per page.
« When you select [PDF], [High Comp. PDF], or [PDF/A] for the file format, you can

attach a digital signature. You can also specify the security settings for [PDF] or
[High Comp. PDF].

See "Scanning an Original as a PDF with Security Settings Specified", User Guide in
English.

« To specify High Compression PDF for the PDF type, the following settings are
required:

Selecting Gray Scale or Full Color for [Original Type] under [Send Settings]
Selecting [100%] for [Scan Ratio] under [Send Settings]

Selecting [200 dpi], [300 dpi], [400 dpi], or [600 dpi] for [Resolution] under
[Send Settings]

Selecting other than [Preview]

Specifying [PDF File Type: PDF/A Fixed] under [Settings] ®» [System Settings]
» [Settings for Administrator] ® [File Management] to [Off]

Scan to Folder

Item Specifications
Scanning 100 dpi, 200 dpi, 300 dpi, 400 dpi, 600 dpi
resolution
Protocol SMB, FTP

Output format | TIFF, JPEG, PDF, High Compression PDF, PDF/A, Searchable PDF %"

Operating - Windows 8.1/10/11
system

« Windows Server 2012/2012 R2/2016/2019/2022
« mac0S 10.14 or later

*1 To perform OCR, the OCR unit is required.
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*2 The number of characters that can be scanned optically is about 40,000 characters
per page.
« When you select [PDF], [High Comp. PDF], or [PDF/A] for the file format, you can

attach a digital signature. You can also specify the security settings for [PDF] or
[High Comp. PDF].

See "Scanning an Original as a PDF with Security Settings Specified", User Guide in
English.

« To specify High Compression PDF for the PDF type, the following settings are
required:

» Selecting Gray Scale or Full Color for [Original Type] under [Send Settings]
» Selecting [100%] for [Scan Ratio] under [Send Settings]

» Selecting [200 dpi], [300 dpi], [400 dpi], or [600 dpi] for [Resolution] under
[Send Settings]

« Selecting other than [Preview]
« Specifying [PDF File Type: PDF/A Fixed] under [Settings] ®» [System Settings]
» [Settings for Administrator] ™ [File Management] to [Off]

Network TWAIN Scanner

Item Specifications
Scanning 100-1,200 dpi
resolution
Protocol TCP/IP
Operating  Windows 8.1/10/11
system « Windows Server 2012/2012 R2/2016/2019/2022

(TWAIN scanner runs in 32-bit compatible mode on a 64-bit
operating system, so TWAIN scanner is not compatible with 64-bit
applications. Use 32-bit applications. IC card Authentication System
is not compatible with 64-bit operating system.)

*1 The maximum resolution depends on the scan size.

WIA scanner

Item Specifications

Scanning 100-1,200 dpi™*
resolution

(Main scanning
x Sub-
scanning)
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Item Specifications
Protocol TCP/IP
Operating « Windows 8.1/10/11
system « Windows Server 2012/2012 R2/2016/2019/2022

(WIA scanner can function under both 32- and 64-bit operating
systems.)

*1 The maximum resolution depends on the scan size.

Specifications for One-pass Duplex Scanning ADF

Item Specifications
Mode Batch mode, SADF mode, Mixed Sizes mode, Custom Size originals
mode, Original Orientation mode, Original Thickness mode
Original size @ Region A (mainly Europe and Asia)/ @ Regien B(Taiwan)

A3EP-A7C2, B4 J1SP-B8 J1S, 11 x 177-8%/5 x 11, Business Card
=

@ Region B(mainly North America)
11 x 172-5%/, x 8%/, A3L?-A4, Business Card?

Original weight

« One-sided originals
Larger than A6: 38-220 g/m? (Approx. 10 lb. Bond-80 b. Cover)
A6 or smaller: 64-220 g/m? (Approx. 16 lb. Bond-80 lb. Cover)
e Two-sided originals

Larger than A6: 52-220 g/m? (Approx. 14 lb. Bond-80 b. Cover)
A6 or smaller: 64-220 g/m? (Approx. 16 lb. Bond-80 lb. Cover)

Number of
originals to be
set

220 sheets (80 g/m2, Approx. 20 lb. Bond)

Power
requirements

Power is supplied from the main unit.

Maximum
power
consumption

90 W or less

Dimensions
(WxDxH)

587 x 520 x 175 mm (23.2 x 20.5 x 6.9 inches)




Machine and Options Specifications

Item

Specifications

Weight

Approx. 15 kg (33.1 lb.)

Specifications for Auto Reverse Document Feeder (ARDF)

Item Specifications
Mode Batch mode, SADF mode, Mixed Sizes mode, Custom Size originals
mode, Original Orientation mode
Original Size @ Region A (mainly Europe and Asia)/ @ Region B(Taiwan)

A3P-A5, B4 JISP-B6 JIS, 11 x 177-8/, x 11
» You cannot scan two sides of B6 JIS originals.

@@ Region B(mainly North America)

11 x 175-5%/; x 81/, A3P-A4

e You cannot scan two sides of B6 JIS originals.

Original weight

1 Sided: 40-128 g/m? (Approx. 11-34 lb. Bond)
Two Sided: 52-128 g/m? (Approx. 14-34 lb. Bond)

Number of
originals to be
set

100 sheets (80 g/m2, Approx. 20 lb. Bond)

Power
requirements

Power is supplied from the main unit.

Maximum
power
consumption

42 W or less

Dimensions 565 x 500 x 125 mm (22.3 x 19.7 x 5.0 inches)
(WxDxH)
Weight Approx. 9 kg (19.9 lb.)
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Specifications for Internal Finisher SR3310

Item Specifications

Paper size A3?, A4, A5, A6C?, B4 J1SD?, B5 J1S, B6 JIST?, 11 x 1702, 81/, x
145,81/, x 1307, 81/, x 11, 8Y/4 x 1417, 8Y/4 x 137, 8 x 137, 8 x
1002, 714 x 10%/2, 5Y/2 x 81202, 41/ x 9%/2, 37 /g x 7%/, C5 Env, C6
Env, DL Env, 8K2, 16K, 12 x 1817, 11 x 1512, 10 x 147, SRA3 D,
SRA4, 81/5 x 13%/52, custom size

Paper weight 52-300 g/m? (Approx. 14 lb. Bond—110 lb. Cover)

Paper sizes A3P, A4, A5, B4 JISE?, B5 JIS, 11 x 1702, 81/, x 1402, 81/, x 1305,

t:?]ftcgn be 81/, x 11, 81/4 x 142, 81/, x 132, 8 x 1312, 8 x 1002, 71/4 x 10%/5,

sSnifte
8K, 16K, 11 x 1517, 10 x 142, SRA4D?, 81/, x 132%/552, custom
size

Paper weight | 64-105 g/m? (Approx. 16-28 lb. Bond)

that can be

shifted

Stack capacity « 500 sheets: A4, 81/> x 11 or smaller

(80 g/mzi . 1

Approx. 20 lb. 250 sheets: B4 JIS, 8%/2 x 14 or larger

Bond)

Staple paper
size

A3P A4, B4 JISD?, B5 J1S, 11 x 1722, 8%/, x 147, 81/, x 1307,
812 x 11, 8Y/4 x 1412, 8114 x 1312, 7114 x 10%/2, 8K?, 16K, 8Y/2 x
132/507

Staple paper
weight

64-105 g/m? (Approx. 16-28 lb. Bond)

(80 g/m?,
Approx. 20 lb.
Bond)

Staple capacity

Without Mixed Size:
- 30 sheets: A3E7, B4 JISI?, 11 x 1717, 81/, x 1452, 81/, x 132,
81/4 x 1417, 814 x 1317, 8K, 81/, x 132/517
« 50 sheets: A4, B5 JIS, 81/2 x 11, 71/4 x 10%/2, 16K
With Mixed Size:
- 30 sheets: A37/A40), B4 J1SEP/B5 J1SD), 11 x 1702/8%/5 x 110

The number of sheets that can be stapled varies depending on the
paper weight setting.




Machine and Options Specifications

Item

Specifications

Stack capacity
after stapling
(80 g/m?,
Approx. 20 lb.
Bond)

A4D, B5 J1SL, 81/2 x 110

e 2-9 sheets: 55-46 sets

e 10-50 sheets: 45-10 sets
A4DP, B5 JISE?, 81/, x 1102

e 2-9 sheets: 55-27 sets

« 10-50 sheets: 25-8 sets
A3D?, B4 J1S?, 11 x 1707, 81/, x 1417:

e 2-9 sheets: 55-27 sets

« 10-30 sheets: 25-8 sets
With Mixed Size:

« 2-30sheets: 55-8 sets

Staple position

Top 1, Bottom 1, Left 2, Top 2

Power
requirements

Power is supplied from the main unit.

Maximum
power
consumption

« 47 W or less (without punch unit)
« 60 W or less (with punch unit)

Dimensions 546 x 523 x 170 mm (21.5 x 20.6 x 6.7 inches)
(W xDxH)
Weight « Approx. 13 kg (28.7 lb.) (without punch unit)

« Approx. 18 kg (39.7 lb.) (with punch unit)

Specifications for Finisher SR3320

Item

Specifications

Paper size for

A3L?, B4 JI1SLF, A4, B5 J1S, A5, B6 JISE?, A6, 12 x 1817, 11 x 17

the finisher 2,11 x 152,10 x 1422, 8%/, x 147, 8%/, x 132, 81/, x 11, 8%/4 x

upper tray 142, 8%/, x 132, 8 x 132, 8 x 1002, 7%/4 x 10%/2, 5/2 x 8%/>
2,8K?, 16K, SRA3E?, SRA4, 81/5 x 13%/5 2, custom size

Paper weight | 52-169 g/m? (Approx. 14 lb. Bond-90 lb. Index)

for the finisher

upper tray
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Item

Specifications

Stack capacity
for the finisher
upper tray (80
g/m?2, Approx.
20 Bond)

« 250 sheets : A4, 81/5 x 11 or smaller
. 50 sheets: B4 JIS, 81/ x 14 or larger

Paper size for

A3L?, B4 JISL?, A4, B5 J1S, A5, B6 JISE?, A6, 12 x 1817, 11 x 17

the finisher ?, 11 x 1502, 10 x 145, 81/, x 1402, 81/, x 1312, 81/, x 11, 81/4 x
shift tray 142, 81/, x 132, 8 x 1312, 8 x 1002, 71/4 x 10Y/2, 5/ x 81/,
Z 8K?, 16K, SRA3?, SRA4, 81/ x 132%/5 2, custom size
Paper weight 52-300 g/m? (Approx. 14 lb. Bond-110 lb. Cover)
for the finisher
shift tray
(without
staple)
Paper sizes A3, B4 JISC?, A4, B5 JIS, A5, 12 x 182,11 x 1712, 11 x 1512, 10
that can be x 1405, 8%/, x 1452, 8%/, x 1357, 8%/, x 11, 8/4 x 1407, 8/4 x 1305,

shifted when
delivered to the
finisher shift
tray

8 x 132, 8 x 1002, 71/4 x 101/5, 51/2 x 81/, P 8KF, 16K, SRA4
2, 81/, x 132%/5 72, custom size

Paper weight
that can be
shifted when
delivered to the
finisher shift
tray

52-300 g/m? (Approx. 14 lb. Bond-110 lb. Cover)

Stack capacity
for the finisher
shift tray (80
g/m?, Approx.
20 Bond)

« 1,000 sheets: A4, 81/, x 11 or smaller:
« 500 sheets: B4 JIS, 8/2 x 14 or larger:

Staple paper
size

A3?, B4 JISL?, A4, B5 J1S, 11 x 1712, 11 x 1517, 10 x 142, 8%/, x
1405, 8%/, x 132, 8%/, x 11, 8Y/4 x 142, 81/, x 1317, 8 x 132, 8 x
1052, 7%/4 x 10Y/2, 8KEZ, 16K, 12 x 187, SRAAL?, 8/, x 13%/5 2,
custom size

Staple paper
weight

. Staple: 52-220 g/m? (Approx. 14 lb. Bond-80 lb. Cover) 2
. Staple-free staple: 64-80 g/m? (Approx. 17-20 lb. Bond)




Machine and Options Specifications

Item

Specifications

Staple capacity
(80 g/m?,
Approx. 20 lb.
Bond)

Staple:
« Without Mixed Size:
- 30 sheets: A32, B4 JIS[?, 11 x 1702, 81/, x 1412, 8 x 13
2, 8%/, x 1302, 8/, x 1412, 81/, x 1312, 11 x 1512, 10 x
140, 8K?, 12 x 1807, SRAAL?, 81/, x 13%/5 7
« 50 sheets: A4, B5 JIS, 8/, x 11, 8 x 1057, 71/4 x 10%/3,
16K
« With Mixed Size:

. 22 sheets: A3L?/A4D), B4 JISTP/B5 JISL), 11 x 1707/8%/5 x
110
Staple-free staple:
. 5sheets: A3L?, A4, B4 JISL?, B5 JIS, 11 x 1712, 8%/, x 1402,
81/, x 1312, 815 x 11, 8/4 x 1412, 8174 x 1302, 71/4 x 101/, 8K
[ 16K, 12 x 1817, 81/, x 13?%/5 @

The number of sheets that can be stapled varies depending on the
paper weight setting.

Stack capacity
after stapling
(80 g/m?,
Approx. 20 lb.
Bond)

Staple:
« 2-9 sheets: 100 sets (A4, B5 JISD), 81/, x 1109)
« 10-50 sheets: 100-20 sets (A4D, B5 J1S0, 8%/> x 1107)

« 10-50 sheets: 50-10 sets (A42, B5 JISE?, 81/, x 117)

. 2-9 sheets: 50 sets (A3L?, A4X, B4 JISL?, B5 JIS?, 11 x 17
L7, 8%/, x 1407, 81/, x 1112)

« 10-30 sheets: 50-10 sets (A3?, B4 JISE?, 11 x 1757, 8%/, x
1459

« 2-22 sheets: 22 sets (With Mixed Size:A37/A40), B4 J1SLP/B5
J1sD, 11 x 1789/8%/, x 110)

Staple-free staple:
« 2-5 sheets: 100 sets (A4DJ, B5 JISD), 81/, x 110)

« 2-5 sheets: 50 sets (A3L?, AalP, B4 J1SEP, B5 JI1SLF, 11 x 17
2, 81/, x 1417, 8/, x 117)

Staple position

« Staple: 3 positions (Top, Bottom, 2 Staples)

- Staple-free staple: Slant
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10. Specifications

Item Specifications

Power Power is supplied from the main unit.
requirements

Maximum IM

power C2010/C2010A/C2510/C2510A/C25193/C3010/C3010A/C3510/C3
consumption 510A/C3519J3/C4510/C4510A/C5510/C5510A/C6010/GS4020¢/GS
4025¢/GS4030c/GS4045¢/GS4160c:

36 Wor less
IM C7010:
42 W or less

Dimensions « 575 x 665 x 960 mm (22.7 x 26.2 x 37.8 inches) (Tray is

(W x D x H) fOI.ded)
» 660 x 665 x 960 mm (26.0 x 26.2 x 37.8 inches) (Tray is
extended.)

(the height to reach the top board)

Weight Approx. 34 kg (75.0 lb.)

*1 You can use two sheets of paper weighing up to 216 g/m? (Approx. 80 lb. Cover) per
set as cover sheets.

« In the following cases, you cannot output 12 x 182 or SRA3L? paper to the
Finisher SR3320 when the internal multi-fold unit is mounted to IM
C2010/C2010A/C2510/C2510A/C25193/GS4020c/GS4025¢c.

« When you select a resolution of 1200dpi
« When you select paper with a thickness of [Thick Paper 1] - [Thick Paper 4]

« When you use banner sheets

e ForIM C2010/C2010A/C2510/C2510A/C25193/GS4020c/GS4025¢, when the
resolution is 1200 dpi, paper with a thickness of [Thick Paper 1] or more is delivered
to internal tray 1. You cannot output the paper to the Finisher SR3320 or Booklet
Finisher SR3330.

Specifications for Booklet Finisher SR3330

Item Specifications

Paper size for | A3C?, B4 JISE?, A4, B5 JIS, A5, B6 JISE?, A6?, 12 x 1817, 11 x 17
the finisher X 11 x 1502, 10 x 1452, 81/, x 1412, 81/, x 1307, 81/, x 11, 8Y/4 x
upper tray 1407, 8/, x 137, 8 x 132, 8 x 1002, 71/4 x 10Y/2, 5/2 x 8/2

¥ 8KE?, 16K, SRA3?, SRA4, 8Y/2 x 13%/5 2, custom size
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Item Specifications
Paper weight | 52-169 g/m? (Approx. 14 lb. Bond-90 Ib. Index)
for the finisher
upper tray

Stack capacity
for the finisher
upper tray (80
g/m?, Approx.
20 lb. Bond)

« 250 sheets : A4, 81/, x 11 or smaller
- 50 sheets: B4 JIS, 81/ x 14 or larger

Paper size for

A3L?, B4 JISLZ, A4, B5 J1S, A5, B6 JISL?, A6L?, 12 x 1817, 11 x 17

the finisher [?, 11 x 1502, 10 x 145, 81/, x 1402, 81/, x 1312, 81/, x 11, 81/4 x
shift tray 143, 81/, x 1312, 8 x 1312, 8 x 1002, 71/4 x 10Y/2, 5/ x 81/,
Z 8K?, 16K, SRA3E?, SRA4, 81/ x 132%/5 2, custom size
Paper weight 52-300 g/m? (Approx. 14 lb. Bond-110 lb. Cover)
for the finisher
shift tray
Paper sizes A3P B4 JISCP, A4, B5 JIS, A5, 12 x 1812, 11 x 1702, 11 x 152, 10
that can be x 140, 8%, x 1402, 81/, x 1312, 81/, x 11, 81/4 x 1452, 81/4 x 1307,

shifted when
delivered to the
finisher shift
tray

8 x 132, 8 x 1012, 7%/4 x 10Y/2, 5%/2 x 81/, P, 8K?, 16K, SRA4LE?,
8%/, x 13%/5 2, custom size

Paper weight
that can be
shifted when
delivered to the
finisher shift
tray

52-300 g/m? (Approx. 14 lb. Bond-110 lb. Cover)

Stack capacity
for the finisher
shift tray (80
g/m?2, Approx.
20 lb. Bond)

« 1,000 sheets: A4, 81/, x 11 or smaller:
- 500 sheets: B4 JIS, 8/2 x 14 or larger:

Staple paper
size

A3?, B4 JISE?, A4, B5 JIS, 11 x 1707, 11 x 1502, 10 x 1412, 8%/, x
1407, 8Y/, x 1312, 8%/, x 11, 8Y/4 x 142, 81/, x 1317, 8 x 132, 8 x
1052, 7174 x 101/2, 8K?, 16K, 12 x 1817, SRA4A?, 81/, x 13?/5 2,
custom size
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Item

Specifications

Staple paper

52-220 g/m? (Approx. 14 lb. Bond-80 lb. Cover)

weight o 5
You can use two sheets of paper weighing up to 216 g/m~ (Approx.
80 lb. Cover) per set as cover sheets.
Staple capacity | Without Mixed Size:
2
(80 g/m”, . 30 sheets: A3D?, B4 JIST?, 11 x 1702, 8%/, x 1417, 8 x 1303,
ggﬁg)’x' 20 b. 81/2 x 1307, 8Y/4 x 1412, 81/, x 132, 11 x 152, 10 x 1412, 8K

2,12 x 187, SRAAL?, 8/, x 13%/5 7
- 50 sheets: A4, B5 JIS, 8/2 x 11, 8 x 1052, 71/, x 101/, 16K
With Mixed Size:
. 22 sheets: A3E2/A40), B4 J1SEP/B5 JISD), 11 x 1759/8Y/, x 110

The number of sheets that can be stapled varies depending on the
paper weight setting.

Stack capacity
after stapling
(80 g/m?,
Approx. 20 lb.
Bond)

Without Mixed Size:
« 2-9 sheets: 100 sets (A4DJ, B5 JISD), 81/2 x 110)
« 10-50 sheets: 100-20 sets (A4D, B5 J1S0, 8%/, x 1107)

« 10-50 sheets: 50-10 sets (A4E7, B5 JISE?, 81/, x 112)
« 2-9 sheets: 50 sets (A3, A4LP, B4 J1SL?, B5 JISLY, 11 x 17
2 81/, x 1412, 81/, x 11)
. 10-30 sheets: 50-10 sets (A3E?, B4 JISL?, 11 x 1702, 81/, x
1405)
With Mixed Size:

. 2-22 sheets: 22 sets (A3LY /A4l), B4 J1SE? /B5 JIS[, 11 x 17
2 /81 x 110)

Staple position

3 positions (Top, Bottom, 2 Staples)

Saddle stitch
paper size

A3, AdP, B4 J1SE2, B5 J1SL2, 11 x 1702, 81/, x 1412, 81/, x 11
L’ 12 x 18¥

Saddle stitch
paper weight

52-105 g/m? (Approx. 14-28 lb. Bond)

You can use two sheets of paper weighing up to 105 g/m? (Approx.
28 lb. Bond) per set as cover sheets.




Machine and Options Specifications

Item

Specifications

Saddle stitch
capacity (80
g/m?2, Approx.
20 lb. Bond)

1 set (15 sheets)

Stack capacity
after saddle
stitching (80
g/m?, Approx.
20 lb. Bond)

« 2-5 sheets: approx. 20 sets
« 6-10 sheets: approx. 10 sets
« 11-15 sheets: approx. 7 sets

(Stack capacity depends on the paper type and use conditions.)

Saddle stitch
position

Center 2 positions

Types of folds

Half Fold

Half fold paper
size

A3, AdP, B4 J1SEP, B5 J1SE2, 11 x 1702, 81/, x 1412, 81/, x 11
7 12 x 182, 81/, x 13?%/5 &

Half fold paper
weight

52-105 g/m? (Approx. 14-28 lb. Bond)

Half fold paper
type

Plain 1, Plain 2, Recycled Paper, Middle Thick, Thin Paper, Color
Paper

Power
requirements

Power is supplied from the main unit.

Maximum
power
consumption

IM
C2010/C2010A/C2510/C2510A/C25193/C3010/C3010A/C3510/C3
510A/C3519J3/C4510/C4510A/C5510/C5510A/C6010/GS4020c/GS
4025¢/GS4030¢/GS4045¢/GS4160c:

36 Wor less
IM C7010:
42 W or less

Dimensions
(W x D x H)

» 575 x 620 x 960 mm (22.7 x 24.5 x 37.8 inches) (Tray is
folded.)

« 660 x 620 x 960 mm (26.0 x 24.5 x 37.8 inches) (Tray is
extended.)

(the height to reach the top board)

Weight

Approx. 44 kg (97.1 b.)
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« The Half Fold function can fold one sheet at a time.

« In the following cases, you cannot output 12 x 182 or SRA3LY paper to the
Booklet Finisher SR3330 when the internal multi-fold unit is mounted to IM
C2010/C2010A/C2510/C2510A/C25193/GS4020c/GS4025¢c.

« When you select a resolution of 1200dpi

« When you select paper with a thickness of [Thick Paper 1] - [Thick Paper 4]

« When you use banner sheets

e ForIM C2010/C2010A/C2510/C2510A/C25193/GS4020c/GS4025¢, when the
resolution is 1200 dpi, paper with a thickness of [Thick Paper 1] or more is delivered
to internal tray 1. You cannot output the paper to the Finisher SR3320 or Booklet
Finisher SR3330.

« ForIM C2010/C2010A/C2510/C2510A/C25193/GS4020c/GS4025¢, when the
internal multi-fold unit is mounted, you cannot use banner sheets that are wider
than 297 mm (11.7 inch).

« For IM C7010, when the internal multi-fold unit is mounted, you cannot use banner
sheets that are wider than 297 mm (11.7 inch).

Specifications for Finisher SR3340

Item

Specifications

Paper size for

A3D?, B4 JI1SLF, A4, B5 J1S, A5, B6 JISE?, A6, 12 x 1817, 11 x 17

the finisher 2,11 x 152,10 x 1422, 8%/, x 147, 8%/, x 1312, 81/, x 11, 8%/4 x
upper tray 1452, 81/, x 132, 8 x 137, 8 x 102, 7%/4 x 10%/2, 5%/2 x 82/>
Z 8K?, 16K, SRA3L?, SRA4, 81/ x 132%/5 2, custom size
Paper weight | 52-220 g/m? (Approx. 14 lb. Bond-80 b. Cover)
for the finisher
upper tray

Stack capacity
for the finisher
upper tray (80
g/m?2, Approx.
20 lb. Bond)

« 250 sheets : A4, 81/5 x 11 or smaller
- 50 sheets: B4 JIS, 81/ x 14 or larger

Paper size for
the finisher
shift tray:

A3D?, B4 JISD?, A4, B5 JIS, A, B6 JISE?, A6L?, 12 x 1817, 11 x 17
X 11 x 1502, 10 x 1452, 81/, x 1412, 81/, x 1307, 81/, x 11, 8Y/4 x
1402, 81/, x 1312, 8 x 1302, 8 x 1057, 71/4 x 101/, 51/2 x 8Y/2

2 8KE?, 16K, SRA3?, SRA4, 8Y/2 x 13%/5 17, custom size
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Item Specifications
Paper weight 52-300 g/m? (Approx. 14 lb. Bond-110 lb. Cover)
for the finisher
shift tray
(without
staple)
Paper sizes A3LY, B4 JISY, A4, B5 JIS, A5, 12 x 187,11 x 1707, 11 x 1512, 10
that can be x 1402, 81/, x 142, 81/, x 1312, 81/, x 11, 81/4 x 1412, 81/4 x 1312,

shifted when
delivered to the
finisher shift
tray

8 x 132, 8 x 1012, 7%/4 x 10Y/2, 5%/2 x 81/, BP,8K?, 16K, SRA4LE,
8%/, x 13%/5 2, custom size

Paper weight
that can be
shifted when
delivered to the
finisher shift
tray

52-300 g/m? (Approx. 14 lb. Bond-110 lb. Cover)

Stack capacity
for the finisher
shift tray (80
g/m?2, Approx.
20 lb. Bond)

3,000 sheets: A4DJ, 81/, x 110

1,500 sheets: A3L7, B4 JISE?, A4LP B5 J1S, 12 x 1817, 11 x 17
7,81/, x 1417, 81/, x 117, SRA3?

« 500 sheets: A5/

« 100 sheets: A52, A6?, B6 JISE?, 51/, x 81/, &

Staple paper
size

A3L?, B4 JISL?, A4, B5 J1S, 11 x 1712, 11 x 1517, 10 x 1412, 81/, x
140, 8%/, x 1302, 81/, x 11, 8%/4 x 1412, 81/4 x 1317, 8 x 1307, 8 x
1052, 7Y/4 x 10%/2, 8KD?, 16K, SRAAL?, 81/5 x 132/5 2, custom size
When using staple-free staples, the following paper sizes cannot be

used for double stitch:

B5 JISE?, 81/4 x 1412, 81/, x 1312, 8 x 1317, 8 x 107, 7Y/4 x 10/
2, 16K

Staple paper
weight

- Staple
52-105 g/m? (Approx. 14-28 lb. Bond)

You can use two sheets of paper weighing up to 256 g/m?
(Approx. 140 lb. Index) per set as cover sheets.

- Staple-free staple

64-80 g/m? (Approx. 17-20 b. Bond)
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Item

Specifications

Staple capacity
(80 g/m?,
Approx. 20 lb.
Bond)

Staple
- Without Mixed Size:
« 65 sheets: A3LY B4 JISE?, A4, B5 J1S, 11 x 177,11 x 15
7,10 x 1407, 8%/, x 1407, 8%/, x 1302, 8%/, x 11, 8Y/4 x 14
7, 81/4 x 1317, 8 x 1317, 8 x 1002, 7%/4 x 10%/2, 8K,
16K, SRA4LZ, 81/, x 13%/5 7
« With Mixed Size:
. 65 sheets: A3EP/A40), B4 J1SEP/B5 JISD), 11 x 17E7/8%/5 x
110
Staple-free staple (Slant)
- Without Mixed Size:

IM
C2010/C2010A/C2510/C2510A/C25193/C3010/C3010A/C351
0/C3510A/C35193/C4510/C4510A/C5510/C5510A/C6010/GS
4020c/GS4025¢/GS4030¢/GS4045¢/GS4160c(with the
Stapleless Unit Type M52 installed):
« 5sheets: A3?, A4, B4 JISE?, B5 J1S, 11 x 177,8%/, x 14
2, 8%/, x 1302, 81/, x 11, 8%/4 x 1407, 8%/4 x 1307, 8 x 13
2, 8 x 1002, 71/4 x 10Y/,, 8K, 16K, 11 x 152,10 x 14
¥ SRA4D?, 81/, x 13%/5 &2
IM
C4510/C4510A/C5510/C5510A/C6010/GS4045¢/GS4160c(wit
h the Stapleless Unit Type M58 installed):
« 10 sheets: A3D2, A4, B4 JISC?, B5 J1S, 11 x 172,81/, x 14
2, 81/, x 1302, 81/, x 11, 81/4 x 1407, 81/4 x 137, 8 x 13
2, 8 x 1002, 71/4 x 10/, 8K, 16K, 11 x 1517, 10 x 14
7, SRA4E?, 81/, x 13%/5 P
IM C7010:

- 10 sheets: A3?, A4, B4 JISI?, B5 JIS, 11 x 1707,81/, x 14
2 81/, x 1312, 8%/, x 11, 8/4 x 1412, 8%/, x 1307, 8 x 13
2,8 x 1002, 71/4 x 10/, 8K, 16K, 11 x 1517, 10 x 14
[, SRA4D?, 81/5 x 132%/5 2P
« With Mixed Size:




Machine and Options Specifications

Item

Specifications

IM
C2010/C2010A/C2510/C2510A/C25193/C3010/C3010A/C351
0/C3510A/C35193/C4510/C4510A/C5510/C5510A/C6010/GS
4020c¢/GS4025¢/GS4030¢/GS4045¢/GS4160c(with the
Stapleless Unit Type M52 installed):

- 5sheets: A3?/A4D), B4 J1STP/B5 J1SD, 11 x 1709/8%/, x
110

IM
C4510/C4510A/C5510/C5510A/C6010/GS4045¢c/GS4160c(wit
h the Stapleless Unit Type M58 installed):

. 10 sheets: A32/A40), B4 J1S2/B5 J1SD, 11 x 172/81/5 x
110
IM C7010:

- 10 sheets: A3E2/A4D7, B4 J1S2/B5 J1S[), 11 x 177/8%/; x
110

Staple-free staple (2 Staples)
« Without Mixed Size:
IM
C2010/C2010A/C2510/C2510A/C25193/C3010/C3010A/C351
0/C3510A/C35193/C4510/C4510A/C5510/C5510A/C6010/GS
4020¢/GS4025¢/GS4030¢/GS4045¢/GS4160c(with the
Stapleless Unit Type M52 installed):
« 4 sheets: A3D2, A4, B4 JISE2, B5 J1SDJ, 11 x 1702,81 /> x 14
2, 81/, x 1302, 81/, x 11, 71/4 x 10Y/,0, 8K, 16KD, 11 x
157,10 x 1402, SRA4D?, 81/, x 13%/5 @
IM
C4510/C4510A/C5510/C5510A/C6010/GS4045¢/GS4160c(wit
h the Stapleless Unit Type M58 installed):
« 8sheets: A3D?, A4, B4 JISE?, B5 J1S0, 11 x 172,81/, x 14
2, 81/, x 1302, 81/, x 11, 71/4 x 10Y/,0, 8K, 16K, 11 x
157,10 x 142, SRA4D?, 81/, x 13%/5 &
IM C7010:

. 8sheets: A3Z, A4, B4 JISE?, B5 J1S[J, 11 x 1757,8%/»> x 14
2 81/, x 1312, 8%/, x 11, 71/4 x 101/20, 8KE?, 16KDJ, 11 x
1502, 10 x 1452, SRA4?, 8/, x 1325 P
« With Mixed Size:
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10. Specifications

Item

Specifications

IM
C2010/C2010A/C2510/C2510A/C25193/C3010/C3010A/C351
0/C3510A/C3519J3/C4510/C4510A/C5510/C5510A/C6010/GS
4020c¢/GS4025¢/GS4030¢/GS4045¢/GS4160c(with the
Stapleless Unit Type M52 installed):

- 4 sheets: A37/A4D), B4 J1STP/B5 J1SD, 11 x 1709/8%/, x
110

IM
C4510/C4510A/C5510/C5510A/C6010/GS4045¢c/GS4160c(wit
h the Stapleless Unit Type M58 installed):

. 8sheets: A32/A40, B4 J1STP/B5 JISD), 11 x 1759/8%/5 x
110
IM C7010:
« 8sheets: A3P/A40, B4 J1SP/B5 J1SD), 11 x 1752/8Y/, x
110

The number of sheets that can be stapled varies depending on the
paper weight setting.

Stack capacity
after stapling
(80 g/m?,
Approx. 20 lb.
Bond)

Staple
« Without Mixed Size:

« 2-19 sheets: 150 sets (A4D), 81/> x 11[7)
« 20-65 sheets: 150-46 sets (A4, 8%/ x 110)
« 2-14 sheets: 100 sets (A4?, B5 JIS, 8/, x 11)

- 15-65 sheets: 100-23 sets (A4E2, B5 JIS, 8%/, x 1107)
« 2-14 sheets: 100 sets (other size paper)
« 15-65 sheets: 100-23 sets (other size paper)
« With Mixed Size:
« 2-65 sheets: 30 sets (A3L2/A40), B4 J1SLP/B5 J1S[), 11 x
1709/8%/, x 110)
Staple-free staple

« 2-5 sheets: 150 sets (A4D, 81/ x 110)

- 2-5 sheets: 100 sets (A4D?, B5 JIS, 81/2 x 112)
« 2-5 sheets: 100 sets (other size paper)

When performing staple-free stapling (slant) with the following
machines, the maximum number of sheets that can be stapled is 10
sheets.




Machine and Options Specifications

Item

Specifications

- IM
C4510/C4510A/C5510/C5510A/C6010/GS4045¢c/GS4160c(wit
h the Stapleless Unit Type M58 installed)

-« IMC7010

Staple position

- Staple
5 positions (Top, Top Slant, Slant, Bottom, 2 Staples)
- Staple-free staple

2 positions (Slant, 2 Staples)

Power
requirements

Power is supplied from the main unit.

Maximum
power
consumption

64 W or less

Dimensions » 651 x 670 x 960 mm (25.7 x 26.4 x 37.8 inches) (Tray is
(W x D x H) folded.)
« 754 x 670 x 960 mm (29.7 x 26.4 x 37.8 inches) (Tray is
extended.)
(the height to reach the top board)
Weight « Approx. 36 kg (79.4 |b.) (without punch unit)

« Approx. 39 kg (86.0 Lb.) (with punch unit)

Specifications for Booklet Finisher SR3350

Item

Specifications

Paper size for

A3D?, B4 JI1SLP, A4, B5 J1S, A5, B6 JISE?, A6, 12 x 1817, 11 x 17

the finisher ?, 11 x 1502, 10 x 1402, 81/, x 140, 81/, x 1312, 81/, x 11, 81/4 x
upper tray 1452, 81/, x 132, 8 x 137, 8 x 102, 7%/4 x 10%/2, 5%/2 x 82/>
Z 8K?, 16K, SRA3?, SRA4, 81/ x 132%/5 2, custom size
Paper weight | 52-220 g/m? (Approx. 14 lb. Bond-80 lb. Cover)
for the finisher
upper tray
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10. Specifications

Item

Specifications

Stack capacity
for the finisher
upper tray (80
g/m?2, Approx.
20 lb. Bond)

« 250 sheets : A4, 81/5 x 11 or smaller
. 50 sheets: B4 JIS, 81/ x 14 or larger

Paper size for

A3L?, B4 JISL?, A4, B5 J1S, A5, B6 JISE?, A6, 12 x 1817, 11 x 17

the finisher ?, 11 x 1502, 10 x 145, 81/, x 1402, 81/, x 1312, 81/, x 11, 81/4 x
shift tray 142, 81/, x 132, 8 x 1312, 8 x 1002, 71/4 x 10Y/2, 5/ x 81/,
Z 8K?, 16K, SRA3L?, SRA4, 81/, x 132%/5 2, custom size
Paper weight 52-300 g/m? (Approx. 14 lb. Bond-110 lb. Cover)
for the finisher
shift tray
Paper sizes A3? B4 JIS?, A4, B5 JIS, A5, 12 x 1812, 11 x 172, 11 x 157, 10
that can be x 140, 8%, x 1402, 81/, x 1312, 81/, x 11, 81/4 x 1402, 81/4 x 1307,

shifted when
delivered to the
finisher shift
tray

8 x 132, 8 x 1012, 7%/4 x 101/2, 5%/2 x 81/, 2 8K?, 16K, SRA4LE?,
8%/, x 13%/5 2, custom size

Paper weight
that can be
shifted when
delivered to the
finisher shift
tray

52-300 g/m? (Approx. 14 lb. Bond-110 lb. Cover)

Stack capacity
for the finisher
shift tray (80
g/mz, Approx.
20 lb. Bond)

3,000 sheets: A4, 8%/2 x 110

1,500 sheets: A3E?, B4 JISE?, A4, B5 JIS, 12 x 1852, 11 x 17
2, 8%/, x 142, 8%/, x 112 ,SRA3D?

« 500 sheets: A5/

« 100 sheets: A5E2, A6Z, B6 JISEZ, 51/, x 81/, &

Staple paper
size

A3?, B4 JISL?, A4, B5 J1S, 11 x 1712, 11 x 1502, 10 x 1412, 8%/, x
140, 8%/, x 1302, 81/, x 11, 8%/4 x 1412, 81 /4 x 1317, 8 x 137, 8 x
1052, 7Y/4 x 10%/2, 8KE?, 16K, SRAAL?, 81/5 x 132/5 2, custom size
When using staple-free staples, the following paper sizes cannot be

used for double stitch:

B5 JISD?, 81/4 x 1412, 81/, x 1312, 8 x 1312, 8 x 102, 7Y/4 x 10%/>
2 16K




Machine and Options Specifications

Item

Specifications

Staple paper
weight

- Staple
52-105 g/m? (Approx. 14-28 lb. Bond)

You can use two sheets of paper weighing up to 256 g/m?
(Approx. 80 lb. Cover) per set as cover sheets.

- Staple-free staple

64-80 g/m? (Approx. 17-20 lb. Bond)

Staple capacity
(80 g/m?,
Approx. 20 lb.
Bond)

Staple
« Without Mixed Size:
. 65 sheets: A3L?, B4 JISL?, A4, B5 JIS, 11 x 1712, 11 x 15
X 10 x 1412, 8%/, x 1457, 81/, x 1312, 8Y/, x 11, 8Y/4 x 14
2 81/, x 1312, 8 x 1312, 8 x 1002, 7%/4 x 10%/2, 8KE?,
16K, SRA4E?, 81/, x 1325 7
« With Mixed Size:
. 65 sheets: A3L?/A40), B4 J1STP/B5 J1SD, 11 x 1702/8Y/, x
110
Staple-free staple (Slant)
« Without Mixed Size:

IM
C2010/C2010A/C2510/C2510A/C25193/C3010/C3010A/C351
0/C3510A/C35193/C4510/C4510A/C5510/C5510A/C6010/GS
4020c/GS4025¢/GS4030¢/GS4045¢/GS4160c(with the
Stapleless Unit Type M52 installed):
« 5sheets: A3D2, A4, B4 JISE?, B5 J1S, 11 x 172,8%/, x 14
2, 81/, x 1302, 81/, x 11, 81/4 x 1457, 81/4 x 137, 8 x 13
2, 8 x 1002, 71/4 x 10Y/,, 8K, 16K, 11 x 152,10 x 14
7, SRA4D?, 8%/, x 13%/5 P
IM
C4510/C4510A/C5510/C5510A/C6010/GS4045¢/GS4160c(wit
h the Stapleless Unit Type M58 installed):
« 10 sheets: A3D2, A4, B4 JISC?, B5 JIS, 11 x 172,81/, x 14
2, 81/, x 1302, 81/, x 11, 81/4 x 1407, 81/4 x 1317, 8 x 13
2, 8 x 1002, 71/4 x 10Y/2, 8K, 16K, 11 x 157,10 x 14
7 SRA4E?, 81/, x 13%/5 P
IM C7010:
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10. Specifications

Item

Specifications

. 10 sheets: A3?, A4, B4 JIS?, B5 JIS, 11 x 177,81/, x 14
7 81/, x 1312, 81/, x 11, 8/, x 1412, 8%/, x 1307, 8 x 13
2 8 x 1052, 71/4 x 101/2, 8K, 16K, 11 x 1557, 10 x 14
7, SRAAD?, 815 x 13%/5 7

« With Mixed Size:

IM
C2010/C2010A/C2510/C2510A/C2519J/C3010/C3010A/C351
0/C3510A/C3519J/C4510/C4510A/C5510/C5510A/C6010/GS
4020c/GS4025¢/GS4030c/GS4045¢/GS4160c(with the
Stapleless Unit Type M52 installed):

. 5sheets: A37/A40), B4 J1SP/B5 J1SD, 11 x 1767/8%/, x
110

IM
C4510/C4510A/C5510/C5510A/C6010/GS4045¢/GS4160c(wit
h the Stapleless Unit Type M58 installed):

- 10 sheets: A3E?/A407, B4 J1S2/B5 J1S[J, 11 x 1707/8%/; x
110

IM C7010:

- 10 sheets: A3E2/A407, B4 J1SE2/B5 J1S[J, 11 x 1707/8%/; x
110

Staple-free staple (2 Staples)
- Without Mixed Size:

IM
C2010/C2010A/C2510/C2510A/C25193/C3010/C3010A/C351
0/C3510A/C35193/C4510/C4510A/C5510/C5510A/C6010/GS
4020c/GS4025¢/GS4030¢/GS4045¢/GS4160c(with the
Stapleless Unit Type M52 installed):

. 4 sheets: A3D?, A4, B4 J1SE2, B5 J1SDJ, 11 x 1707,8/5 x 14
2, 81/, x 1302, 81/, x 11, 71/4 x 10%/,0, 8K, 16K, 11 x
157,10 x 142, SRA4D?, 81/, x 13%/5 &

IM
C4510/C4510A/C5510/C5510A/C6010/GS4045¢/GS4160c(wit
h the Stapleless Unit Type M58 installed):

. 8sheets: A3?, A4, B4 J1SE?, B5 J1SDJ, 11 x 1707,8/5 x 14
2, 81/, x 1302, 81/, x 11, 71/4 x 10Y/,0, 8KE?, 16K, 11 x
157,10 x 145, SRA4D?, 81/, x 13%/5 &




Machine and Options Specifications

Item

Specifications

IM C7010:

. 8sheets: A3Z, A4, B4 JISE?, B5 J1S[J, 11 x 1757,8%/> x 14
2 81/, x 1312, 8%/, x 11, 71/4 x 101/20, 8KE?, 16KDJ, 11 x
1502, 10 x 1402, SRA4D?, 8%/, x 1325 &7
« With Mixed Size:

IM
C2010/C2010A/C2510/C2510A/C2519J/C3010/C3010A/C351
0/C3510A/C3519J3/C4510/C4510A/C5510/C5510A/C6010/GS
4020c/GS4025¢/GS4030c/GS4045¢/GS4160c(with the
Stapleless Unit Type M52 installed):

- 4 sheets: A37/A4D), B4 J1STP/B5 J1SD, 11 x 1709/8%/, x
110

M
C4510/C4510A/C5510/C5510A/C6010/GS4045¢/GS4160c(wit
h the Stapleless Unit Type M58 installed):
. 8sheets: A3LX/A40), B4 J1SEP/B5 JISD), 11 x 175'/81/2 X
110

IM C7010:
. 8sheets: A37/A4D), B4 J1SP/B5 J1SD, 11 x 1707/8%/, x
110

The number of sheets that can be stapled varies depending on the
paper weight setting.

Stack capacity
after stapling
(80 g/m?,
Approx. 20 lb.
Bond)

Staple
- Without Mixed Size:
« 2-19 sheets: 150 sets (A4D), 81/> x 11[7)
« 20-65 sheets: 150-46 sets (A4[J, 81/ x 11[))
« 2-14 sheets: 100 sets (A4E?, B5 JIS, 81/2 x 1109)

« 15-65 sheets: 100-23 sets (A4L?, B5 JIS, 81/, x 117)
« 2-14 sheets: 100 sets (other size paper)
« 15-65 sheets: 100-23 sets (other size paper)
« With Mixed Size:
. 2-65 sheets: 30 sets (A3L2/A40), B4 J1SP/B5 J1SDY, 11 x
1709/8%/, x 110)

Staple-free staple
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Item

Specifications

« 2-5 sheets: 150 sets (A4DJ, 8%/> x 110)

. 2-5 sheets: 100 sets (A4?, B5 JIS, 81/, x 1117)
» 2-5sheets: 100 sets (other size paper)

When performing staple-free stapling (slant) with the following
machines, the maximum number of sheets that can be stapled is 10
sheets.

« IM
C4510/C4510A/C5510/C5510A/C6010/GS4045¢/GS4160c(wit
h the Stapleless Unit Type M58 installed)

-« IMC7010

Staple position

- Staple
5 positions (Top, Top Slant, Slant, Bottom, 2 Staples)
- Staple-free staple

2 positions (Slant, 2 Staples)

Saddle stitch
paper size

A3, A2, B4 J1SD2, B5 JISD?, 11 x 1702, 81/, x 1402, 81/, x 11
2, 814 x 1402, 81/, x 1312, 12 x 1817, 11 x 157, 10 x 1412, SRA3
7, SRA4D?, 81/, x 13%/5 2, custom size'™?

Saddle stitch
paper weight

64-105 g/m? (Approx. 17-28 lb. Bond)

You can use one sheet of paper weighing up to 216 g/ m? (Approx.
80 lb. Cover) per set as cover sheets.

Saddle stitch
capacity (80
g/mz, Approx.
20 lb. Bond)

1 set (20 sheets)

Stack capacity
after saddle
stitching (80
g/mz, Approx.
20 lb. Bond)

2-5 sheets: approx. 30 sets

6-10 sheets: approx. 15 sets

11-15 sheets: approx. 10 sets

16-20 sheets: approx. 6 sets
(Stack capacity depends on the paper type and use conditions.)

If more than 2,000 sheets of paper remain in the finisher shift tray,
then saddle stitched paper cannot be ejected.

Saddle stitch

position

Center 2 positions




Machine and Options Specifications

Item

Specifications

Types of folds

Half Fold

Half fold paper
size

A3, A4D2, B4 J1SD?, B5 JISD?, 11 x 1702, 81/, x 1402, 81/, x 11
2, 81/, x 1402, 81/, x 132,12 x 1817, 11 x 157, 10 x 1412, SRA3
7, SRA4AD?, 81/, x 13%/5 2, custom size'™?

Half fold paper
weight:

« 1 sheet: 64-216 g/m? (Approx. 17 lb. Bond-80 lb. Cover)
. 2-5 sheets: 64-90 g/m? (Approx. 17-24 lb. Bond)

Half fold paper
type

Plain 1, Plain 2, Recycled Paper, Middle Thick, Thick Paper 1, Thick
Paper 2, Color Paper

Power
requirements

Power is supplied from the main unit.

Maximum
power
consumption

64 W or less

Dimensions » 651 x 670 x 960 mm (25.7 x 26.4 x 37.8 inches) (Tray is
(W x D x H) folded.)
» 754 x 670 x 960 mm (29.7 x 26.4 x 37.8 inches) (Tray is
extended.)
(the height to reach the top board)
Weight « Approx. 56 kg (123.5 lb.) (without punch unit)

» Approx. 59 kg (130.1 b.) (with punch unit)

*1 The paper sizes (custom size) that can be saddle stitched or half folded are as follows.
Length: 182.0-320.0 mm (7.2-12.6 inches)

Width: 182.0-182.5 mm (7.2-7.2 inches), 207.0-225.0 mm (8.2-8.9 inches),
279.4-304.8 mm (11.0-12.0 inches), 320.0 mm (12.6 inches)

« The Multi-sheet Fold function can fold a maximum of five sheets at a time.

Specifications for Internal Finisher SR3360
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10. Specifications

Item Specifications

Paper size A3? A4, B4 JISD?, B5 J1S, 11 x 1722, 8%/, x 1417, 81/, x 1307,
812 x 11, 81/4 x 1412, 8Y/4 x 1312, 714 x 10%/2, 8K?, 16K, 81/ x
13%/5 2, Custom Size

Paper weight | 52-300 g/m? (Approx. 14 lb. Bond-110 b. Cover)

Paper sizes A3P, A4, B4 JISD?, B5 J1S, 11 x 1722, 8%/, x 142, 8%/, x 1307,

thatcanbe | g1/, 4 11 81/, x 1412, 8Y/4 x 1307, 7Y/4 x 101/, 8KE?, 16K, 81/ x

shifted 5 ,
134/5 IF, Custom Size

Paper weight | 64-80 g/m? (Approx. 17-20 lb. Bond)

that can be

shifted

Stack capacity « 250 sheets: A4, 8%/> x 11 or smaller

(80 g/m?, ) 1

Approx. 20 b. 125 sheets: B4 JIS, 87/2 x 14 or larger

Bond)

Staple paper
size

A3P, A4, B4 JISD?, B5 J1S, 11 x 1722, 8%/, x 142, 8%/, x 1307,
812 x 11, 8%/ x 1407, 8Y/4 x 1312, 714 x 10%/2, 8K, 16K, 81/ x
13%/5 @

Staple paper
weight

64-80 g/m? (Approx. 17-20 lb. Bond)

Staple capacity
(80 g/m?,
Approx. 20 lb.
Bond)

5 sheets

Stack capacity
after stapling

. 30 sets or more: A4a[J, 8%/, x 1107
« 20 sets or more: B5 JIS

« 15 sets or more: A32-A42, B4 J1S2, 11 x 1707, 81/, x 117

Staple position

Slant

Power
requirements

Power is supplied from the main unit.

Maximum
power
consumption

30 W or less

Dimensions

435 x 515 x 150 mm (17.2 x 20.3 x 6.0 inches)




Machine and Options Specifications

Item

Specifications

(WxDxH)

Weight

Approx. 10 kg (22.1 b.)

Specifications for Internal Multi-Fold Unit

Item

Specifications

Paper size

When only the internal multi-fold unit is attached
« A3, A4, A5, A6?, B4 JIS?, B5 JIS, B6 JISEF, 11 x 1712, 81/5
x 140, 8%/, x 1302, 81/, x 11, 81/4 x 1402, 81/, x 1312, 8 x 13
7, 8 x 1002, 71/4 x 101/, 5/ x 81/, P 8KZ, 16K, 11 x 157,
10 x 1402, SRA4A?, 81/, x 13%/5 2, custom size
When the Finisher is attached
« A3, A4, A5DD, B4 JISD?, B5 JIS, 11 x 1702, 81/, x 1402, 81/, x
11, 8KE?, 16KDJ, 81/ x 132%/5 2, custom size

Types of folds

Half Fold, Letter Fold-out, Letter Fold-in, Z-fold

Fold paper size

- Z-fold
A3DP, A4DP, B4 J1SDP, 11 x 1702, 81/, x 1412, 8/, x 1117, 8K
0, 8%/ x 13%/5s &

« Half Fold
A3D?, A4, B4 JISEP, B5 JISDY, 11 x 1707, 8%/, x 1407, 81/, x 11,
8KE?, 12 x 1817, SRA3L?, 81/, x 13%/5 ¥

When only the internal multi-fold unit is mounted, you cannot
use the paper whose size is 12 x 1817 or SRA3LZ,

« Letter Fold-out, Letter Fold-in
1 sheet: A3D7, AADP, 11 x 1707, 81/, x 1407, 81/, x 117, 81/5 x
13%/5 &
2-3 sheets: AA?, 81/, x 117

Fold paper 1 sheet: 64-105 g/m? (Approx. 17-28 lb. Bond)
weight: 2-3 sheets: 64-80 g/m? (Approx. 17-20 lb. Bond)
Paper weight When only the internal multi-fold unit is attached
that can be . 52-220 g/m? (Approx. 14 lb. Bond—80 lb. Cover)
output

When the Finisher is attached
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10. Specifications

Item

Specifications

. 52-300 g/m? (Approx. 14 lb. Bond-110 lb. Cover)

Folded paper
output tray

Finisher SR3340, Booklet Finisher SR3350
- Z-fold, half fold: Finisher shift tray, finisher upper tray, fold tray

 Letter fold-out, letter fold-in: Fold tray, finisher upper tray (A3,
11 x 17)

Finisher SR3320, Booklet Finisher SR3330
- Z-fold, half fold: Finisher upper tray, fold tray

- Letter fold-out, letter fold-in: Fold tray, finisher upper tray (A3,
11 x 17)

Power
requirements

Power is supplied from the main unit.

Maximum
power
consumption

40 W or less

Dimensions
(W xDxH)

+ 612 x 555 x 184 mm (24.1 x 21.9 x 7.3 inches): when the tray
is folded

« 714 x 555 x 242 mm (28.2 x 21.9 x 9.6 inches): when the tray
is pulled out

e« 420 x 555 x 152 mm (16.6 x 21.9 x 6.0 inches): when the
finisher is mounted

Weight

Approx. 16 kg (35.3 lb.)

*1 Specify the output tray using the Machine Features Settings.

See "Output Tray", User Guide in English.

« When the finisher is attached, the not-folded sheets are output to the folding tray of
the attached finisher only in the following cases:

« When Z-fold sheets (A3, 11 x 172) and non-fold sheets (A4D7, 81/, x 1107)
are output at once

« When Z-fold sheets (A4L?) and non-fold sheets (A5L7) are output at once

« When Z-fold sheets (B4 JISL?) and non-fold sheets (B5 JISLJ) are output at

once

« When Z-fold sheets (8KE?) and non-fold sheets (16KLJ) are output at once

« When envelopes are output

« When banner paper is output




Machine and Options Specifications

« When only the internal multi-fold unit is mounted, you cannot use the paper whose
width is wider than 297 mm (11.7 inches).

« To output envelopes or banner paper to the fold tray while the Finisher SR3340 or
Booklet Finisher SR3350 is mounted, contact your service representative.

Specifications for External Tray

Item Specifications
Paper size A3, A4, A5, A6DP, B4 JIST?, B5 J1IS, B6 JISE?, 11 x 1702, 81/, x
145,81/, x 1307, 81/, x 11, 8Y/4 x 1417, 8Y/4 x 13, 8 x 137, 8 x
1002, 714 x 10%/2, 5% /2 x 8%/ 7, 4Y/gx9% /5, 37/gx71/2, C5 Env, C6
Env, DL Env, 8KI?, 16K, 12 x 1807, 11 x 1512, 10 x 1452, SRA3,
SRA4, 8%/> x 13%/5 2, custom size
Paper weight | 52-300 g/m? (Approx. 14 lb. Bond-110 lb. Cover)

Paper capacity

Internal tray 1:

requirements

2

(80 g/m?, « 250 sheets: A4, 8%/> x 11 or smaller

Approx. 20 lb.

Bond) - 125 sheets: B4 JIS, 8Y/2 x 14 or larger
External tray: 125 sheets

Power Power is supplied from the main unit.

Maximum
power
consumption

12 W or less

Dimensions 800 x 549 x 156 mm (31.5 x 21.7 x 6.2 inches)
(W x D x H)
Weight Approx. 4 kg (8.9 lb.)

Specifications for Internal Shift Tray
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Item Specifications

Paper size A3L? A4, A5, A6DP, B4 JISE?, B5 JIS, B6 JISL?, 11 x 1707, 81/2 X
1412, 8%/, x 132, 81/, x 11, 8Y/4 x 1412, 8%/4 x 132, 8 x 137, 8 x
1002, 71/4 x 10%/2, 5% /2 x 8Y/2 B2, 4Y/8 x 9%/2, 37 /g x 7%/2, C5 Env,
C6 Env, DL Env, 8K, 16K, 12 x 187, 11 x 15, 10 x 1457, SRA3
[, SRA4, 81/5 x 13%/5 2, custom size

Paper weight 52-300 g/m? (Approx. 14 lb. Bond-110 lb. Cover)

Paper sizes A3, A4, A5, B4 JISE?, B5 J1S, 11 x 1712, 81/, x 1412, 81/, x 1312,

t:?]ftcgn be 81/5 x 11, 8Y/4 x 1412, 84 x 132, 8 x 1312, 8 x 102, 7%/4 x 10/,

shifte
51/, x 8%/, 2, 8K2, 16K, 11 x 1512, 10 x 142, SRAAE?, 8%/ x
13%/5 2, custom size

Paper weight 60-300 g/m? (Approx. 16 lb. Bond-110 lb. Cover)

that can be

shifted

Stack capacity « 250 sheets: A4, 8%/> x 11 or smaller

(80 g/m?, ) 1

Approx. 20 b. 125 sheets: B4 JIS, 87/2 x 14 or larger

Bond)

Power Power is supplied from the main unit.

requirements

Maximum
power
consumption

2 W or less

Dimensions 420 % 489 x 107 mm (16.6 x 19.3 x 4.3 inches)
(WxDxH)
Weight Approx. 2 kg (4.5 |b.)

Specifications for Internal Tray 2
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Item Specifications

Paper size A3LY A4, A5, B4 JISLY, B5 J1IS, 11 x 1707, 81/2 x 1407 81/2 x 1307,
8%/2 x 11, 8%/ x 1412, 8114 x 1312, 8 x 1312, 8 x 1017, 71/4 x 10%/5,
51/, x 81/, 7, 8KE?, 16K, 12 x 1817, 11 x 1517, 10 x 147, SRA3
¥, SRA4, 8%/ x 13?%/5 ¥, custom size

Paper weight | 52-300 g/m? (Approx. 14 lb. Bond-110 b. Cover)

Stack capacity | 125 sheets

(80 g/m?,

Approx. 20 lb.

Bond)

Power Power is supplied from the main unit.

requirements

Maximum
power
consumption

1 W or less

Dimensions 444 x 450 x 150 mm (17.5 x 17.8 x 6.0 inches)
(W x D x H)
Weight Approx. 2 kg (4.5 |b.)

Specifications for Bridge Unit

Item

Specifications

Stack capacity

. 250 sheets: A4, 8%/> x 11 or smaller
. 125 sheets: B4 JIS, 81/2 x 14 or larger

Power
requirements

Power is supplied from the main unit.

Maximum
power
consumption

12 W or less

Dimensions 412 x 466 x 143 mm (16.3 x 18.4 x 5.7 inches)
(WxDxH)
Weight Approx. 4 kg (8.9 |b.)
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Specifications for Punch Unit (Internal Finisher SR3310)

Punch unit type

Paper size

Paper weight

2 & 4 holes type: 2
holes

[7: A3, A4, B4 JIS, B5 JIS, 11 x 17, 8%/2 x
14, 8% x 13, 8% /2 x 11, 71/4 x 10Y/5, 8K,
16K, 81/2 x 13%/5

2 & 4 holes type: 2
holes

[: A4, B5 JIS, 81/2 x 11, 16K

2 & 4 holes type: 4
holes

F: A3,11 x 17

2 & 4 holes type: 4
holes

D: A4, 8%, x 11

4 holes type: 4
holes

(g A3, A4, B4 JIS, B5 JIS, 11 x 17, 81/2 X
14, 8%/2 x 13, 8/2 x 11, 7%/a x 10/2, 81/2
x 13%/5

4 holes type: 4
holes

[: A4, B5 JIS, 81/, x 11

2 & 3 holes type: 2
holes

?: A3, 11 x 17, 8%/ x 14, 81/» x 13, 8%/
x 11, 7*/a x 10%/2, 81/2 x 13%/5

2 & 3 holes type: 2
holes

D: A4, 8%, x 11

2 & 3 holes type: 3
holes

L7: A3, 11 x 17

2 & 3 holes type: 3
holes

D: A4, 8%, x 11

60-169 g/m?
(Approx. 16 lb.
Bond —90 |b. Index)

Specifications for Punch Unit (Finisher SR3320, Booklet Finisher SR3330)

16K, 81/4 x 14,8 x 10,11 x 15,10 x 14,
81/2 x 13%/s5

Punch unit type Paper size Paper weight
2 &4 holes type: 2 | &7: A3, B4 JIS, A4, B5 JIS, A5, 11 x 17, 52-256 g/m?
holes 81/2 x 14, 8%/2 x 11, 5%/2 x 8Y/2, 71/4 x (Approx. 14 lb.
10%/5, 8 x 13, 8%/2 x 13, 8%/4 x 13, 8K, Bond-140 Lb.
Index)
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Punch unit type

Paper size

Paper weight

2 & 4 holes type: 2
holes

[J): A4, B5 JIS, A5, 8%/2 x 11, 7%/4 x 10/,
16K

2 & 4 holes type: 4
holes

L7: A3,B4 1S, 11 x 17,11 x 15, 8K

2 & 4 holes type: 4
holes

[: A4, B5 JIS, 8/2 x 11,7%/4 x 10%/2, 16K

4 holes type: 4
holes

C7: A3, B4 JIS, A4, B5 JIS, A5, 11 x 17,
8Y/2 x 14, 8%/2 x 11, 5%/2 x 8%/2, 74/a x
10%/2, 8 x 13, 81/, x 13, 8Y/4 x 13, 8K,
16K, 8%/4 x 14,8 x 10, 11 x 15, 10 x 14,
8'/2 x 13°/s

4 holes type: 4
holes

[J: A4, B5 JIS, A5, 8%/2 x 11, 7%/4 x 10/,
16K

2 & 3 holes type: 2
holes

7: A3, B4 JIS, B5 JIS, A5, 11 x 17, 8Y/2 x
14, 812 x 11, 5/2 x 8Y/2, 7Y/a x 10Y/2, 8 x
13, 8%/2 x 13, 8/4 x 13, 8K, 16K, 8/4 x
14,8 x 10, 11 x 15, 10 x 14, 8%/2 x 13?%/5

2 & 3 holes type: 2
holes

[: A4, B5 JIS, 81/2 x 11, 71/4 x 10%/2, 16K

2 & 3 holes type: 3
holes

L7: A3,B4J1S, 11 x 17,11 x 15,10 x 14,
8K

2 & 3 holes type: 3
holes

[: A4, B5 JIS, 81/2 x 11,7%/4 x 101/5, 16K

Specifications for Punch Unit (Finisher SR3340, Booklet Finisher SR3350)
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16K, 81/4 x 14,8 x 10,11 x 15,10 x 14,
81/, x 132%/s5, custom size

2 & 4 holes type: 2
holes

[: A4, B5 JIS, A5, 8%/2 x 11, 7%/4 x 10/,
16K, custom size

2 & 4 holes type: 4
holes

LF: A3,B4 JIS, 11 x 17, 11 x 15, 8K,
custom size

2 & 4 holes type: 4
holes

[: A4, B5 JIS, 81/2 x 11,7%/4 x 101/5, 16K,
custom size

4 holes type: 4
holes

[7: A3, B4 JIS, A4, B5 JIS, A5, 11 x 17,
8Y/2x 14, 8%/2 x 11, 5%/2 x 8%/2, 74/a x
10%/2, 8 x 13, 8/2 x 13, 81/4 x 13, 8K,
16K, 81/4 x 14, 8 x 10, 11 x 15, 10 x 14,
8/5 x 13%/s, custom size

4 holes type: 4
holes

[: A4, B5 JIS, A5, 8%/2 x 11, 7Y/4 x 10%/5,
16K, custom size

2 & 3 holes type: 2
holes

[7: A3, B4 JIS, B5 JIS, A5, 11 x 17, 8%/2 x
14, 8%/2 x 11, 5/2 x 8%/2, 71 /a x 10%/2, 8 x
13, 8%/2 x 13, 8%/4 x 13, 8K, 16K, 8%/4 x

14,8 x 10,11 x 15, 10 x 14, 8%/2 x 13?%/s,
custom size

2 & 3 holes type: 2
holes

D: A4, B5 JIS, 81/2 x 11, 71/4 x 10%/5,
16K, custom size

2 & 3 holes type: 3
holes

LF: A3,B4 JIS,11 x 17,11 x 15, 10 x 14,
8K, custom size

2 & 3 holes type: 3
holes

[: A4, B5 JIS, 81/2 x 11,7%/4 x 101/5, 16K,
custom size

Punch unit type Paper size Paper weight
2 &4 holes type: 2 | I7: A3, B4 JIS, A4, B5 JIS, A5,11 x 17, 52-256 g/m?
holes 8%/, x 14,82 x 11, 5%/2 x 8%/2, 71/4 x (Approx. 14 Ib.
10%/,, 8 x 13, 8Y/2 x 13, 8Y/2 x 13, 8K, Bond-140 lb.
Index)
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Specifications for Lower Paper Tray

Item

Specifications

Page size

page 393 "Recommended Paper Sizes and Types"

Paper capacity

page 393 "Recommended Paper Sizes and Types"

Paper weight

page 393 "Recommended Paper Sizes and Types"

Power
requirements

Power is supplied from the main unit.

Maximum
power
consumption

19 W or less

Dimensions 587 x 685 x 120 mm (23.2 x 27.0 x 4.8 inches) (except protruding
(W x D x H) parts)
Weight Approx. 12 kg (26.5 |b.)

Specifications for Lower Paper Trays

Item

Specifications

Page size

page 393 "Recommended Paper Sizes and Types"

Paper capacity

page 393 "Recommended Paper Sizes and Types"

(80 g/m?,

Approx. 20 lb.

Bond)

Paper weight page 393 "Recommended Paper Sizes and Types"
Power Power is supplied from the main unit.

requirements

Maximum
power
consumption

21 W or less

Dimensions
(W x D x H)

« Except stabilizers

587 x 685 x 247 mm (23.2 x 27.0 x 9.8 inches) (except
protruding parts)

« With stabilizers

670 x 755 x 247 mm (26.4 x 29.8 x 9.8 inches) (including
protruding parts)
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Item

Specifications

Weight

Approx. 23 kg (50.8 lb.)

Specifications for Tray 3 (LCT)

Item

Specifications

Page size

page 393 "Recommended Paper Sizes and Types"

Paper capacity

page 393 "Recommended Paper Sizes and Types"

(80 g/m?,

Approx. 20 lb.

Bond)

Paper weight page 393 "Recommended Paper Sizes and Types"
Power Power is supplied from the main unit.

requirements

Maximum
power
consumption

15 W or less

Dimensions
(WxDxH)

» Except stabilizers

587 x 685 x 247 mm (23.2 x 27.0 x 9.8 inches) (except
protruding parts)

« With stabilizers

670 x 755 x 247 mm (26.4 x 29.8 x 9.8 inches) (including
protruding parts)

Weight

Approx. 23 kg (50.8 lb.)

Specifications for Large Capacity Tray

Item

Specifications

Page size

page 393 "Recommended Paper Sizes and Types"

Paper capacity
(80 g/m?,
Approx. 20 lb.
Bond)

page 393 "Recommended Paper Sizes and Types"

Paper weight

page 393 "Recommended Paper Sizes and Types"
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Item

Specifications

Power
requirements

Power is supplied from the main unit.

Maximum
power
consumption

13 W or less

Dimensions 340 x 544.5 x 290 mm (13.4 x 21.5 x 11.5 inches) (except
(W x D x H) protruding parts)
Weight Approx. 11 kg (24.3 |b.)

Specifications for Caster Table

Item Specifications
Dimensions 587 x 616 x 76 mm (23.1 x 24.3 x 3.0 inches) (except protruding
(W x D x H) parts)
Weight Approx. 9 kg (19.9 lb.)

Specifications for Wireless LAN Board

- Note that the available channels (frequency ranges) and locations to use the
wireless LAN are subject to the regulations of the country or region where the
printer is used. Be sure to use the wireless LAN according to the applicable

regulations.

Item

Specifications

Transmission
spec

Based on IEEE 802.11a/b/g/n/ac (wireless LAN)

Transmission
rate

» 2.4 GHz band: 72.2 Mbps (maximum)
« 5 GHz band: 433.3 Mbps (maximum)

Frequency
range (Center
Frequency)

IEEE 802.11a
« 5180-5240 MHz (36, 40, 44, and 48 channels)
« 5260-5320 MHz (52, 56, 60, and 64 channels)

« 5500-5700 MHz (100, 104, 108, 112,116,120, 124,128, 132,
136, and 140 channels)

« 5745-5825 MHz (149, 153,157, 161, and 165 channels)
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Item Specifications

IEEE 802.11b/g

« 2412-2472 MHz (1-13 channels)
IEEE 802.11n

« HT20
« 2412-2472 MHz (1-13 channels)
« 5180-5240 MHz (36, 40, 44, and 48 channels)
« 5260-5320 MHz (52, 56, 60, and 64 channels)

« 5500-5700 MHz (100, 104, 108, 112,116, 120, 124, 128,
132,136, and 140 channels)

« 5745-5825 MHz (149, 153, 157, 161, and 165 channels)
« HT40
« 5190-5310 MHz (38, 46, 54, and 62 channels)
- 5510-5670 MHz (102, 110, 118, 126, and 134 channels)
« 5755-5795 MHz (151 and 159 channels)
IEEE 802.11ac (VHT80)

5210-5290 MHz (42 and 58 channels)
5530-5610 MHz (106 and 122 channels)
5775 MHz (155 channel)

Infrastructure mode

Transmission

mode - Direct Connection Mode
« Direct Connection: Group Owner Mode

« Web Image Monitor is supported.

« The transmission rates of 130 Mbps in the 2.4 GHz band is the theoretical values of
the wireless LAN specification. The actual transmission rate may be lower,
depending on the operating environment.

« The channel in use might differ depending on the country.

« Some frequency may not be available due to regulations in each country.
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Specifications for Device Server Option

Item Specifications
Interface  Gigabit Ethernet (LOBASE-T/100BASE-TX/1000BASE-T)
Operating « Windows 8.1/10/11, Windows Server 2012/2012
systems R2/2016/2019/2022

« mac0S 10.14 or later

Protocol e Port 9100, IPP, LPR
IPP does not support SPL.

« The device server option allows simultaneous connection of up
to eight sessions of printing protocols.

The Setting Values of the Transmission Function

e Depending on the type or settings of a document or original, you may not be able to
specify or enter the maximum number of destinations or characters.

Send Email
Item Value Remarks

Maximum number of 128 alphanumeric -

characters entered in a characters

subject

Maximum number of « When selecting an You cannot select an item

characters entered in the item from the from the standard

an e-mail message standard message: message and enter the
396 alphanumeric value manually at the
characters (79 same time.

alphanumeric
characters x 5 lines)

- When entering
manually: 80
alphanumeric
characters
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Item

Value

Remarks

Maximum number of
characters entered in an e-
mail address

128 alphanumeric
characters

An e-mail; address that
has been searched from
the LDAP server and
exceeds 128 alphanumeric
characters cannot be
specified correctly as the
destination.

Number of destinations
that can be specified at
one time

500

Up to 100 items can be
specified when entering an
item manually (including
the items specified by
LDAP search) For the rest,
select up to 400 items
from the registered
destinations.

Size of a document that
can be sent

Up to 725.3 MB per
document

Number of pages that can
be sent

Up to 2,000 pages per
document

Send to Folder

Item

Value

Remarks

Maximum number of
characters in a path name
specified for the SMB
protocol

256 characters

Maximum number of
characters in a user name
specified for the SMB
protocol

64 characters

Maximum number of
characters in a password
specified for the SMB
protocol

64 characters
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Item

Value

Remarks

Maximum number of
characters in a server
name specified for the FTP
protocol

64 characters

Maximum number of
characters in a path name
specified for the FTP
protocol

256 characters

Maximum number of
characters in a user name
specified for the FTP
protocol

64 alphanumeric
characters

Maximum number of

64 alphanumeric

characters in a password characters

specified for the FTP

protocol

Number of destinations 50 Up to 50 items can be

that can be specified at
one time

entered also when
entering the items

manually.
Size of a document that 2,000 MB per document -
can be sent
Broadcast Transmission
Item Value Remarks
Total number of 550 -
destinations that can be
specified for Send Email
and Send to Folder
Number of destinations 500 Up to 100 items can be

that can be specified when
sending a document by
Send Email

specified when entering an
item manually (including
the items specified by
LDAP search)
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Item

Value

Remarks

Send to Folder

Number of destinations 50
that can be specified when
sending a document by

Printable Area and Margin

1

Print area

¥
2

4 3

1. Leading edge: 4.2 £1.5 mm (0.17 +0.06 inches)
2. Trailing edge: 0.5-6.0 mm (0.02—-0.24 inches)

Trailing edge (Banner sheet): 0.5-10.0 mm (0.02-0.4 inches)
3. Right edge: 0.5-4.0 mm (0.02-0.16 inches)

4. Left edge: 0.5-4.0

« The machine does not support edge-to-edge printing. To minimize the margins,

«1

DZX710

mm (0.02-0.16 inches)

specify the maximum printable area with the settings on the printer driver.

See "Maximizing the Printable Area When Printing", User Guide in English.

« The maximum width of the printable area perpendicular to the feeding direction is
305 mm (12.1 inches). When an imageable area extension unit is mounted, the
maximum width of the printable area can be extended to 316 mm (12.5 inches).

Printing starts from the upper left corner of the paper in relation to the feed
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direction. Accordingly, the right and bottom edges of an image will be cropped if the
width of the image exceeds the maximum width of a printable area.

DZB464

« The printable area may vary due to the paper size or settings of the printer driver.

« The outside of the printable area can be printed due to the settings of the printer
driver or printing condition; however, the print result may be different from the
intended one or the paper may not be fed correctly.

Machine Options

» For details about the names and the abbreviated names of the options described in
this manual, see the following.

page 7 "Abbreviated Names of Options"

Guide to Functions of the Machine’s External Options

Options that can be attached to the machine differ depending on the machine type.

(1)

j.r.

(5)

Y

4)

;

L
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(1) Options Mounted to the Scanner Unit

1 2 3

U

4

F_-iF-i _

Optlon

Description

1 One- pass duplex
scanning ADF 2

When scanning a two-sided original, the
machine scans the front and back sides of the
two-sided original at one time.

2 | page keeper

Detects a double feeding of the original when it
is placed in the ADF.

3 | ARDF™2

When scanning a two-sided original, the
machine scans the front side of the original first,
and then turns it over to scan the back side.

4 Exposure Glass

*
Cover 2

Lowers the cover over originals placed on the
exposure glass.

*1 Depending on the machine type, ADF is attached as standard.

*2 This cannot be mounted on some types of machines.

@D Region B(mainly North America)

*3 This cannot be mounted to IM C4510.

(2) Options Mounted to the Machine’s Paper Output Section
1 2 3 4

Option

Description

1 Internal Tray 2

Specify the output tray for the function, such as
Copy or Fax, added to the Internal Tray 1. When
you use this tray together with the optional
external tray, you can specify up to three output
trays. Copied/printed paper or fax messages are
delivered here face down.
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No. Option Description
2 Bridge Unit Relays the main unit and finisher.
3 Internal Shift Tray Sorts and stacks multiple sheets of paper for
Internal Shift Tray*3 each set or each job.
page 125 "Copying in Page Order or for Each
Page Number"
See "Sorting Printed Sheets by Individual
Copies", User Guide in English.
4 External Tray Specify the output tray for the function, such as
*3 Copy or Fax, added to the Internal Tray 1. When
External Tray you use this tray together with the optional
Internal Tray 2, you can specify up to three
output trays. Copied/printed paper or fax
messages are delivered here face down.
5 Internal Finisher Sorts, stacks, and staples multiple sheets of
SR3310 ™ paper. Copies can be punched if the optional
.. punch unit is installed on the finisher.
Internal Finisher
SR3310 13
Internal Finisher
SR3370
6 Internal Finisher Shifts, sorts, stacks, and staples multiple sheets
SR3360 2 of paper with a stapleless stapler.
Internal Finisher
SR3360 23
7 Internal Multi-Fold Folds the printed paper in half fold, letter fold-
Unit in, letter fold-out, or Z-fold.
See "Folding Printed Sheets", User Guide in
English.

*1 This cannot be mounted to IM C6010/GS4160c.

*2 This cannot be mounted to IM
C4510/C4510A/C5510/C5510A/C6010/GS4045¢c/GS4160c.

*3 This cannot be mounted to IM C7010.

*4 This cannot be mounted to IM
C2010/C2010A/C2510/C2510A/C25193/C3010/C3010A/C3510/C3510A/C35197/
C4510/C4510A/C5510/C5510A/C6010/GS4020¢c/GS4025¢/GS4030c/GS4045¢/GS
4160c.
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(3) Options Mounted on the Machine’s Side Panel

1 2

No. Option Description
1 Banner Paper Guide Banner paper is loaded here.
Tray page 75 "Loading Paper into the Paper Tray"
2 NFC card reader Pass an IC card over the card reader to log in to

the machine.
page 54 "Logging In from the Control Panel"

(4) Options Mounted on the Machine’s Bottom

1 2 T T
I = || = =
(&) o O = (@]
% 5
|
) -
|
5
No. Option Description
1 Lower Paper Tray Paper is loaded here. You can load up to 550
Lower Paper Tray "2 sheets of paper.

2 Caster Table You can attach it to the main unit or the lower
paper tray. Allows you to move the machine
easily.

3 Tray 3 (LCT) Consists of two paper trays, right and left, for A4
[J size paper. You can load up to 2,000 sheets
of paper.

4 Lower Paper Trays Consists of two paper trays. You can load up to
1,100 sheets of paper.

5 Large Capacity Tray * | Paper tray for A4l size paper. You can load up
to 1,500 sheets of paper.
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*1 The Tray 3 (LCT) and Large Capacity Tray cannot be mounted to IM
C2010/C2010A/C2510/C2510A/C25193/GS4020c/GS4025c.

*2 This cannot be mounted to IM C7010.

(5) Finisher
1 2 4
N
:
No. Option Description
1 Finisher SR3320 ™! Sorts, stacks, and staples multiple sheets of

paper.

Consists of the following paper trays:
« Finisher Upper Tray
 Finisher Shift Tray

Copies can be punched if the optional punch
unit is installed on the finisher.

Booklet Finisher
SR3330

Sorts, stacks, and staples multiple sheets of
paper. The saddle stitch function can staple
multiple sheets of paper in the center and fold
them into booklets.

See "Folding Printed Sheets", User Guide in
English.

Consists of the following paper trays:
« Finisher Upper Tray
 Finisher Shift Tray
» Finisher Booklet Tray

Copies can be punched if the optional punch
unit is installed on the finisher.

Finisher SR3340 ™2

Sorts, stacks, and staples multiple sheets of
paper.

Consists of the following paper trays:
« Finisher Upper Tray
 Finisher Shift Tray
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No. Option Description

Copies can be punched if the optional punch
unit is installed on the finisher.

The ejected paper can be aligned if the output
jogger unit is installed on the finisher. Stapleless
stapler function can be used if the stapleless
unit is installed on the finisher.

4 Booklet Finisher Sorts, stacks, and staples multiple sheets of
SR3350 2 paper. The saddle stitch function can staple
multiple sheets of paper in the center and fold
them into booklets.

See "Folding Printed Sheets", User Guide in
English.

Consists of the following paper trays:
« Finisher Upper Tray
 Finisher Shift Tray
» Finisher Booklet Tray

Copies can be punched if the optional punch
unit is installed on the finisher.

The ejected paper can be aligned if the output
jogger unit is installed on the finisher. Stapleless
stapler function can be used if the stapleless
unit is installed on the finisher.

*1 The Finisher SR3320 cannot be mounted to IM
C2010/C2010A/C2510/C2510A/C25193/GS4020c/GS4025c.

*2 The Finisher SR3340 and Booklet Finisher SR3350 cannot be mounted to IM
C2010/C2010A/C2510/C2510A/C25193/C3010/C3010A/C3510/C3510A/C35193/
GS4020c/GS4025¢/GS4030c.

« You cannot install multiple finishers simultaneously.

« To mount the Finisher SR3320, Booklet Finisher SR3330, Finisher SR3340, or
Booklet Finisher SR3350, one of the lower paper trays, or tray 3 (LCT) and the bridge
unit or internal multi-fold unit must be mounted.

Guide to Functions of the Machine’s Internal Options

« Fax unit (Model name: GWFCU®6)
Allows you to use the facsimile function.
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G3 interface unit (Model name: EXG3)*2

This lets you add a G3 fax line. A maximum of two G3 interface units can be
installed.

Fax Memory Unit
Provides 60 MB of additional memory for the facsimile function. (Standard 4 MB)

This allows you to send and receive fax documents at high resolution (Super Fine),
and also to receive fax documents at high resolution (Fine). This enables you to
increase the number of sheets of originals that can be stored in memory.

PostScript 3 unit
Allows you to output using Genuine Adobe PostScript 3.
OCR unit

Recognizes the scanned originals optically, and creates a PDF with the text data
embedded.

IPDS unit ™

Allows you to print using Intelligent Printer Data Stream (IPDS).
XPS direct print card

Allows you to directly output XPS files.

Camera direct print card

Allows you to directly print photos taken with a PictBridge-compatible digital
camera.

Device server option (@ Resien A(mainly Europe and Asia’3)/ @Reaon B (mainly North
America))

Allows you to add an Ethernet port to the printer. Allows you to print using the
printer function via a network other than that connected to the machine.

Wireless LAN board
Allows you to communicate over wireless LAN.

Wired LAN and wireless LAN cannot be used at the same time.

File format converter

Allows you to download documents that are stored in the Document Server to the
computer.

Enhanced Security SSD Option (€2 Resion A(mainly Europe)/ @Resien B (mainly North
America))

Allows you to enhance the security of the internal storage by using an encryption
function that is compliant with FIPS 140-2.

SSD Option
Allows you to add 1 TB of internal storage.

Fax connection unit
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Allows you to send and receive faxes via a different machine that has the fax unit
installed.

*1 IM
C3010/C3010A/C3510/C3510A/C3519J/C4510/C4510A/C5510/C5510A/C6010/GS40
30c/GS4045¢/GS4160c only

*1IM
C3010/C3010A/C3510/C3510A/C3519J/C4510/C4510A/C5510/C5510A/C6010/C701
0/GS4030c/GS4045¢/GS4160c only

@ Region B(Taiwan)
*2IM C3010/C3510/C4510/C6010 only
*3 Except for China.

Functions Requiring Optional Configurations

When options are installed, the functions and interface of this machine can be expanded.
« The options that can be installed differ depending on the models.
page 499 "Machine Options"

Copy Function
Function/Reference Option
Settings of Original Thickness One-pass Duplex Scanning ADF 2
page 105 "Basic Procedure for Copying
Documents"
Batch ADF’1

See "Copying a Separately Scanned
Original as a Single Document", User
Guide in English.

SADF

See "Copying a Separately Scanned
Original as a Single Document", User
Guide in English.

Mixed Sizes mode

See "Copying Mixed-size Originals", User
Guide in English.

Shift Collate One of the following options is required:
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Function/Reference

Option

page 125 "Copying in Page Order or for
Each Page Number"

Stack

page 125 "Copying in Page Order or for
Each Page Number"

 Internal shift tray
 Finisher SR3320
« Booklet Finisher SR3330
 Finisher SR3340
« Booklet Finisher SR3350
« Internal Finisher SR3310
« Internal Finisher SR3360
« Internal Finisher SR3370

Staple

See "Stapling Copied Pages", User Guide
in English.

One of the following options is required:
 Finisher SR3320

Booklet Finisher SR3330

Finisher SR3340

Booklet Finisher SR3350

Internal Finisher SR3310

« Internal Finisher SR3370

Stapleless Stapler

See "Stapling Copied Pages", User Guide
in English.

One of the following options is required:
« Internal Finisher SR3360
 Finisher SR3320
« Finisher SR3340 and Stapleless Unit

« Booklet Finisher SR3350 and
Stapleless Unit

Staple (Center)

See "Stapling Copied Pages", User Guide
in English.

Half Fold

See "Folding Copied Sheets", User Guide
in English.

One of the following options is required:
« Booklet Finisher SR3330
« Booklet Finisher SR3350

Punch

See "Punching Holes on the Copied
Pages", User Guide in English.

One of the following combinations of
options is required:
 Finisher SR3320 and punch unit
« Booklet Finisher SR3330 and punch
unit
 Finisher SR3340 and punch unit
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Function/Reference

Option

« Booklet Finisher SR3350 and punch
unit

« Internal Finisher SR3310 and punch
unit

« Internal Finisher SR3370 and punch
unit

Z-fold

See "Folding Copied Sheets", User Guide
in English.

Half Fold

See "Folding Copied Sheets", User Guide
in English.

Letter Fold-out

See "Folding Copied Sheets", User Guide
in English.

Letter Fold-in
See "Folding Copied Sheets", User Guide

in English.

Internal multi-fold unit

*1 Depending on the machine type, ADF is attached as standard.

Facsimile Functions

Fax functions require the optional fax unit.

Functions

Option

Two-sided Original

See "Setting an Original to Send by Fax on
the Scanner", User Guide in English.

Stamp™*

See "Pressing an OK Stamp on Pages
Scanned for Fax", User Guide in English.

Blank Page Detection
See "Setting an Original to Send by Fax on

the Scanner", User Guide in English.

ADF 2
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Functions

Option

Mixed Sizes mode

See "Setting an Original to Send by Fax on
the Scanner", User Guide in English.

Settings of Original Thickness

See "Setting an Original to Send by Fax on
the Scanner", User Guide in English.

One-pass Duplex Scanning ADF 2

Transmission of Super Fine resolution

See "Sending a Fax at the Image Quality
Suitable for the Original", User Guide in
English.

Reception of Fine or Super Fine resolution

Fax Memory Unit

Transmission using the extra G3 line

Routing received documents utilizing
extra G3 lines

See "Transferring Received Fax
Documents to Another Fax Destination",
User Guide in English.

G3 interface unit

Specify Tray for Lines
See "Specifying the Output Tray to Deliver

the Received Page", User Guide in English.

One of the following options is required:

Internal tray 2

Internal shift tray
External tray

Internal Finisher SR3310
Finisher SR3320

Booklet Finisher SR3330
Finisher SR3340

Booklet Finisher SR3350
Internal Finisher SR3360
Internal Finisher SR3370

Tray Shift
See "Specifying the Output Tray to Deliver

the Received Page", User Guide in English.

One of the following options is required:

Internal shift tray
Internal Finisher SR3310
Finisher SR3320

Booklet Finisher SR3330
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Functions

Option

Finisher SR3340

Booklet Finisher SR3350
Internal Finisher SR3360
Internal Finisher SR3370

Remote Fax >

See "Overview of the Remote Fax
Function", User Guide in English.

Fax connection unit

*1 The stamp function can be used by the ARDF.

*2 Depending on the machine type, ADF is attached as standard.

*3 A sub-machine on which fax function is not included can send and receive faxes using

the fax function of the main-machine connected via network. This function is available
when fax connection units are installed in the main- and sub-machines.

Printer Function

Functions

Option

Shift Collate

See "Sorting Printed Sheets by Individual
Copies", User Guide in English.

One of the following options is required:
« Internal shift tray
 Finisher SR3320
« Booklet Finisher SR3330
 Finisher SR3340
« Booklet Finisher SR3350
« Internal Finisher SR3310
« Internal Finisher SR3360
« Internal Finisher SR3370

Punch

See "Punching Holes on Printed Pages",
User Guide in English.

One of the following combinations of
options is required:
 Finisher SR3320 and punch unit
« Booklet Finisher SR3330 and punch
unit
 Finisher SR3340 and punch unit

« Booklet Finisher SR3350 and punch
unit
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Functions

Option

 Internal Finisher SR3310 and punch
unit

« Internal Finisher SR3370 and punch
unit

Staple

See "Stapling Printed Pages", User Guide
in English.

One of the following options is required:
 Finisher SR3320

Booklet Finisher SR3330

Finisher SR3340

Booklet Finisher SR3350

Internal Finisher SR3310

« Internal Finisher SR3370

Stapleless Staple

See "Stapling Printed Pages", User Guide
in English.

One of the following options is required:
« Internal Finisher SR3360
 Finisher SR3320
« Finisher SR3340 and Stapleless Unit

« Booklet Finisher SR3350 and
Stapleless Unit

Staple (Center)

See "Stapling Printed Pages", User Guide
in English.

Half Fold

See "Folding Printed Sheets", User Guide
in English.

One of the following options is required:
« Booklet Finisher SR3330
« Booklet Finisher SR3350

Half Fold
Letter Fold-out
Letter Fold-in
Z-fold

See "Folding Printed Sheets", User Guide
in English.

Internal multi-fold unit

PictBridge

See "Printing Photos from a Digital
Camera Directly without Using a
Computer (PictBridge)", User Guide in
English.

Camera direct print card
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Functions Option

Genuine Adobe PostScript 3% PostScript 3 unit

XPS XPS direct print card

*1 If an optional Genuine Adobe PostScript 3 is installed, the built-in standard PostScript
3 cannot be used.

Scanner Function

Functions Option

Documents scanned automatically ADF 2

See "Placing an Original to Scan", User
Guide in English.

SADF

See "Combining the Data of Multiple
Scans into a Single File", User Guide in
English.

Mixed Sizes mode

See "Placing an Original to Scan", User
Guide in English.

Stamp ™t

See "Pressing an OK Stamp on Pages of
the Scanned Original", User Guide in

English.

Blank Page Detection

See "Scan (Scanner Settings)", User Guide
in English.

Settings of Original Thickness One_pass Dup[ex Scanning ADF*2

See "Placing an Original to Scan", User
Guide in English.

Creating PDF files with OCR text OCR unit
information

See "Scanning an Original as a PDF File
with Embedded Text Data", User Guide in
English.
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*1 The stamp function can be used by the ARDF.

*2 Depending on the machine type, ADF is attached as standard.

Interface

Functions

Option

Wireless LAN communication

See "Connecting to a Wireless LAN", User
Guide in English.

Wireless LAN board

Extra Ethernet Interface (for Printer)

See "Connecting a LAN Cable", User Guide
in English.

@Region A (mainly Europe and Asia %)/
@ Region B(mainly North America)

Device server option

*1 Except for China.

Others

Functions

Option

Quick Card Authentication

page 325 "Logging in to the Machine Using
an IC Card or a Smart Device"

NFC card reader

@ Region A (mainly Europe)/@Region B
(mainly North America)

Specifying the SSD authentication code

@ Region A (mainly Europe)/@Region B
(mainly North America)

Enhanced Security SSD Option
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Function Compatibility

Function Compatil

ty

The chart shows Function Compatibility when [Interleave Print Priority] is set to [Switch Every Specified No.]
A Simuitaneous operations are possible.

® : Operation is enabled when the relevant function key is pressed and remote switching (of the seannerfextemal extension) is done.
© : Operation is enabled when the [Interrupt] key is pressed to interrupt the preceding operation.

-5 - Operation is performed automatically once the preceding operation ends.
- The operation must be started once the preceding opsration ends. (Simultaneous operations are not possinle. )

Mode after you select Copy Interrupt Copying Fax Printer Scanner | TWAIN | Document Server | DeskTop Binder | Web Document Server
5 | Transmission | Reception print
g H
4 3
8| s 2
£ 2 £
§| & g
H H
2
3|z g5 2
g ilE gl ok 3
28 ® o 2lalg| & | &
2 g 3zl £ ] 2 82 3| &
g =3 sl 5| 8|32 K] £ B | £
g § g £l 8 3 gl s g
3 3 s| £ ¢ B < 3 4
2 & § slel&l 8 58 2 s|dle| |z
e » 5 . 2|
g o E | o |2le|z|E|E | % 8||lelllele|lelsl 5] 8 >
s | £ & £ g & g gl|e|g| 28| ¢ E|®B|E| 2| 2 £ 2
ElEls| E| g |El5]E c|g|E|5|8| 8| 8|88 E| E| ¢ £
Mode before you select o | ® o < Ele| =] E| = ¢ |d|&|a|S|&| & |08 & & & &
Operations for Copying x| x| x| o o |e | ®|a|®| a | a|a|a|a|e|e| e [e|e e a 2 D
Copy Stapiing a1 || o o5 | e |@2| a|@2| a [ a [a &> e 02| @2 | 0 |e2] | au | a a4
sort a1 o o |e|e2|a|e2| a | a | & anfan|e |e2| @2 e [e2] > | & | a a
i i oo |o| x X | x| x| a| x| & | & |4&|A|a|x]| x| x |x|x|x| a | a x
R — Operations fo Copying
Copying o|o]o| x x | x| x|a|x| a|>]a[=>]>]x| x| x |x|[x|[x]|> | a x
Transmission Operation/Manual Reception Operaton | ® | @ | ® | © o | x | x|a|x| a | a|a|a|a|e|e| e e|e|e| a a a
_§ Scanning an Original for Memory Transmission | X | X [ x | x x | x| x|a|x|a|a|afanjan| x| x| x [x]|x]|x]| a a a
'E Memery Transmission A | a|a A A A | A |a3|a3| a3 | A | Aa|a|a|a|fa A Al a|a a > A
Fax £ | immediate Transmission x| x| x| % x | x| x|a3|x|a3| a|a|a|a|x|x]| x [x|[x|x|a]|-> a
£ | Memory Reception ala|lal a A [a|afas|as|as| a |a|a|a|ala| a|a|a|al a]a a
g Printing Received Data 9 alala| a a [a|afar|afa7|ss|a|att|an|a|a| a |a|a|a| a | a a
Data Reception A | a|a| a A |a|alalala|a|s»>>alal a alalala A A
Printer £ | Printing a |am|am| o o |aamn|a|a| ajaen a3 >]afa| a |a|an|an|an| a am
£ Stapling a | |an]| o o5 | afan|a|a| alawn a| s> > a|a| a | a|atn|aa]| ae| a v
. Operations for Scanning e[ e [e| o o |e|e|a|e| a | a |a|a|a|x|x]| e [e|e|[e]| a A A
canner Scanning o [@o2| 02| o2 o2 | & |e2| A |e2] A A |a|lalalx| x| x |[e]|e|e]| a A A
TWAIN Scanning x | x | x x X x | x | a | x A A Al a|a] x| x x x | x | x A A A
Operations for Document Server e e |e| o o |e | e |a e | a | a |a|a|a|e|e| e [x|x|x| a| a a
Document Server Scanning a Document to Store in Document Server | ® | X | % | © o |e|x|a|x| a | a|afanfan|e| x| x [ x|x|x| a | a a
Printing from Document Server . ° o | e | a|a|a| a [aw|a anjan|a|a| a [a6|as|6] a a a
Prinling from Document Server A A | an | A [am| A | & | A [a101] A [A[A] A | A | A | & |a1|at1] x A an
DeskTop Binder
Sending a Fax from Document Server A 2 a | a|a|a|a|a| a|a|a|a|a|a| a|a|la|lal a x a
Web Printing a [a4|an| a | an | a [an] a | a| & |aon| a [an|am] a | a| a | & |am|an] a a an

*1 Simultaneous operations are only possible after the: preceding job documents are all scanned and [Reserve] appears.

*2 You can scan a decument after the preceding job documents are all scanned
*3 Simultaneous operations can be performed when a different line is used.
*4 During stapiing, printing automatically starts after the current job.

*5 Stapiing is not available.

*6 Simultaneous operation becomes possible after you press [New Job].

*7 During parallel reception,
*8 If an attempt is made to manually print a received document

any subsequent job is suspended uniil the reception is completed

printing a different

*9 This includes the printing of data sent via LAN-Fax driver.

*10 If the previous print job does not finish within the ime specified in

 the document printed manually will be printed first.

"the reprinting time of stored documents in memory that could not be printed using LAN-Fax Driver” when printing from the LAN-Fax Driver, printing will stop.

*11 When you print an image that is A3 size and 2800 x 1200 dpi or bigger, prining may not start until the current print job is complete. (IM C2010/C2010A/C2510/C2510A/C2519J/C3010/C3010A/C3510/C3510A/C3519./GS4020¢/GS4025¢/GS4030¢)

« The scanning speed may become slower when scanning an original with another
function while executing printing.
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Copy Function Compatibility

Blank: These modes can be used together.
- : These modes cannot be used together. The second mode selected will be the mode you are working in.
x These modes cannot be used fogether. The first mode selected will be the mode you are working in.

Function selected second

image Repeat (Specified Area)

Margin Adjustmert
Positive / Negative

Centering
Unauthorized Copy Prevention

Cover Sheet

Auto Reduce / Enlarge
Reduce / Enlarge
Create Margin
Background Numbering
Stamp®
Designate / Chapter
Slip Sheet

Erase Center/ Border
Sort

Mirror Image:

Erase Color

Front&Back—2 Sided

Booklet

Image Density (Manual)

Regular Size Originels
Full Color

Mixed Sizes
Custom Size Originals
Original Orientation
Original Thickness
Auto Image Density
Black & White:
Auto Color Select
Auto Paper Select
Paper Select
Bypass Tray

2 Sided Original

2 Sided

Combine

Book—2 Sided
Magazine

1D Card Copy
Double Copies
Image Repeat
Convert Calor
Color Overlay
Rotate Sort

Stack

Staple

Punch

Z-fold

Multi Fold

Half Fald

Storing

Mixed Sizes.

x
x

Regular Size Originals x .
Custom Size Originals x| e
Original Orientation 2 2|2 R
Original Thickness
Auto Image Density . .
Image Density (Manual)
Full Color ol
Black & White . . X
Auto Color Select .| X x [ x X[ x| x

x
x

Aulo Paper Select . s|e|e . . sl alela
Paper Select . .
Bypass Tray ol x| x x x| x x x
Auto Reduce / Enlarge L . . LAY
Reduce / Enlarge . .
Create Margin x
2 Sided Original ele
Book 2 L]
Poster X x x| % X|x|® @ e|ls | s|s

2 Sided

X7 x7|

Combine .
Book—2 Siged 2 .
Front&Back—2 Sided =2
Booklet x .
Magazine x .
ID Card Copy M x x| x| x
Double Copies
Image Repeat x| x x
Image Repeat (Specified Area) x| x x x x
Margin Adjustment
Fositive / Negative
Centering x
Erase Center/ Border x x

x 8 8 & & @
.
.
.
.
X ® % %X XK X X X X
x
x
x % x|k x| %
x
X X X X X K X X X X X
x
x
x
x

Function selected first
X X X x X X X %

X x X % @
X X X % @

X X x X x| ® & & & 8 @
x % X %
x
.
.
x % X %

x
*
x x x| x

Mirror Image: % x
Erase Color x x
Convert Color X | x
Color Overlay x
Background Numbering x x
Stamp™ x x
Unauthorized Copy Prevention

Cover Sheet 3 X X7 x| x x| x| x X[ x| x|x - X X010}
1|

FIRIIEY

Designate / Chapter X x X7 x| x [ || x | x| x| x| x . x X
Slip Sheet x x| [ | [ foe | [ [ [ x| x x aole x| x x x| x
Sort x |
Rotate Sort x x[x|x|e o|o|x|x
Stack .
Staple 3 x [x? X
Punch =
Z-fold =
Mutti-fold
Half Fold
Storing x x| x x| x| x x

.
x x x X
x % X X

x5 [ xE

X8| X3 .

X0 x

10

x
x
x x| x x e ®

x x| x X x
x
x

X0l x

N

‘Stamps include Preset Stamp, User Stamp, Date Stamp, Page Numbering, and Stamp Text.
2 The following functions cannot be selected simultaneously.
+ [90 Degrees Counterclockwise] and [Spread to 2 Sided], [Open to Right/Left], of [Open to Top].
+ [90 Degrees Clockwise] and [Spread to 2 Sided], [Open to Right/Left], or [Open to Top].
*3 The following combinations of functions cannot be selected unless [Auto Paper Seleci] or [Auto Reduce/Enlarge] is selected.
+ [Readable Direction] cannot be selected with [Top 2] under [Staple], or [Two Holes Top], [Three Holes Top, or [Four Holes Top] under [Punch], or [Z-fold (Bottom Fold]].
« [180 Degrees] cannot be selected with [Top 2] under [Staple], or [Two Holes Togl, [Three Holes Top], or [Four Holes Top] under [Punchl, or [Z-fold (Bottom Fold)].
+ [90 Degrees Counterclockwise] cannot be selected with [Slant], [Left 2], [Center], [Slant (Stapleless]], [Left 2 (Stapleless)], under [Staple], or [Two Holes Lef], [Three Holes Left], or [Four Holes Left] under [Punch], or [Z-fold (Right Fold)]
+ [90 Degrees Clockwise] cannot be selected with [Slant], [Left 2], [Center], [Slant (Stapleless)], [Left 2 {Stapleless)], under [Staple], or [Two Holes Leff], [Three Holes Left], or [Four Holes Lefi] under [Punchl, o [Z-fold (Right Fold)].
*4 [Magazine] and [Center] under [Staple] can be selected simultaneously.
*5 The following combinations of functions can be selected at the same time.
* [Top 1] under [Staple] and [Two Holes Lefl], [Three Holes Leff], [Four Holes Left], [Two Holes Top], [Three Holes Top, or [Four Holes Top] under [Punch]
* [Botiom 1] under [Staple] and [Two Holes Leff], [Three Holes Lefi], or [Four Holes Lefi] under [Punch]
* [Slant] under [Staple] and [Two Holes Lefi], [Three Holes Left], or [Four Holes Left] under [Punch]
* [Left 2] under [Staple] and [Two Holes Left], [Three Holes Leff], or [Four Holes Left] under [Punch]
* [Top 2] under [Staple] and [Two Holes Top], [Three Holes Top], or [Four Holes Top] under [Punch]
* [Slant (Stapleless)] under [Staple] and [Two Holes Leff], [Three Holes Lefl], or [Four Holes Leff] under [Punch].
* [Left 2 (Stapleless)] under [Staple] and [Two Holes Leff], [Three Holes Left], or [Four Holes Leff] under [Punch].
* [Top 2 (Stapleless)] under [Staple] and [Two Heles Topl, [Three Holes Top], or [Four Holes Top] under [Punch]
[Z-fold (Right Fold)] and the following functions cannot be selected simultaneously, when you are using the internal multi-fold unit together with the Finisher SR3320 or Booklet Finisher SR3330.
* [Top 1] under [Stapie]
+ [Bottom 1], [Slant], and [Left 2] under [Staple]
In addition, [Z-fold (Bottom Fold)] and the following functions cannot be selected simultaneously.
* [Top 1] under [Stapie]
* [Top 2] under [Stapie]
*7 I2 Sided—1 Sided] and [Cover Sheet] or [Designate / Chapter] cannot be selected simultaneously.
[Z-fold (Right Fold)] can be selected at the same time as [Two Holes Lefl], [Three Holes Lefi], or [Four Holes Left] under [Punch]. And, [Z-fold (Bottom Feld)] can be selected at the same time as [Two Holes Top), [Three Holes Top], or [Four Holes Top] un-
der [Punch].
*3  Color processing cannot be performed on the areas that are not printed.
*10 [Front Cover], [Frt. / Bk. Cover], and [Designate / Chapters] cannot be selected when [Outside] is selected, for the print side, under [Fold] or [Center Felding].
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Legal and Contact Information

Environmental Regulations

ENERGY STAR Program(mainly North America)

ENERGY STAR’ Program Requirements for Imaging Equipment

This company is a participant in the ENERGY STAR® Program.

This machine is compliant with the regulations specified by the
ENERGY STAR® Program.

Energy Star standards and logos are internationally uniform.

The ENERGY STAR’ Program Requirements for Imaging Equipment encourage energy
conservation by promoting energy efficient computers and other office equipment.

The program backs the development and dissemination of products that feature
energy saving functions.

It is an open program in which manufacturers participate voluntarily.

Energy Saving Functions

If this machine remains idle for a specified period of time or when [Energy Save] is
pressed, it enters Sleep mode to further reduce its electrical consumption. This is called

"Sleep Mode".

e The default delay time the machine waits before entering Sleep mode is one minute.

« The machine can print jobs from computers and receive faxes while in Sleep mode.

- The time it takes to recover from the energy saving functions and low power
consumption in Sleep Mode may differ depending on the machine.

@ Rregion A (mainly Europe)

Model Name Power Time to Recover | puplex Function *
Consumption from Sleep Mode
IM C2010 0.30W 6.6 seconds Standard
IM C2010A 0.30W 6.6 seconds Standard
IM C2510 0.30W 6.6 seconds Standard
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Model Name Power Time to Recover | puplex Function *
Consumption from Sleep Mode
IM C2510A 0.30W 6.6 seconds Standard
IM C3010 0.30W 6.2 seconds Standard
IM C3010A 0.30W 6.2 seconds Standard
IM C3510 0.30W 6.2 seconds Standard
IM C3510A 0.30W 6.2 seconds Standard
IM C4510 0.32W 6.3 seconds Standard
IM C4510A 0.32W 6.3 seconds Standard
IM C5510 0.32W 7.4 seconds Standard
IM C5510A 0.32W 7.4 seconds Standard
IM C6010 0.32W 7.4 seconds Standard
IM C7010 0.31W 12 seconds Standard

@region A (mainly Asia’2)

Model Name Power Time to Recover | puyplex Function™
Consumption from Sleep Mode
IM C2010 0.30W 6.6 seconds Standard
IM C2510 0.30W 6.6 seconds Standard
IM C2519] 0.30W 6.6 seconds Standard
IM C3010 0.30W 6.2 seconds Standard
IM C3510 0.30 W 6.2 seconds Standard
IM C3519] 0.30W 6.2 seconds Standard
IM C4510 0.32W 6.3 seconds Standard
IM C6010 0.32W 7.4 seconds Standard

@Region B (mainly North America)

Model Name Power Time to Recover | puyplex Function™
Consumption from Sleep Mode
IM C2010 0.30W 7.0 seconds Standard
IM C2510 0.30W 7.0 seconds Standard
IM C3010 0.30W 6.5 seconds Standard
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Model Name Power Time to Recover | puplex Function *
Consumption from Sleep Mode
IM C3510 0.30W 6.5 seconds Standard
IM C4510 0.32W 6.5 seconds Standard
IM C6010 0.32W 7.4 seconds Standard
IM C7010 0.29 W 12 seconds Standard
@Region A (China)
Model Name Power Time to Recover | puplex Function *
Consumption from Sleep Mode
IM 0.30W 6.6 seconds Standard
C2010/GS4020c
IM 0.30W 6.6 seconds Standard
C2510/GS4025¢c
IM 0.30W 6.2 seconds Standard
C3010/GS4030c
IM C3510 0.30W 6.2 seconds Standard
IM 0.32W 6.3 seconds Standard
C4510/GS4045c
IM 0.32W 7.4 seconds Standard
C6010/GS4160c
IM C7010 0.31W 12 seconds Standard
@Rregion B (Taiwan)
Model Name Power Time to Recover | puyplex Function™
Consumption from Sleep Mode
IM C2010 0.30W 7.0 seconds Standard
IM C2510 0.30W 7.0 seconds Standard
IM C3010 0.30W 6.5 seconds Standard
IM C3510 0.30W 6.5 seconds Standard
IM C4510 0.32W 6.5 seconds Standard
IM C6010 0.32W 7.4 seconds Standard

*1 Achieves ENERGY STAR energy savings; product fully qualifies when packaged
with (or used with) a duplex tray and the duplex function is enabled as an option.
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*2 Except for China.

« You can change the amount of time that the machine waits before entering Sleep
mode under [Sleep Mode Timer].
See "Date/Time/Timer", User Guide in English.

It may take longer than the specified time to enter Sleep mode according to the type
of Embedded Software Architecture application installed in the machine.

User Information on Electrical and Electronic Equipment (mainly Europe)

Users in the countries where this symbol shown in this section has been
specified in national law on collection and treatment of E-waste

Our Products contain high quality components and are designed to facilitate recycling.

Our products or product packaging are marked with the symbol below.

4

The symbol indicates that the product must not be treated as municipal waste. It must
be disposed of separately via the appropriate return and collection systems available. By
following these instructions you ensure that this product is treated correctly and help to
reduce potential impacts on the environment and human health, which could otherwise
result from inappropriate handling. Recycling of products helps to conserve natural
resources and protect the environment.

For more detailed information on collection and recycling systems for this product,
please contact the shop where you purchased it, your local dealer or sales/service

representatives.

All Other Users

If you wish to discard this product, please contact your local authorities, the shop where
you bought this product, your local dealer or sales/service representatives.

For Turkey only

AEEE Yonetmeligine Uygundur. Bu sistem sarf malzemeleri ve yedek parcgalari da dahil
olmak lizere AEEE Yonetmeligine Uygundur.

Uretici:

Ricoh Company, Ltd.

3-6, Nakamagome 1-chome,

Ohta-ku, Tokyo 143-8555 Japan
+81-3-3777-811(English only/Sadece Ingilizce)
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Note for the Battery and/or Accumulator Symbol (For EU countries only)
(mainly Europe)

X

In accordance with the Battery Directive 2006/66/EC Article 20 Information for end-
users Annex II, the above symbol is printed on batteries and accumulators.

This symbol means that in the European Union, used batteries and accumulators should
be disposed of separately from your household waste.

In the EU, there are separate collection systems for not only used electrical and
electronic products but also batteries and accumulators.

Please dispose of them correctly at your local community waste collection/recycling
centre.

Environmental Advice for Users (mainly Europe)

Users in the EU, Switzerland and Norway

Consumables yield

Please refer to either the User's Manual for this information or the packaging of the
consumable.

Recycled paper

The machine can use recycled paper which is produced in accordance with
European standard EN 12281:2002 or DIN 19309. For products using EP printing

technology, the machine can print on 64 g/m2 paper, which contains less raw
materials and represents a significant resource reduction.

Duplex printing (if applicable)

Duplex printing enables both sides of a sheet of paper to be used. This saves paper
and reduces the size of printed documents so that fewer sheets are used. We
recommend that this feature is enabled whenever you print.

Toner and ink cartridge return program

Toner and ink cartridge for recycling will be accepted free of charge from users in
accordance with local regulations.

For details about the return program, please refer to the Web page below or consult
your service person.
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https://www.ricoh-return.com/

Energy efficiency

The amount of electricity a machine consumes depends as much on its
specifications as it does on the way you use it. The machine is designed to allow you
to reduce electricity costs by switching to Ready mode after it prints the last page. If
required, it can immediately print again from this mode. If no additional prints are
required and a specified period of time passes, the device switches to an energy
saving mode.

In these modes, the machine consumes less power (watts). If the machine is to print
again, it needs a little longer to return from an energy saving mode than from Ready
mode.

For maximum energy savings, we recommend that the default setting for power
management is used.

Notes to users in the state of California (Notes to Users in USA) (mainly North
America)

Perchlorate Material - special handling may apply. See:
www.dtsc.ca.gov/hazardouswaste/perchlorate

Information for China energy efficiency label (China)

Specificatio IM IM IM IM C3510 IM IM
n model C2010/G | C2510/G | C3010/G C4510/G | C6010/G
S4020c S4025c S4030c S4045c S4160c
Manufactur | Ricoh Ricoh Ricoh Ricoh Ricoh Ricoh
er name Company, | Company, | Company, | Company, | Company, | Company,
Ltd. Ltd. Ltd. Ltd. Ltd. Ltd.
Energy 1 1 1 1 1 1
efficiency
index
Typical 0.83 1.05 1.22 1.44 1.94 3.04
energy
consumptio
n (kW/h)
According GB21521 | GB21521 | GB21521 | GB21521 | GB21521 | GB21521
to the -2014 -2014 -2014 -2014 -2014 -2014
national
standards
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Notes for wireless LAN and Bluetooth

This product is equipped with wireless LAN and Bluetooth functions.
Depending on the machine type, wireless LAN or Bluetooth are optional.

The product uses the 2.4/5 GHz frequency range for wireless LAN communication and
the 2.4 GHz frequency range for Bluetooth communication. Communications using radio
waves may be interrupted by noise or interference. If you want to use this product for
external communication, please be aware that communication failures may occur.

It is prohibited by law to disassemble or modify this product. The company takes no
responsibility for illegal modifications that are made to the wireless module of this
product.

No measures to prevent or block data tampering are available for devices that use radio
waves for communication. The company takes no responsibility for security problems
arising due to wireless LAN and Bluetooth specifications or other conditions.

The frequency range used by this product may also be used by other products (industrial,
scientific, or medical devices) manufactured by other companies. The outdoor use of
wireless devices may be restricted. Pay attention to where you use this function.

Some applications of this product use the wireless function. Depending on the
environment where you use the wireless function, communication may be interrupted
due to radio wave interference.

The Bluetooth unit is not guaranteed to work with all supported devices.

In infrastructure mode, the wireless LAN function's usable frequencies vary depending
on the access point you use.

Copyright Information about Installed Software

Open source software is used in the machine and applications that can be downloaded
from the Application Site. You can check their copyright information in the following
settings or applications.

- Some information about software used in the control panel

[Settings] ® [System Settings] ® [Machine/Control Panel Information] » [About
Control Panel] ® [Legal information]

« Some information about software used in the control panel and information about
software used in the machine

[Status/Information] ™ [Device Info] in Web Image Monitor

« You may be able to check some software information on the screens of each
application, rather than on the control panel or Web Image Monitor.
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Trademarks (User Guide)

Adobe is either a registered trademark or a trademark of Adobe in the United States
and/or other countries.

Acrobat is either a registered trademark or a trademark of Adobe in the United States
and/or other countries.

PostScript is either a registered trademark or a trademark of Adobe in the United States
and/or other countries.

Reader is either a registered trademark or a trademark of Adobe in the United States
and/or other countries.

Apple is a trademark of Apple Inc., registered in the United States and other countries.
Bonjour is a trademark of Apple Inc., registered in the United States and other countries.
macOS is a trademark of Apple Inc., registered in the United States and other countries.
Safari is a trademark of Apple Inc., registered in the United States and other countries.
The Bluetooth® word mark and logos are registered trademarks owned by Bluetooth SIG,
Inc. and any use of such marks by Ricoh Company, Ltd. is under license.

Citrix is a trademark of Citrix Systems, Inc. and/or one or more of its subsidiaries, and
may be registered in the U.S. Patent and Trademark Office and in other countries.

Citrix XenApp is a trademark of Citrix Systems, Inc. and/or one or more of its
subsidiaries, and may be registered in the U.S. Patent and Trademark Office and in other
countries.

QR Code is a registered trademark of DENSO WAVE INCORPORATED in Japan and in
other countries.

Dropbox is a registered trademark or trademark of Dropbox, Inc.

JAWS' is a registered trademark of Freedom Scientific, Inc., St. Petersburg, Florida
and/or other countries.

Google is a trademark or a registered trademark of Google LLC.

Android is a trademark or a registered trademark of Google LLC.

Google Drive is a trademark or a registered trademark of Google LLC.

Google Chrome is a trademark or a registered trademark of Google LLC.

PCL is a trademark of the Hewlett-Packard Company.

Kerberos is a trademark of the Massachusetts Institute of Technology (MIT).

Microsoft is either a registered trademark or a trademark of Microsoft Corporation in the
United States and/or other countries.

Windows is either a registered trademark or a trademark of Microsoft Corporation in the
United States and/or other countries.

Windows Server is either a registered trademark or a trademark of Microsoft Corporation
in the United States and/or other countries.
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Edge is either a registered trademark or a trademark of Microsoft Corporation in the
United States and/or other countries.

The proper name of Edge is Microsoft’ Edge" .
The proper names of the Windows operating systems are as follows:

» The product names of Windows 8.1 are as follows:
Microsoft” Windows® 8.1
Microsoft” Windows® 8.1 Pro

Microsoft” Windows® 8.1 Enterprise

« The product names of Windows 10 are as follows:
Microsoft” Windows® 10 Home
Microsoft” Windows’ 10 Pro
Microsoft” Windows’ 10 Pro for Workstations
Microsoft” Windows" 10 Enterprise

Microsoft” Windows® 10 Education

« The product names of Windows 11 are as follows:
Microsoft” Windows” 11 Home
Microsoft” Windows’ 11 Pro
Microsoft” Windows" 11 Pro Education
Microsoft” Windows® 11 Pro for Workstations
Microsoft” Windows® 11 Enterprise

Microsoft” Windows” 11 Education

« The product names of Windows Server 2012 are as follows:

Microsoft” Windows Server’ 2012 Foundation
Microsoft” Windows Server’ 2012 Essentials

Microsoft” Windows Server’ 2012 Standard

« The product names of Windows Server 2012 R2 are as follows:
Microsoft” Windows Server’ 2012 R2 Foundation
Microsoft” Windows Server® 2012 R2 Essentials
Microsoft” Windows Server® 2012 R2 Standard

« The product names of Windows Server 2016 are as follows:

Microsoft” Windows Server’ 2016 Essentials
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Microsoft” Windows Server’ 2016 Standard
Microsoft” Windows Server’ 2016 Datacenter

Microsoft” Windows Server’ 2016 MultiPoint” Premium Server

« The product names of Windows Server 2019 are as follows:
Microsoft” Windows Server 2019 Datacenter
Microsoft” Windows Server’ 2019 Standard

Microsoft” Windows Server’ 2019 Essentials

« The product names of Windows Server 2022 are as follows:
Microsoft” Windows Server 2022 Standard
Microsoft” Windows Server’ 2022 Datacenter

Microsoft” Windows Server 2022 Datacenter: Azure’ Edition
Firefox is registered trademark of the Mozilla Foundation.

Java is a registered trademark of Oracle and/or its affiliates. Other names may be
trademarks of their respective owners.

PictBridge is a trademark.

/
RSA

SECURED'

v

This product includes RSA BSAFE® Cryptographic software of EMC Corporation. RSA is a
registered trademark or a trademark of EMC Corporation in the United States and other
countries.

This product includes RSA BSAFE® Cryptographic software of EMC Corporation. BSAFE is
a registered trademark or a trademark of EMC Corporation in the United States and other
countries.

The SD is a trademark of SD-3C, LLC.
The SD logo is a trademark of SD-3C, LLC.

FeliCa is a registered trademark or a trademark of Sony Group Corporation or its
affiliates.

Wi-Fi° isa registered trademark of Wi-Fi Alliance.

Wi-Fi Direct” is a registered trademark of Wi-Fi Alliance.
Wi-Fi Protected Setup” is a trademark of Wi-Fi Alliance.
WPA2" is a trademark of Wi-Fi Alliance.
WPA3" is a trademark of Wi-Fi Alliance.

Other product names used herein are for identification purposes only and might be
trademarks of their respective companies. We disclaim any and all rights to those marks.
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Microsoft product screen shots reprinted with permission from Microsoft Corporation.



14. Driver Installation Guide

Installing the Printer Driver

Installing the Printer Driver by Using Device Software Manager
Installer

Device Software Manager is a support utility for driver installation in Windows. Device
Software Manager helps you to detect the latest driver via the internet automatically
according to the computer you are using and install it with a simple procedure.

- Manage Printers permission is required to install the drivers. Log on as an
Administrators group member.

- Device Software Manager supports Windows OS only. To install the printer
driver on macOS, see the following sections:

page 535 "Installing the Printer Driver for Network Connection (macOS)"

See "Installing the Printer Driver for USB Connection (mac0S)", User Guide in
English.

« Follow the instructions of the installer to connect the USB cable.

Installing Device Software Manager from the Downloaded File

1. Download Device Software Manager from the manufacturer's website.
2. Double-click the downloaded file.
« If the "Security Warning" screen is displayed, click [OK].
« If the "User Account Control" screen is displayed, click [Yes] or [Allow].

3. Select the [Run Driver Installer after installation] check box, and then click [Accept
Agreement and Install].

4. On the "Quality Improvement Program" screen, select [I will participate in the Quality
Improvement Program] or [l will not participate in the Quality Improvement Program], and

then click [Next].

5. On the "Driver Update Notification Setting" screen, specify whether to display the message
about the driver update, and then click [Next].

The process of installing Device Software Manager starts.
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6. On the "End User License Agreement" screen, click [Agree and Go to Next].

7. Select the connection between the machine and computer, and then click [Next].

@ Driver Installer x
Install Steps Select a setup method
Please select a device interface and then dick [Next].
If you want to update the driver on your computer, dick [Update Driver].
Select a setup method @ figtwork:
Devices and Drivers Scttings Make a selection when the PC and the device are connected by the network.
Install/Update
«F
L]
-
Ouss
Select when the PC and the device are directly connected by a USB cable.
Update Driver Updates the driver that is installed on your computer.

O

« Network: Search for devices connected to the network.

- USB: Following the instructions on the "Connection with device" screen,
connect the machine and the computer with the USB cable to search for the
machine.

8. Select this machine from among the detected devices, and then click [Next].

& Driver Installer X
Install Steps
Select the device to use from the list and click [Next].
Clck [Click if you cannot find the device] when specifying the device's IP address.
Searching completed.
Search again
Devices and Drivers Settings P T L TS
|| | pevice Name 1P Address comment I
Select a device i I
e mm—————————
Select a device driver

Printer Preference

Install/Update

Complete

Click if you cannot find the device
[IManually enter the settings &

I
-

DOCZDM0202

The installation of the driver starts.

- If the machine cannot be found at the network connection setup, see the
following section.

page 532 "If the Machine Cannot Be Found"

« If "The publisher could not be verified" is displayed at the beginning of
installation, continue the installation. There is no problem with the started
installer that is downloaded from the manufacturer's website. Continue the
installation.
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« When you connect the machine and the computer with a USB cable, follow the
instructions on the installer screen.

& Driver Installer X

Install Steps Connection with device

Please comnect with the device following the steps below.

ﬂla“
InstalUpdate
o
o Pl tur the de .
e 0 lease turm on the devie.
- Cw,
l

Waiting for connection...

n Please plug in the USE cable to the device.

Automatic Recognition

Complete

Note:
It may take some time for the device to detect the connected USB cable
If the installation screen of the 05 is displayed, please dose it and diick [Cancel Connection] and re-install

Cancel Connection

If the machine is not detected, click [Cancel Connection]. Even if the connection
is canceled, the installation is complete. After the installer screen is closed, the
machine is added automatically when it is connected to the computer with the
USB cable.

9. When the installation is complete, click [Finish].

« Double-click the Device Software Manager icon created on the Finder of the
computer to update the printer driver.

See "Updating the Driver (Windows)", User Guide in English.

7

Driver Installer

Installing the Printer Driver for Network Connection (Windows)

When the machine and the computer are connected to the same network, the installer
searches for the machine to install the printer driver. If the installer cannot find the
machine, specify the IP address or machine name to install the printer driver.

- Manage Printers permission is required to install the driver. Log on as an
Administrators group member.

 Ifthe "User Account Control" dialog box appears during the driver installation
procedure, click [Yes] or [Continue].
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 Ifthe "Windows Security" dialog box appears during the driver installation
procedure, click [Install this driver software anyway].

Installing the PCL 6/PostScript 3 Printer Driver from the Downloaded File

1. Download the latest printer driver from the manufacturer's website.
2. Double-click the downloaded file.

- If the "Security Warning" screen is displayed, click [OK].

« If the "User Account Control" screen is displayed, click [Yes] or [Allow].
3. Onthe "End User License Agreement" screen, click [Agree and Go to Next].

4. Select [Network], and then click [Next].

@ Driver nstaller X

Install Steps Select a setup method

Please select a device interface and then dick [Next],

i »;‘updace river on your computer, dick [Update Driver].
Select a setup method @enorkl
1 N - @ @ *.onwhen the PC and the device are comected by the network.
Install/Update

F =
-
=]
Quss
Select nhen the PC and the device are directly connected by a USB cable.

-

Update Driver Updates the driver that is installed on your computer

O

DZX731

» The search detects devices connected to the network.

- If the error screen is displayed, see page 532 "If the Machine Cannot Be
Found".

5. Select this machine from among the detected devices, and then click [Next].

& Driver Installer X
Install Steps Select a device
Select the device to use from the list and click [Next.
Click [Click if you cannot find the device] when specifying the device's IP address.
11 cent i
Search again
e T g ———————————
|| | pevice Name 1P Address comment ||
Selecta device i I
gy —————
Select a device driver
Printer Preference
Install/Update
Complete

Click if you cannot find the device
[CIManually enter the settings

I
- -

DOCZDM0202

Printer driver installation starts.
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- If the machine cannot be found at the network connection setup, see the
following section.

page 532 "If the Machine Cannot Be Found"

6. When prompted to select whether to install Device Software Manager, select whether to
install Device Software Manager.

To install Device Software Manager select the [Install Device Software Manager]
check box, and then click [Next]. Follow the instructions on the screen to install
Device Software Manager.

To not install Device Software Manager clear the [Install Device Software Manager]
check box, and then click [Next].

7. When the installation is complete, click [Finish].

Installing the Printer Driver for Windows
1. Download the latest printer driver from the manufacturer's website.
2. Double-click the downloaded file.
« If the "Security Warning" screen is displayed, click [OK].

« If the "User Account Control" screen is displayed, click [Yes] or [Allow].
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3. Click [Cancel] to exit the installer.

4. Display the "Devices and Printers" screen.

© o N o o

10.

1.

13.
14,

15.

12.

Windows 11
1. On the [Start] menu, click [All apps] ® [Windows Tools] ® [Control Panel]

2. Click [View devices and printers].

Windows 10 (version 1703 or later)
1. On the [Start] menu, click [Windows System] ® [Control Panel].

2. Click [View devices and printers].

Windows 10 (earlier than version 1703)

1. Right-click [Start], and then click [Control Panel].

2. Click [View devices and printers].

Windows 8.1

1. Onthe Charm Bar, click [Set] ®» [Control Panell.
2. Click [View devices and printers].
Click [Add a printer].
Click [The printer that | want isn't listed].
Select [Add a local printer or network printer with manual settings], and then click [Next].
Select [Standard TCP/IP Port] on [Create a new port:], and then click [Next].
Enter the IP address of this machine in [Host Name or IP address].

Clear the [Query the printer and automatically select the driver to use] check box, and then
click [Next].

Searching for the TCP/IP port starts.

When the "Additional port information required" screen is displayed, select [RICOH Network
Printer C model], and then click [Next].

Click [Have Disk...] ™ [Browse...] to specify the driver (INF file), and then click [OK].

The driver is stored in the [DISK1] folder in the folder that was created when
unzipping the downloaded file.

Select a printer driver to install, and then click [Next].
Enter the printer name as necessary, and then click [Next].
Printer driver installation starts.

Specify the printer as a shared printer as necessary, and then click [Next] ® [Finish].

If the Machine Cannot Be Found

The "Network Connection Error" screen is displayed.
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Metwork Connection Error x
A Cannot find a device connected to the network. Please chedk the following.

n Turn the device's power switch to [On].

E v~ On
[ —= =
0 L‘,
‘ot
Connect the LAM cable or
wireless LAM to the device.
@] ., P,

B Check the device's IP address.

- Get IP address from device's [System Setting List].
XXX, XXX, XXX . XXX For more information, please check the User Guide.

Confirm and perform B to B, and then click [OK]. If the machine still cannot be found,
specify the IP address or machine name to install the printer driver.

1. Click [Click if you cannot find the device].

@ Driver Installer X

Install Steps Select a device

Select the device to use from the list and click [Next].
Click [Click if you cannot find the device] when specifying the device's IP address.

Searching completed.

| Search again

Devices and Drivers Settings

Device Name IP Address Comment
Select a device
Select a device driver
Printer Preference
Install/Update
Complete
- - —-—— -y
, Click if you cannot find the device ’

| S U

[CImManually enter the settings

DzC089

2. Select [Specify device IP address] or [Specify device name], and then click [Next].

When specify the machine IP address

1. Enter the IP address of the machine and click [Search].

You can check the machine IP address in [Check Status]®™[Network] on the
control panel.
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& Driver Installer X
Install Steps Search by IP address
Please enter the device's IP address and cick [Search].
For how to check the device's IP address nleace rafer tn the |lear Guids.
- - - - - -
1P address: { . . . Search
N |
Devices and Drivers Settings
Select a device
Select a device driver Device Name IP Address Comment
Install/Update
[Manually enter the settings i
Complete

T T

DZC091

2. When the machine is detected, click [Next].

Printer driver installation starts.

When specify the machine name

1. Select the machine to use, and then click [Next].

& Driver Installer

Install Steps Select Device

Please select device to use and dick [Next].
P ™ em am an an e

Device Name: \ -
-

Devices and Drivers Settings
Select a device
Select a device driver
Printer Preference

Install/Update

Complete

5

DZC094
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2. Onthe "Printer Preference" screen, select one of the port names from
among "Port Name", and then click [Next].

& Driver Installer X
Install Steps Printer Preference

Printer settings can be changed.

Driver Name: f S PO 6 v da

* Printer Name: [ PCLE

Comment t: [PeL6 Driver (For Windows)

* Port Name: \
———————
Printer Preference [ set as default printer (i
Install/Update Advanced Settings
[Jshare this printer & PCLE
Complete

User Code:

* :isarequired entry field. Restore Defaults

5

DZC950

Printer driver installation starts.

For details about the procedure for specifying the IP address after installing
the printer driver, see the following section:

See "When You Cannot Print a Document even if the Printer Driver is
Installed", User Guide in English.

3. When prompted to select whether to install Device Software Manager, select whether to
install Device Software Manager.

To install Device Software Manager select the [Install Device Software Manager]
check box, and then click [Next]. Follow the instructions on the screen to install
Device Software Manager.

To not install Device Software Manager clear the [Install Device Software Manager]
check box, and then click [Next].

4. When the installation is complete, click [Finish].

Installing the Printer Driver for Network Connection (macOS)

Install the PPD file (printer driver) under macOS, and then register the machine on the
computer from the system preferences.

» You need an administrator name and a password (phrase). For details, consult
your network administrator.

 Setting procedures using macOS 12.2 are shown as an example. The actual
procedure may differ depending on the OS version you are using.
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Installing the PPD file (Network Connection)

1. Download the latest printer driver from the manufacturer's website.
2. Double-click the downloaded file.
3. Double-click the package file.

XX ]
O ———

README.txt I

|
———

4. On the "Introduction" screen, click [Continue].
5. On the "License" screen, click [Continue] and then click [Agree].

« When prompted to select where to install the driver, specify the install location,
and click [Continue].

6. Click [Install].

7. Enter the administrator's user name and password, and then click [Install Software].

Installer

Installer is trying to install new software.

Enter your password to allow this.

User

Password

r————————————

1
| Install Software [
7

S —————

Cancel

The installation of the PPD file starts.
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8. When the installation is complete, click [Close].

Registering the Machine in [Printers & Scanners] (Network Connection)

Register the PPD file of the machine in the system preferences to enable printing.
1. Select [System Preferences...] from the Apple menu.
2. Click [Printers & Scanners].

3. Click [+].
[} < iiii Printers & Scanners Q
No printers are available.
Click Add (+) to set up a printer.
—
1+
- 7
Default printer: Last Printer Used
Default paper size: A4 (2] ?

4. Click ® (IP), and configure the information of the machine.
0 Add Printer

=
! ® 15
| J

e ————————————————— ‘
I Address:

I Enter host name or IP address. I
I Protocol:  HP Jetdirect - Socket I
N e e e e e e e e e e ——— J

Leave blank for default queue.

Name:
Location:
O N N M O
| Use: I
N o e e e e e e e e e e e e e J

» Address: Enter the IP address of the machine.
« Protocol: Select [HP Jetdirect-Socket].

« Use: Check that the machine name is displayed. If "Generic PostScript Printer"
is displayed, the entered IP address may not be correct.
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When "Generic PostScript Printer" is displayed even though the IP
address is correct

Check the network connection of the machine and the computer, and then
register again.

« When the machine is connected to a wired LAN.
Check that the cable is connected to the machine correctly.
5. Click [Add].
The progress screen is displayed.

- If the progress screen does not close after a while, click [Configure...] and
configure the option configuration of the printer. For the procedure of the option
configuration, see page 538 "Specifying the Option Configuration of the Machine
to the Printer Driver (Network Connection)".

6. Check that the machine name is added to the [Printers & Scanners] screen.

) < > i Printers & Scanners Q
ey NR—
N & ...
| e —— 2 2

Options & Supplies...
Idle
Share this printer on the network Sharing Preferences...

+ —

Default printer:  Last Printer Used 8
Default paper size: A4 ?

7. Close the system preferences screen.

Specifying the Option Configuration of the Machine to the Printer Driver
(Network Connection)

If the option configuration of the machine is not automatically reflected, select the
option installed on the machine in [Printers & Scanners].
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1. Select [System Preferences...] from the Apple menu.
2. Click [Printers & Scanners].

3. Select the machine from the list, and then click [Options & Supplies...].

[ { > i Printers & Scanners Q
r ______ \ - e
P & ..
—————
| S ——— J ¢ >

Idle

Share this printer on the network Sharing Preferences...

Default printer:  Last Printer Used

Default paper size: A4 ?

4. Click [Options], select the option installed on the machine, and then click [OK].

- If the usable options are not displayed, the IP address has not been entered
correctly or the PPD file has not been registered properly. To enter the IP
address or register the PPD file, see page 537 "Registering the Machine in
[Printers & Scanners]".

5. Close the system preferences screen.

- If the option you want to select is not displayed, PPD files may not be set up

correctly. To complete the setup, check the name of the PPD file displayed in the
dialog box.

 Setting procedures using macOS 12.2 are shown as an example. The actual
procedure may differ depending on the OS version you are using.

« To specify an optional Adobe PostScript when using a PostScript 3 printer driver,
select [Adobe PostScript] in the "PostScript:" list on the [Options] tab.
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12. How to use this manual

Moving pages

+I=]
Click to expand or collapse all the items in the table of contents at once.

To expand or collapse items individually, click or B next to each title in the table of
contents.

Top Page > Copy > Basic Copying

Indicates which chapter and items are shown on the current page. You can click a page
to move to it.

1< >]

Click to move to the previous or next page in the table of contents.

Displaying pages with smart devices
ojo| R

Click to display the URL of the current page as a QR code.

Changing the size of characters

l.ﬁAA

Changes the size of characters in 3 stages. Each time you click, the size of the characters
changes.

Searching for keywords

Pages including the entered keyword are displayed as the search results.
Substitute words and related keywords appear according to the entered keywords.

To refine the search results:
Enter multiple keywords (up to three keywords). (Pages including all keywords are searched for.)
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12. How to use this manual

« Select the title from the "Narrow down" list on the search result screen, and then
click the search button (ﬂ) again to limit the scope of searching within the selected
title.

Narrow down

All
» Introductiongand Basi.. |
» Copy

Meanings of the used symbols

AWARNING

Indicates a potentially hazardous situation which, if instructions are not followed, could
result in death or serious injury.

A\CAUTION

Indicates a potentially hazardous situation which, if instructions are not followed, may
result in minor or moderate injury or damage to property.

¢9Important )

Indicates points to pay attention to when using functions. This symbol indicates points
that may result in the product or service becoming unusable or result in the loss of data if
the instructions are not obeyed. Be sure to read these explanations.

Indicates supplementary explanations of the product's functions and instructions on
resolving user errors.

[]

Indicates the names of keys or buttons on the product or display.

#Sample screenshots are used.
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